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08-25-2016-20:04:00 to 08-25-2016-21:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack List drop 1




08-25-2016-20:04:00 to 08-25-2016-21:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Device Action |Count

154, 241. 113. 41 147.237.77. 216 dover.idf.il |15323: HITP. User-Agent (MRSPUTN K) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘S’te

Signature
ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

177.42.51.73 147.237.8.27 |Prazl e.madimatal .idf.il Fotential Scan or Brute Force 1
133.208.21. 66 |147. 237. 76. 199 [Japan e. nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
58. 218. 204. 245 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
201. 238. 202. 219|147.237.76.30 |Giile hi nush. i df . il ET SCAN NMAP -sS wi ndow 1024 1
40.117.47.129 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
186, 115. 186. 2271147 237 0.33  |col onbi & il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
183. 60. 48. 25 147. 237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 162 [147.237.72.14 |China dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
180. 97. 106. 161 |147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
133.208.21.66 |147.237. 77. 226 [Japan waw chanat z. aka. idf . i1 [ET SCAN NMAP -sS wi ndow 1024 1
85.64.235.175 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
50.116. 123. 135 |147.237.8.27 |Wited Sates |e.nadimatal.idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147.237.72. 217 |Wited Sates |e.idf.il ET DROP DBshield B ock Listed Source 1
37.26.146.186 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147. 237. 76. 201 |Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0. 200 |China nau. i df il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
180. 97. 106. 162 [147.237.0.35 |China akavs. i df il ET SCAN Potential SSH Scan 1




08-25-2016-20:04:00 to 08-25-2016-21:04:00

|Top Attackers In FW |

Attacker Address |Attacker Qount ry |Target Address |Ste |Signature ‘Message Devi ce Action |Count |
37.231.38.3 Kuvai t 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 55
40.77.169. 103 Lhited Sates 147.237.77. 176 |natpash.idf.il dr op SAMrul e drop 18
141.0. 14. 74 Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
2.54.98. 82 I srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 10
89. 139. 247. 21 | srael 147.237.77. 243 |nobile.idf.il dr op First packet isn't SN drop 9
61.245.160.190 |Si Lanka 147.237.72. 166 |aka.idf.il drop First packet isn't SYN drop 9
100. 92. 44. 163 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 8
188. 247.65.118 |Jordan 147.237.77.176 |matpash.idf.il dr op First packet isn't SN drop 8
40. 77. 169. 97 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 6
40.77. 169. 99 Lhited Sates 147.237.72.166 |aka.idf.il dr op SAMrul e drop 6
185. 130. 6. 49 Li t huani a 147.237.76.86 |navy.idf.il dr op SAMrul e drop 6
40. 77. 169. 99 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 6
86. 42. 255. 206 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
184. 151. 63. 194 |Canada 147.237.72.166 |aka.idf.il dr op First packet isn't SN drop 5
40. 77. 169. 103 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 5
64.233.172.171 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
85. 65. 55. 104 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 4
2.53.156. 8 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
91.135.104. 252 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
85. 130. 194. 23 | srael 147.237.72. 167 |ishurimaka.idf.il |dr op First packet isn't SN drop 3
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
166.216. 165. 21 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
109. 67.106. 172 |lsrael 147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 3
212. 143.142.56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
64.233.172.163 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
2.53.160. 139 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
41. 249. 52. 208 Mor occo 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
157. 55. 39. 181 Lhited Sates 147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 2
100. 92. 251. 132 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
139. 162. 216. 112 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
52.16.5.197 Ireland 147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 2
141.212.122. 74 |lhited Sates 147.237.0. 33 idf.il drop drop 1
216.243.31.2 Lhited Sates 147.237.76. 148 |gocenter. aka.idf.il[dr op drop 1
169. 229.3.91 Lhited Sates 147.237.76.44 |e.refuah.idf.il dr op SAMrul e drop 1
109. 253. 141. 45 |l srael 147.237.72. 166 |aka.idf.il drop First packet isn't SYN drop 1
85. 65. 101. 235 I srael 147.237.72. 166 |aka.idf.il drop First packet isn't SYN drop 1
141.212.122.75 |lhited Sates 147.237.0. 33 idf.il dr op drop 1
169. 229. 3. 91 Lhited Sates 147.237.76.202 |e.halag.idf.il drop SAMrul e drop 1
109. 253. 219. 32 |[Israel 147.237.72. 167 |ishurimaka idf.il [drop First packet isn't SYN drop 1
176. 13. 23. 198 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 1
27.147.242.21 Bangl adesh 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
82.102.169. 113 |l srael 147.237.76.31 |nakchal .idf.il drop First packet isn't SYN drop 1
176. 13. 229. 13 | srael 147.237.72. 167 |ishurimaka.idf.il |dr op Unexpect ed post SYN packet - RST or SYN expected |drop 1
169. 229. 3. 91 Lhited Sates 147.237.76.30 |hinush.idf.il drop SAMrul e drop 1
109. 253. 133.22 |[Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
176. 13. 248. 125 |lsrael 147.237.72. 166 |aka.idf.il dr op First packet isn't SN drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |[Target Address |Site Sgnature Action ‘Count
80. 246. 139. 233 [Israel 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 12
66.249.81.215 |[Israel 147.237.77.216|dover.i df .i | D stributed Lhaut hori zed UR. Access on waw idf.il/error.htm Bl ock 10
38.126.138.21 |lnited Sates 147.237.77.216|dover. i df .il Dstributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock 6
66.249.81.212 |lIsrael 147.237.77. 216 |dover. i df.i |l Dstributed Waut horized LRL Access on waw idf.il/error.htm B ock 6
66.249.81.218 |[Israel 147.237.77.216|dover.i df .i | D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm Bl ock 5
212.76.117.67 |[Israel 147.237.76.31 |nakchal .idf.il |Wnauthorized HTTP Mt hod B ock 4
176. 13. 224. 221 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 4
176.13.14.208 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
40.77. 169. 98 Lhited Sates 147.237.77.216|dover.i df .il Dstributed I11egal Byte Gode Character in URL Bl ock 3
80. 246. 140. 68 [l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 3
212.76.117.67 |Israel 147.237.76.31 |nakchal .idf.il |Mitiple Wauthorized URL Access from212.76.117. 67 B ock 2
212.76.117.67 |[Israel 147.237.76.31 |nakchal .idf.il |Uhauthorized URL Access to nakhal .idf.il/sip_storagel/files/8/ Bl ock 2
79.177.181.29 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/ishurim B ock 2
87.71.6.189 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
159. 220. 74. 2 Lhited Kingdom [147.237.72.166|aka.idf.il Ml ti pl e Unaut hori zed Method for Known URL from 159. 220. 74. 2 Bl ock 1
79. 180. 44. 64 | srael 147.237.72. 156 |aman. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
66. 249. 75. 64 I srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
195. 150. 96.90 [Pl and 147.237.77. 216 |dover . i df . i | m“it:f‘?riil7?3fiﬁ_p’?ccctisri;ﬁasat o/t b, pg Bock |1
109. 160. 226. 41 |l srael 147.237.77.233|atal .idf.il Suspi ci ous Response Code B ock 1
66.249. 64. 105 | srael 147.237.72. 166 |aka. i df . i | mugﬂgr: Zfe‘_ji %’;ﬁfznﬁl i shoubi g, aspx Bl ock 1
66. 249. 75. 75 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
Unknown Par anet er
109. 253. 206. 46 |l srael 147.237.72. 166 [aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! aceHol der $quest i onUpdat e$hi ddenUpda [None 1
teQuestion in ww aka.idf.il/nain/giyus/faq. aspx

66.249.69.67  |Israel 147.237.76.42 |refuah.idf.il ﬂ?f’;g?f;?g;g‘pfgfgfjgéfﬂ s/ 41 si 261000/ 3294, pg Bl ock 1
176.13.21.4 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
66. 249. 76. 77 I srael 147.237.72. 166 |[aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
40.77.169.100 |lhited Sates 147.237.77.216|dover.idf .il Dstributed I11egal Byte Gode Character in URL Bl ock 1
109. 253. 218. 237|I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 1
77.125.64.222 I srael 147.237.77. 234|hal ag. i df .i | wﬁtg’; zed AL Aocess 10 oo 5 storage Bock |1
66.249.69.72  |Israel 147.237.76.42 |refuah.idf.il ﬂ?”tzggr ;éegzﬁagggfzsa:;’ 4/ i 1 i scl ose. prg Bock |1
85.114. 121. 88 ?erfis:;‘;f‘”&wpied 147.237.77. 216 |dover . i df . i | O stributed Uhaut hori zed URL Access on wawidf.il/https:/wanidf.il/ |B ock 1
66.249.76.112 |[Israel 147.237.72. 166 [aka. i df . i | Ml tiple Unauthorized URL Access from 66. 249. 76. 112 Bl ock 1
40.77.169.104 |lLhited Sates 147.237.77.216|dover. i df . il Dstributed |11egal Byte Gode Character in LRL B ock 1
157.55.39.179 |lWited Sates 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
66.249. 69. 127 [ srael 147.237.76.42 |refuah.idf.il ﬂ?”tzggr'?éegzﬂ‘pfifgfjgéﬂl | es/ Ui 26100X0/ 3261 pg Bock |1
176.85.196.17 |Sain 147.237.72. 156 |aman. i df . i | Lhaut hori zed URL Access to v aman. i df.il/favicon.ico B ock 1
5.22.132.71  [israel 147. 237.77. 176 |nat pash. i df . i | \;Twa'le;ge;t pe v (/)Igztgi-?nffg;ngtp; ; Bock |1
61.245.160. 190 |Si Lanka 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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