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08-25-2016-19:04:08 to 08-25-2016-20:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page F ood Attack forward 4
82.80.78. 2 | srael 147.237.77. 176 nat pash. i df .i | B ack List dr op 2
95.211. 187. 209 Net her | ands 147.237. 76. 44 e.refuah.idf.il |Back List drop 1
71.6.135. 131 Lhited Sates 147.237.76. 34 yohal an.idf.il B ack List drop 1
95. 211. 187. 209 Net her | ands 147.237.76. 42 refuah.idf.il B ack List drop 1




08-25-2016-19:04:08 to 08-25-2016-20:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

199. 58. 86. 211 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2




08-25-2016-19:04:08 to 08-25-2016-20:04:08

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Country

Signature

200. 62. 9. 250 147.237.77. 216 \Venezuel a dover.idf.il GPL SCAN nmap TCP 40
74.91. 23. 106 147.237.0. 35 Lhited Sates akavs. i df.il ET SCAN NVAP -sS wi ndow 1024 1
50. 116. 123. 135 147. 237. 76. 202 Lhited Sates e halagidf.il ET SCAN NVAP -sS wi ndow 1024 1
50. 116. 123. 135 147. 237.76. 30 Lhited Sates hi nush. i df . i | ET SCAN Potential SSH Scan 1
180. 97. 106. 37 147. 237.76. 197 Chi na e hinush.idf.il ET SCAN Potential SSH Scan 1
103. 207. 38. 14 147. 237. 76. 202 Mi et nam e halagidf.il ET SCAN NVAP -sS wi ndow 1024 1
74.91. 23. 106 147. 237.0. 35 Lhited Sates akaws. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
66. 203. 215. 242 147.237.8.14 Canada e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
50. 116. 123. 135 147. 237. 76. 147 Lhited Sates chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
46. 19. 85. 254 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
201. 238. 202. 219 147.237.77. 121 Gile e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
180. 97. 106. 162 147. 237.76. 30 Chi na hi nush. i of . i | ET SCAN Potential SSH Scan 1
133.242.4.52 147. 237. 76. 202 Japan e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
74.91. 23. 106 147.237.0. 35 Lhited Sates akavs. i df il ET SCAN Potential SSH Scan 1




08-25-2016-19:04:08 to 08-25-2016-20:04:08

|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address Ste |Signature |Message Devi ce Action |Oount |
31.223.176. 126 Pal estinian Territory, Qccupied 147.237.77.176 |natpash.idf.il drop First packet isn't drop 24
40. 77. 169. 99 Lhited Sates 147.237.77.216 |dover.idf.il drop SAMrul e drop 14
40. 77. 169. 97 Lhited Sates 147.237.77.216 |dover.idf.il drop SAMrul e drop 10
109. 253. 240. 141 |l srael 147.237.77.226  |ww chanat z. aka. i df . i | drop First packet isn't drop 10
40.77.169. 103 Lhited Sates 147.237.77.216 |dover.idf.il dr op SAMrul e drop 9
40. 77. 169. 99 Lhited Sates 147.237.77.176 |natpash.idf.il drop SAMrul e drop 6
176. 13. 249. 34 | srael 147.237.0.19 nadi matal .idf.il drop First packet isn't drop 4
212. 143. 142. 56 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 4
5. 29. 226. 100 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 3
176.13.11.5 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
109. 253. 218. 52 | srael 147.237.72.156 |anan.idf.il drop First packet isn't drop 2
100. 92. 103. 213 147.237.72.167 |ishurimaka. idf.il drop First packet isn't drop 2
61. 245. 160. 190 i Lanka 147.237.72.166 |aka.idf.il dr op First packet isn't drop 2
109. 253. 204. 214 |l srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 1
40. 77. 169. 101 Lhited Sates 147.237.72.166 |aka.idf.il drop SAMrul e drop 1
85. 130. 176. 160 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 1
212.179.210.101 |[lIsrael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 1
176. 13. 228. 65 | srael 147.237.72.156 |anan.idf.il drop First packet isn't drop 1
100. 92. 76. 46 147.237.72.166 |aka.idf.il drop First packet isn't drop 1
216.218.206. 116 |Lhited Sates 147.237. 0. 200 ndu.idf.il dr op drop 1
46.119. 127. 129 Lkr ai ne 147.237.77.216 |dover.idf.il drop SAMrul e drop 1
176.13.239.4 | srael 147.237.72.167 |ishurimaka. idf.il drop First packet isn't drop 1
163.172. 38. 173 Uni ted Ki ngdom 147.237.72.167 |ishurimaka. idf.il drop SAMrul e drop 1
46. 243.173. 2 Russi an Federation 147.237.77. 74 lawidf.il dr op SAMrul e drop 1
109. 253. 147. 70 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 1
176.13.7.21 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 1




08-25-2016-19:04:08 to 08-25-2016-20:04:08

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Acti on ‘Count
79.176.3.31 | srael 147.237.0.19 |nadimatal .idf.i| [Dstributed Suspicious Response Code B ock 61
2.55. 166. 224 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 34
176.13.249.34 |Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 33
2.53.16.76 | srael 147.237.0.19 |nadimatal .idf.i| [Dstributed Suspicious Response Code B ock 14
66.249.85.221 |[Israel 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on wawnidf.il/error. htm B ock 8
66. 249. 85.218 |lIsrael 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 7
66.249. 85.224 |l srael 147.237.77.216|dover . i df .i | Dstributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 6
66.249. 69. 224  [Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wanidf.il/error.htm B ock 4
176.13. 14. 208 |l srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 3
109. 253. 216. 145|I srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Gode B ock 3
109. 253. 240. 65 |l srael 147.237.76.86 |[navy.idf.il Mil tipl e Unauthorized URL Access from 109. 253. 240. 65 B ock 2
77.124.42.155 |[Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 2
84.108.175.47 |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method CPTIONS for waw aka. i df.il/ Bl ock 2
186.141.198.35 |Argentina  |147.237.72. 166 |aka. i df . i | m;:(:ﬂtgfd_ iﬁa#;ihnc;rhiozr;? d';f;tf’f.;;’gxmo"‘" WL on B ock 2
79.178.98.56 | srael 147.237.76. 200 |ei t an. aka. i df . i | m”terf;zzsaﬁf .Aicfff:n;f)at s/ honepage! honepage. asp Bock |2
40.77.169.100 |Uhited Sates |147.237.77.216|dover.idf .il Dstributed |l1egal Byte QGode Character in URL B ock
68.180. 228. 231 |lhited Sates [147.237.77. 176 |mat pash. i df . i | Paraneter Type Mol ati on PageNumin waw cogat . i df .il/901-ar/cogat.aspx |B ock
212.159. 169. 79 E?i;;gom 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249. 64. 167  Israel 147.237.0.15  |kosher-kravi . i df . i| -/ "1 260 LR Acccss ;n‘;l at o5/ general | general . asp Bock |1
157.55.39. 143 [thited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to ww navy.idf.il/main/drushidmsrot.aspx |B ock 1
2.53.59. 182 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 1
79.179.9.131 I srael 147.237.72. 167 i shuri maka. i df . i [|Untraceabl e SSL Sessions: Qpen Mde None 1
66.249.76.112 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to ww aka. i df.il/nimain/giyus/general.aspx |B ock 1
40.77.169.102 |Lhited Sates |147.237.77.216|dover.idf .il Dstributed |l1egal Byte Qode Character in URL B ock 1
178.63. 101. 134 |Ger nany 147.237.72. 166 |aka. i df . i | mt;;;%fﬁ Il'/hf:‘ghrt“;;;s/o: r'}"g_g‘s’z for Known LR on B ock 1
213.200. 47. 136 |Ukrai ne 147.237.72. 166 |aka. i df . i | \m\f ;L:.Uit;d. i'”lr}a:;hn‘;rhiozr;? d';f;ﬁf?.;‘s’gxmo"‘“ UL on Bock |1
66. 249. 69. 14 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df.il/894-ar B ock 1
157.55.39.181 [Uhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
2.53.163. 147 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
66.102.9.1 Lhited Sates [147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for aka.idf.il/mai n/ hone/ def aul t. aspx B ock 1
185. 120. 125. 11 |Israel 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to v idf.il/https:/wwnidf.il/ Bl ock 1
109. 253. 240. 1411 srael 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
159. 220. 74. 2 LK!iﬂr:gegom 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method HEAD for www aka. i df.il/patzar/news/defaul t.asp |B ock 1
85. 64. 255. 47 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237.76. 42/ styl ef shared/ reset . css B ock 1
66. 102. 9. 54 Whited Sates |147. 237. 72. 166 |aka. i df . i | m;:(;’_”it;({ i?}a:;ihn(;rrioﬁc; dg;sz_;;’gxmom R on Bl ock 1
136. 243. 67. 234 |Ger many 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for ww aka.idf.il/rights/asp/info.asp Bl ock 1
66. 249. 76. 70 I srael 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to vy aman. idf.il/robots.txt B ock 1
D stributed Lhauthori zed URL Access on
31.13.100.117 |ireland 147.237.72. 166 |aka. i df . i | www. aka. i df . i1/ main/ gi yus/ &usg=af gj cnhr ohl - 5nv1- e2hp5hs1kbggyhg4g |B ock 1
&si g2=ukqgzmppevt g2t 4wsi g5j w
85.130. 176. 160 |l srael 147.237.72. 167 i shuri maka. i df . i ||untraceabl e SSL Sessions: (pen Mde None 1
212.76.117.67 | srael 147.237.76.31 |nakchal .idf.il ﬂ?&;g?f;glegﬂ?pfgfjf:géf“ | o5/ 8 1665, doc B ock 1
66. 249. 64. 58 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
157. 55. 39. 93 Lhited Sates |147.237.77. 216 |dover.idf . il D stributed ULhaut hori zed URL Access on waw i df.il/error. htm B ock 1
79.179.9.131 I srael 147.237.72. 167 i shuri maka. i df . i [[SSL Untraceabl e Connection - Cpen Mde None 1
66.249.76.112 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 66. 249. 76. 112 B ock 1
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