08-25-2016-18:04:01 to 08-25-2016-19:04:01

1"PT SwNn Q.
gov IDF Under Attack
www.gov.il Da.||y Report

|Top Targets |

M nadimatal .idf.il

M dover.idf.il
M natpash. i df.i
W aka idf.il
Nuréber W awidf.il
At t acks M refuah.idf.il

I v chanat z. aka. i df . i |

M ishurimaka.idf.il
nobi | e.idf.il

M atal.idf.il

Top Tar get

[Top Attackers |

M 79.176.3.31
40. 77. 169. 96
I 46. 121. 201. 151
41. 249. 52. 208

" r(;ber M 40. 77. 169. 97
Attacks M 79. 178.241. 99

I 40. 77. 169. 99

W 46. 19. 86. 143
46. 19. 85. 61

M 40. 77. 169. 101

Top Attackers



08-25-2016-18:04:01 to 08-25-2016-19:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action |Count |

89. 237. 116. 220 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
46. 19. 86. 143 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
82.80.78.2 | srael 147.237.77. 226 wwn chanmat z. aka. i df . i | B ack List drop 3
120. 132. 50. 135 Chi na 147.237.72. 167 ishurimaka.idf.il bl ock-sp-trafl forvard 2
79. 180. 219. 23 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
123. 59. 59. 52 Chi na 147.237.72. 167 ishurimaka.idf.il bl ock-sp-trafl forvward 1
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|Top Attackers In IPS|

At t acker

At t acker
Gountry

get Address |Site

Sgnature

199. 58.86.206 [Lhited Sates 147.237.77. 216 |dover . i df . i | [C1000074: HITP. naj estic bot Per it
108. 59. 8. 80 Lhited Sates 147.237.77. 216 |dover . i df . i | [C1000074: HTTP. najestic bot Per it
52.32.3.126  |Wited Sates  |147.237.0.34 |tikshuv.i df . ﬁfﬁ:}zabimy PHP-G3 Qery String Parameter Command Inj ection Bl ock
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

46.227.67.172 |147.237.76. 147 [Sweden chi nuch. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
36231 23298 |147 237.8.28  |Tai wan o nobi | e ke, i df i | ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
141.8.132.78 |147.237.77.216 ':;Zg::t”ion dover. i df il portscan: TGP Distributed Portscan 1
95, 215. 156. 30 [147.237. 76. 199 |kr ai ne e. nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
95.215. 156. 30 [147.237.0.33 |Wkraine idf.il ET SCAN Potential VNC Scan 5900- 5920 1
95.215. 156. 30 |147.237.0.16 |Wkraine ny-kosher-kravi.idf.il [ET SCAN Potential VWNC Scan 5900- 5920 1
94.102. 48.195 |147.237.76. 199 |Net her | ands e.nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
94, 102. 48. 195 |[147.237. 76. 147 |Net her | ands chi nuch. aka. i df . i | ET SCAN NMAP -sS w ndow 1024 1
46.227.67.172 |147.237.76. 198 |Sweden e.yohal an.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
46.19.85.199  [147.237.77. 2161 srael dover . idf.il portscan: TCQP D stributed Portscan 1
198.20.69.98 |147.237.72.217|United Sates eidf.il ET DRCP Dshield B ock Listed Source 1
123. 206. 73. 185 [147. 237. 76. 39 |Chi na nobi le.neitav.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
95, 215. 156. 30 [147.237.76.38 |lkraine eeneitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
95.215.156. 30 [147.237.0.19 |Wkraine madi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
94.102. 48. 195 |147.237.77.74 |Netherlands lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
94.102. 48.195 [147.237. 76. 148 |Net her| ands gacenter. aka.idf . il ET SCAN NVAP -sS wi ndow 1024 1
66.249. 64. 108 [147.237.77.176|lhited Sates  [nmatpash.idf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
46. 121. 201. 151 I srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 39
41.249. 52. 208 Mor occo 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 37
40. 77. 169. 96 Lhited Sates 147.237.77. 176 nat pash. i df . i | drop SAMrul e drop 33
40. 77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 21
40.77. 169. 96 Lhited Sates 147.237.72. 166 aka idf.il dr op SAMrul e drop 11
79.178. 241. 99 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 11
46. 19. 85. 61 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 8
40.77.169. 101 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 7
40.77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 6
46. 19. 86. 143 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
40.77.169. 97 Lhited Sates 147.237.72. 166 aka idf.il dr op SAMrul e drop 5
176. 13. 3. 67 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 5
77.138.52.97 France 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 5
109. 253. 144. 49 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
2.53.153.124 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
40.77. 169. 99 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 3
85. 64. 235. 175 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
212.143. 142. 56 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
79. 181. 23. 206 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
40.77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 2
139. 162. 216. 112 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
59. 96. 26. 161 Indi a 147.237.76. 42 refuah.idf.il drop Frst packet isn't drop 2
157. 55. 39. 37 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
40.77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 2
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
40.77.169. 103 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 2
216.243.31. 2 Lhited Sates 147.237. 76. 148 gacenter. aka. i df.i | drop drop 1
62. 16. 79. 25 Russi an Federation 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 1
2.55.0.45 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
109. 226. 40. 40 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
109. 253. 136. 19 I srael 147.237.72. 166 aka idf.il drop Frst packet isn't drop 1
46. 119. 127. 129 Wkrai ne 147. 237. 76. 42 refuah.idf.il dr op SAMrul e drop 1
40.77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry Target Address |Site Sgnature Acti on ‘Count

79.176.3.31 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 294
2.53.128. 55 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode Bl ock 6
2.53.160.221 |lsrael 147.237.0.19 |nmadi matal . i df. i |Suspicious Response Code Bl ock 3
40.77.169.100 |United Sates 147.237.77.216|dover. i df . il Dstributed |11egal Byte Gode Character in LRL B ock 2
40.77.169.102 |[Lhited Sates 147.237.77.216|dover . i df . il Dstributed I11egal Byte Qde Character in LR Bl ock 2
87.71.6.189 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
46. 19. 86. 87 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
77.138.154.4  |France 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 77.138. 154. 4|8 ock 2
91.197.103.1 |[lsrael 147.237.77.74 |lawidf.il Unaut hor i zed HTTP Met hod B ock 2
79.176.3.31 | srael 147.237.77.243|mobi l e. i df . i | Uhaut hori zed URL Access to nobile.idf.il/nekudot/index Bl ock 1
66.249.76.75 |lIsrael 147.237.72. 166 |[aka. i df . i | D stributed WLhaut hori zed URL Access on 147.237.72. 166/ Bl ock 1
91.197.103.1 |Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waww | awidf.il/sip_storage/files/4/ Bl ock 1
77.138. 216. 183 |France 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL Bl ock 1
66.102.9.105 |lhited Sates 147.237.72. 166 |aka. i df . i | m;:(guit;d. iﬂa#;ihnc;rhioﬁ? dﬁ;ﬁf?;ﬁ;}(mo‘m UL on Bl ock 1
176.14.64.87 |Russian Federation  |147.237.72. 166 |aka. i df .i | Dstr buted Lradt :71(;;2?2}\“ hod for Known LR on Bl ock 1
85. 113. 96. 180 g‘zjcisgiig;a“ Territory, 147, 237. 77. 216 |dover. i df . i | Unaut hori zed URL Access to 147. 237. 77. 216/ favi con. i co B ock 1
66.249.76.77 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
104. 172. 166. 88 |Lhited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for waw aka.idf.il/mluinite Bl ock
77.138. 216. 183 |France 147.237.72. 166 |aka. i df . i | m;gﬂt? Ill")?;tj SL;ESZ}\’H hod for Known LR. on B ock 1
66.249.64.60 |l srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77. 233/ 1437-he/ atal . aspx |Bl ock 1
2.53.153.124 |[lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |B ock 1
207.46.13.155 |Lhited Sates 147.237.77.216|dover. i df .il Dstributed Lhauthori zed UR. Access on waww idf.il/error.htm B ock 1
66. 249. 76. 102 |Israel 147.237.72. 156 |aman. i df . i | Uhaut hori zed LRL Access to |ist.ips.gov.il/robots.txt Bl ock 1
109. 67. 211. 187 [l srael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wwwidf.il/https:/wwidf.il/ Bl ock 1
77.139.2.223  |France 147.237.72. 166 |aka. i df . i | m;l'(suf;d iﬁ’}a:;ihn‘;rrioﬁ d'\ef;:‘l’?_;g;xm‘m R on Bl ock 1
66. 249. 69. 224 |l srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to www i df.il/newsite/french/nahal . stm |Bl ock 1
212.143.66.3 |lIsrael 147.237.77.216|dover.idf .il SSL Untraceabl e Connection - Cpen Mde None 1
91.197.103.1 |Israel 147.237.77.74 [lawidf.il Ml tiple Unaut horized URL Access from91.197.103. 1 Bl ock 1
62.219. 160. 130 |l srael 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
157.55.39.37 |UWnited Sates 147.237.77. 216 |dover . i df . i | mﬂtdﬁoz il 72? a]ﬁzi‘;ffjfe\;;i ctures. asp Bl ock 1
66. 249, 69. 236 |l srael 147.237.77. 243 |nobi | e. i df . i | x;ﬂt:?r(;lee? , gegﬁfﬁs;,ﬁ e/ 1 st chi | ddocument s/ 1756 Bl ock 1
37.142.10.94 [Israel 147.237.76.42 |refuah.idf.il [0 57 buted haut forized é&aﬁcgispi on Bl ock 1
77.138.154.4  |France 147. 237.72. 166 |aka. i df . i | muglrgii jfe.di m:;on(j szcéf;rflzropups/ nar ki vsachar . aspx Bl ock 1
66.102.9.43  |lhited Sates 147.237.72. 166 |aka. i df . i | m“;:;rii dzfe_oi' |'\/£nta??3hzcr§ d];fO;uI (. aspx Bl ock 1
157.55.39. 132 |Wited Sates 147.237.76.31 |nakchal .idf.il |UWhauthorized UR. Access to 147.237.76.31/ B ock 1
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