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08-25-2016-17:04:00 to 08-25-2016-18:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
2.53.0.168 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
94. 23. 80. 118 Spai n 147.237.76. 198 e.yohal an.idf.il|B ack List drop 1




08-25-2016-17:04:00 to 08-25-2016-18:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count |
71. 6. 167. 142 Lhited Sates 147.237.76.202 |e.halag.idf.il 13840: TLS (QpenSSL Heartbeat Packet B ock 1
93. 115. 95. 206 Anonynous Proxy |147.237.77.216 |dover.idf.il 24910: HITP. Python urllib User-Agent Header B ock 1
151. 80. 31. 108 France 147.237.76.147 |chi nuch. aka. i df.i| |CL000146: HTTP. AhrefBot craw er B ock 1




08-25-2016-17:04:00 to 08-25-2016-18:04:00

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
91. 224. 160. 106 147. 237. 76. 148 Net her | ands gqcent er. aka. i df .i | ET SCAN Potential SSH Scan 1
87.236.194. 161 147.237.76. 148 Czech Republic gacenter. aka. i df . il ET SCAN NVAP -sS w ndow 1024 1
66. 203. 215. 242 147.237.8. 14 Canada e.orchot.idf.il ET SCAN NMAP -sS wi ndow 3072 1
218. 87. 109. 253 147. 237. 76. 197 Chi na e hinush.idf.il ET SCAN Potential SSH Scan 1
66. 203. 215. 242 147.237.8.14 Canada e.orchot.idf.il ET SCAN NVAP -f -sS 1
218. 87. 109. 253 147. 237.76. 34 Chi na yohal an. i df . il ET SCAN Potential SSH Scan 1
37.26. 146. 207 147.237.77. 216 | srael dover.idf.il portscan: TCP O stri buted Portscan 1
218. 87. 109. 253 147. 237. 8. 50 Chi na e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147. 237.8. 27 Chi na e.madimatal .idf.il ET SCAN Potential SSH Scan 1
123. 206. 73. 185 147. 237.76. 34 Chi na yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
97.105. 173. 114 147.237.77.178 Lhited Sates e. mat pash. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
91. 224. 160. 106 147.237.0. 15 Net her | ands kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
79.178.48. 73 147.237.72. 166 I srael aka idf.il ET SCAN NVAP -sA (2) 1
66. 203. 215. 242 147.237.8.14 Canada e.orchot.idf.il ET SCAN NMAP -sS wi ndow 2048 1
218. 87. 109. 253 147. 237.76. 148 Chi na gqcent er . aka. i df .i | ET SCAN Potential SSH Scan 1
46.227.67.172 147. 237. 8. 45 Sweden e.eitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 87. 109. 253 147. 237.72. 166 Chi na aka idf.il ET SCAN Potential SSH Scan 1
18. 85. 22. 237 147.237.77. 216 Lhited Sates dover.idf.il Tehila - Perl LWP wth fake user agent 1
218. 87. 109. 253 147.237.8. 28 Chi na e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147.237.8.24 Chi na elifestyleidf.il ET SCAN Potential SSH Scan 1
106. 186. 20. 183 147. 237.76. 31 Japan nakchal .i df .il ET SCAN Potential SSH Scan 1




08-25-2016-17:04:00 to 08-25-2016-18:04:00

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Count
193. 239. 220. 249 Swi t zerl and 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 36
2.54.195. 68 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 19
40. 77. 169. 101 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 19
62. 16. 79. 25 Russi an Federation 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 13
40.77.169. 99 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 12
176. 58. 77. 217 Pal estinian Territory, Qcupied 147.237.77.216 dover.idf.il drop First packet isn't drop 10
40.77. 169. 96 Lhited Sates 147.237.77. 176 nat pash. i df . i | dr op SAMrul e drop 9
40.77.169. 99 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 9
40. 77. 169. 103 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 7
46. 19. 86. 218 I srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 5
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
59. 96. 26. 161 Indi a 147.237.77. 170 naar achot . i df . i | drop First packet isn't drop 2
59. 96. 26. 161 Indi a 147.237.77.216 dover.idf.il drop First packet isn't drop 2
176. 13. 224. 62 | srael 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 2
62.16.70.7 Russi an Federation 147.237.77.176 nat pash. i df . i | drop First packet isn't drop 2
59. 96. 26. 161 Indi a 147. 237. 76. 147 chinuch. aka.idf.il drop First packet isn't drop 2
62.16. 79. 25 Russi an Federation 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
169. 229. 3. 91 Lhited Sates 147.237.77.176 nat pash. i df . i | drop SAMrul e drop 1
176. 13. 16. 57 I srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't drop 1
100. 92. 23. 134 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.77. 212 e.dover.idf.il drop SAMrul e drop 1
109. 64. 115. 114 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
169. 229.3.91 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 38 eeneitav.idf.il drop SAMrul e drop 1
176.13.9.24 I srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
178. 92. 46. 58 Lkrai ne 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.77.19 lawforumidf.il drop SAMrul e drop 1
176.13.11. 64 I srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
40.77.169. 101 Lhited Sates 147.237.77. 170 naar achot . i df . il dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.76.176 test.ncore.idf.il drop SAMrul e drop 1




08-25-2016-17:04:00 to 08-25-2016-18:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 218. 237|I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 128
109. 253. 200. 64 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 11
31.154. 81.54 I srael 147.237.76.31 |nakchal .idf.il |[Dstributed Unauthorized HTTP Met hod B ock 4
77.138.207. 244 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for ww aka. i df . il/mai n/ gi yus/ ki osk B ock 3
176.13.10. 21 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
31.210.186.69 |[Israel 147.237.72. 156 [aman. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 2
40.77.169.100 |Lhited Sates |147.237.77.216|dover.idf.il Dstributed |1legal Byte Gode Character in LRL B ock 2
40.77.169.102 |Lhited Sates |147.237.77.216|dover.idf .il Dstributed I11egal Byte Qde Character in LR B ock 2
84.111. 60. 49 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
46. 19. 85. 229 I srael 147.237.77.74 |lawidf.il Miltiple I11egal HITP \Version froma46. 19. 85. 229 B ock 1
207.46.13.109 |Lhited Sates |147.237.72. 156 |aman. i df . il Lhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
31. 154. 81. 54 I srael 147.237.76.31 |nakchal .idf.il |Uauthorized URL Access to nakhal .idf.il/sip_storagel/files/ 2/ B ock 1
98.139.14.250 |lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Met hod HEAD for waw aka. i df . il/giyus/ general / B ock 1
77.138.103.48 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method POST for wwwu aka. i df.il/mai n/ kapat z/ B ock 1
40.77.169.100 |Wited Sates |147.237.77.170|m@arachot.idf.il|Ostributed Il1egal Byte Gode Character in URL B ock 1
5.29.181. 69 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to ww aka. i df.il/nain/ B ock 1
157. 55. 39. 37 Lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed UR. Access on waw i df.il/error.htm Bl ock 1
85. 64.246.196 [l srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to ww | aw i df . il/589-he/ pat zar . aspx= B ock 1
46. 19. 85. 229 I srael 147.237.77.74 |lawidf.il Mil tiple Ml formed URL from 46. 19. 85. 229 B ock 1
212.179.104. 26 |Israel 147.237.77.74 |lawidf.il PHP At t enpt B ock 1
24.24.146.192 |nited Sates |147.237.72.156|aman. i df.il D stributed Lhauthori zed URL Access on v anan. i df.il/favicon.ico B ock 1
157.55.39.181 |Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/atal 1/izkor/ print_bottom asp B ock 1
85. 250. 136. 95 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
46.19. 85. 229 I srael 147.237.77.74 [lawidf.il Ml tipl e Unknown HTTP Request Method from 46. 19. 85. 229 B ock 1
212.179.104. 26 |lsrael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww nag. i df.il/wp-1ogin. php B ock 1
37.142.196.29 |[Israel 147.237.77.234|hal ag. i df . i | Lhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/bul l et 1. gif  |B ock 1
79.179.133.202 [Israel 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
157.55.39.229 |Uhited Sates |147.237.72.166|aka.idf.il Uhknown Paraneter catid in aka.idf.il/nain/snalinisnal i maspx None 1
87.69.73.13 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/sip storage/files/0f B ock 1
66. 102. 9. 176 Lhited Sates [147.237.72.156|anan.idf.il Uhaut hori zed URL Access to ww arman. i df.il/favicon.ico B ock 1
37.142.206. 156 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
114.98.232.180 |Chi na 147.237.72. 166 |aka. i df . i | m“;?;ri' jfelo: Iﬁaiprflch‘zsni/t o (. aspy  rackback! Bl ock 1
84.111. 25. 91 I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
46.19.85.150  |Israel 147. 237. 72. 166 |aka. i df . i | :)L'rizasj/ i?’;geg’?in?ra;:g;fgoibgcﬁi/ f”aj W kapat 2] [ 1 eso12 B ock 1
31. 154. 81. 54 I srael 147.237.76.31 [nakchal .idf.il [Miltiple Unauthorized URL Access from 31.154.81. 54 B ock 1
93.172.248.27 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
66.240. 192. 138 |lLhited Sates |147.237.77.235|sviva.idf.il Uhaut hori zed URL Access to 147.237.77. 235/ robot s. t xt B ock 1
40.77. 169. 98 Uhited Sates [147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL B ock 1
5.29.181. 69 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized URL Access from5. 29. 181. 69 B ock 1
131.253.27.23 |Uited Sates |147.237.77.216|dover.idf .il D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm Bl ock 1
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