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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
141, 212. 122. 22

|Target Address |Site

|Signature  |Device Action  |Count |
Lhited Sates 147.237.76. 34 yohal an.idf.il B ack List drop 1
141. 212. 122. 27 Lhited Sates 147.237.76. 199 e.nakchal .idf.il B ack List drop 1
93. 174. 95. 106 Net her | ands 147.237.76. 177 ncore.idf.il B ack List drop 1




08-25-2016-16:04:04 to 08-25-2016-17:04:04

|Top Attackers In IPS|

At t acker

|

At t acker

Gountry

Target Address

Site

Sgnature

Vil nerability

54.179.150. 81 |S ngapore 147.237.77. 216 |dover . i df . i | |24910: HITP. Python urllib User-Agent Header Bl ock 15
93.174.95.106 |Net her| ands 147.237.72. 156 [anan. i df . i | [13840: TLS QpenSSL Heartbeat Packet Bl ock
31.154.92.217 |Israel 147.237.77. 216 |dover . i df . i | |24910: HITP. Python urllib User-Agent Header B ock
52.201.85.67 |Uited Sates  |147.237.0.34 |tikshuv.idf, (12348 HITP PHR-G3 Query String Parameter Command Injection Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

192.116.91.92  [147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 56. 80. 144  |147.237. 76. 196 |Net her | ands e.svivaidf.il ET SO Behavi Pra] Unusual Iy fast Terminal Server Traffic, Potenti 1
Scan or Infection
183. 60. 48. 25 147.237.76.39 |China nobi | e. nei tav.idf.i|[ET SCAN Potential VNC Scan 5900- 5920 1
98. 207. 0. 127 147.237.77.216|Wnited Sates [dover.idf.il portscan: TCP O stributed Portscan 1
93.174.91.29 147.237.76. 42 |Nether| ands refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.111.62.128 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
79.177.19.214  |147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
203. 4.240.101 [147.237.76.200 |Australia eitan.aka idf.il |ET SCAN Potential SSH Scan 1
46.227.67.172  |147.237. 72. 156 |Sweden aman. i df .il ET SCAN NVAP -sS w ndow 1024 1
203.4.240.101 |147.237.76.176|Austradia test.ncore.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
18. 85. 22. 237 147.237.77.176 |Lhited Sates |natpash.idf.il Tehila - Perl LW wth fake user agent 1
188. 120. 133. 155(147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
183.82. 106. 200 |147.237.77.74 |India lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
133.208.21.66 |147.237.77.61 [Japan e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93.174.91. 29 147.237.76.86 |Net her| ands navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
87.236.194. 161 [147.237.0.15 |Czech Republic |kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
79.177.54. 75 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.143.221. 90 |147.237.77.176 |l srael nat pash. i of . i1 ET SCAN NVAP -sA (2) 1
79.176.70. 124  |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
203. 4.240.101 |147.237.76. 200 |Australia eitan.akaidf.il |ET SCAN NVAP -sS wi ndow 1024 1
37.142.1.66 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
62. 207. 60. 231 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't drop 72
193. 43, 246. 250 I srael 147.237.77.176  |natpash.idf.il drop First packet isn't drop 22
62.76.134. 6 Russi an Federation 147.237.77. 216 dover.idf.il drop First packet isn't drop 20
46. 244. 86. 220 Pal estinian Territory, Qccupied 147.237.77. 216 dover.idf.il drop First packet isn't drop 18
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 17
46. 147. 247. 168 Russi an Federation 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 15
40. 77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 12
40.77.169. 103 Lited Sates 147.237.77.216  |dover.idf.il dr op SAMrul e drop 9
40. 77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 8
40. 77. 169. 101 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 7
40.77. 169. 96 Lited Sates 147.237.77.216  |dover.idf.il dr op SAMrul e drop 6
40. 77. 169. 99 Lhited Sates 147.237.77. 176 nat pash. i df . i | drop SAMrul e drop 6
167. 220. 232. 104 Japan 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
40.77.169. 101 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 5
188. 161. 17. 234 Pal estinian Territory, Qccupied 147.237.77. 216 dover.idf.il drop First packet isn't SIN |drop 5
40.77. 169. 103 Lhited Sates 147.237.72. 166 aka idf.il dr op SAMrul e drop 4
176. 67. 60. 183 Pal estinian Territory, Qccupied 147.237.77. 216 dover.idf.il drop Frst packet isn't SIN |drop 4
46. 244. 86. 220 Pal estinian Territory, Qccupied 147.237.77. 176 nat pash. i df . i | drop First packet isn't SIN |drop 3
81.218.33.77 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
139. 162. 13. 205 S ngapor e 147.237.77.234 |halag.idf.il drop SAMrule drop 2
5. 29. 89. 249 | srael 147.237. 72. 156 anan. i df il drop First packet isn't drop 2
62.0.227. 41 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
109. 252. 58. 53 Russi an Federation 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
46. 19. 86. 98 I srael 147.237.77. 233 atal.idf.il drop First packet isn't drop 2
37.110. 55. 143 Russi an Federation 147.237.77. 176 nat pash. i df .i | drop First packet isn't drop 2
188. 32. 242. 40 Russi an Federation 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 2
169. 229. 3. 91 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il drop SAMrul e drop 1
216.243.31. 2 Lhited Sates 147.237. 0. 200 mu. i df.il dr op drop 1
176.13.17.89 | srael 147.237. 72. 167 ishurimaka.idf.il drop First packet isn't drop 1
109. 253. 133. 73 I srael 147.237.72. 166 aka idf.il drop First packet isn't drop 1
169. 229.3.91 Lhited Sates 147.237.72. 156 anan.idf.il dr op SAMrul e drop 1
176.13.22.7 | srael 147.237. 72. 156 anan. i df il drop First packet isn't drop 1
109. 253.134. 3 I srael 147.237.72. 166 aka idf.il drop First packet isn't drop 1
169. 229.3.91 Lhited Sates 147.237. 76. 39 nobi le.neitav.idf.il |dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.77. 121 e.navy.idf.il drop SAMrul e drop 1
82. 80. 145. 129 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
185. 120. 126. 22 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237. 77. 205 prisha.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 86. 207 | srael 147.237.0.19 |nadimatal .idf.i||Ostributed Suspicious Response Code B ock 128
77.139. 236. 152 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for www aka. i df . il /mai n/ sachar B ock 5
212.143.221.90 |Israel 147.237.77.176 [mat pash. i df .il  |Miltiple Unauthorized URL Access from 212.143. 221. 90 Bl ock 3
31. 168. 26. 69 I srael 147.237.0.19 |[madi matal .idf.il|Ostributed Suspicious Response Code B ock 3
109. 253. 200. 64 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80. 246.136.90 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;”ltg‘?réfz_??/g;‘egpgfye;m O oo/l <t chi | deocunent o/ 1362 Bock |3
176.13.3.61 I srael 147.237.0.19 |nadimatal .idf.i||Ostributed Suspicious Response Code B ock 2
66.249.69.224 [Israel 147.237.77.216|dover.i df .i | Mil tipl e Uhaut hori zed URL Access from 66. 249. 69. 224 Bl ock 2
167. 220. 232. 104|Japan 147.237.77.216|dover . i df . i | Dstributed |l1egal Byte Gode Character in URL B ock 2
72.9.148.10 Lhited Sates |147.237.72.166|aka. i df .il Unhaut hori zed Met hod HEAD for wwwy aka. i df. i |/ mai n/ kapat z/ B ock 1
217.132.156.8 |[Israel 147.237.72. 156 [anan. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
46. 19. 86. 164 I srael 147.237.77. 216 |dover . i df . i | Mal formed URL _ atuvc=1 B ock 1
40.77. 169. 98 Lhited Sates 147.237.77.216|dover.i df . il Dstributed I11egal Byte Gode Character in URL B ock 1
89. 138. 32. 227 I srael 147.237.72.166 |aka. i df . i | mnaci(\,:i Z?rﬁr;er:me;/ ;D;stl/?-cl;glan) Eilsnpx None 1
46. 19. 85. 229 I srael 147.237.77.74 |lawidf.il ﬁ:&o erfr.mldlsg:é()a:[ w v 1472133566, " htt ps: | ww googl e. co.i1/"]: B ock 1
157. 55. 39. 64 Uhited Sates |[147.237.76.42 |refuah.idf.il Distributed Unauthori zed URL Access on 147. 237. 76. 42/ robot s. t xt Bl ock 1
46.19. 86. 164 I srael 147.237.77.216|dover.i df .i | Unknown HTTP Request Method zg32g45; in URL _ atuvc=1 Bl ock 1
40.77.169.100 |Whited Sates |147.237.77.216|dover.idf.il DOstributed I11egal Byte Gde Character in URL B ock 1
176.13.9.24 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
95.24.35.249 [N 147.237. 72. 166 |aka. i df . i | chauhor zed 16t hod :tfn[ltf/‘;rener . aspx Bock |1
66. 249. 75. 8 | srael 147.237.76.42 |refuah.idf.il ﬂ?ggggf;é?ﬁzfipﬁfgf;géﬂi | es/ 6/ i 26100X0/ 3156, | pg Bl ock 1
212.143.221.90 [Israel 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed LRL Access to waw cogat.idf.il/sip storagel/files/9 Bl ock 1
46. 19. 85. 229 | srael 147.237.77.74 |lawidf.il Unknown HTTP Request Method 0; in URL B ock 1
157.55.39.181 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock 1
80.215.92.94  |France 147.237. 72. 166 |aka. i df . i | Dstr buted Lraut hori zed Akt hod ;‘S);XK”O"‘” R on Bock |1
40.77.169.102 |Lhited Sates [147.237.77.216|dover.idf.il Dstributed |l1egal Bte Gode Character in URL B ock
192. 116. 232. 69 |l srael 147.237.77. 216 |dover.idf . il Mil ti pl e Unaut hori zed LRL Access from 192. 116. 232. 69 Bl ock
109. 65. 1. 223 | srael 147.237.72. 167 |i shuri maka. i df . ifuntraceabl e SSL Sessi ons: Qpen Mbde None 1
66.249.75.16  |[Israel 147.237.76.42 |refuah.idf.il ﬂ?ggggf;é?ﬁzfipﬁfgf;géﬂi | es/ 715l 26100X0/ 3347, | pg Bl ock 1
212.235.62.200 |Israel 147.237.77.216|dover . i df . i | O stributed Lhaut horized HTTP Met hod Bl ock 1
46.19. 86. 164 I srael 147.237.77. 216 |dover.i df . i | Abnornal |y Long Request request version Bl ock
158.116.224. 1  |Europe 147.237.72. 166 |aka. i df . i | m;:(:ult ;’fd_ ilf}art’;ihn(;r}ioznic/j d'\e‘f*taz??_ ;;’;Xmo"‘” R on Bl ock 1
80.246.136. 90 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Gode B ock 1
62.128. 45. 204 |Israel 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to waw anan. i df.il/https:/ww anan.idf.il/ B ock 1
46.19. 85. 229 I srael 147.237.77.74 [lawidf.il Aonormal |y Long Request request version Bl ock 1
194.177.16.3 I srael 147.237.77.234|hal ag. i df . il Mil tipl e Unauthorized UR. Access from194.177.16.3 Bl ock 1
66. 249. 75. 24 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
212.235.62.200 |[Israel 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to ww i df . il/hebrew organi zat i on/ nakhal Bl ock 1
46. 19. 86. 164 | srael 147.237.77.216|dover. i df . i | Illegal HITP Version __ at uvs=57bef 8al7cf 9ddad000 B ock 1
40.77. 169. 98 Wited Sates |147.237.77.176 |mat pash. i df . il Dstributed |l1egal Bte Gode Character in URL B ock 1
66.102.9.105  |United Sates |147. 237.72. 166 |aka. i df . i | Dstr buted trauthori zed Wt hod ;‘S’LXK”O"‘” R on Bock |1
I11egal HITP \ersion
46. 19. 85. 229 | srael 147.237.77.74 |lawidf.il _pk_id. 115. 5e0a=6b3d7d8182b6b0ee. 1472133566. 1. 1472133566. 147 |B ock 1
2133566.; pk ses. 115. 5e0a=*
204.79.180.31 |Lhited Sates |[147.237.72.166|aka.idf .il Uhaut hori zed Met hod POST for aka.idf.il/miluindtenpl ates/inner. asp B ock 1
157. 55. 2. 167 Lhited Sates |147.237.77.216|dover.idf.i | Uhaut hori zed LRL Access to wawidf.il/error.htm B ock 1
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