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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
2.53.5.145 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
2.53.31.99 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 4
185. 24. 204. 86 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
162. 218. 211. 137 Lhited Sates 147. 237.76. 177 ncore.idf.il JLM Under Attack Con Tcp drop 2
103. 200. 29. 42 Chi na 147.237. 76. 176 test.ncore.idf.il JLM Under Attack _Con_Tcp drop 1
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
104. 148. 55. 162 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
106. 38. 241. 105 Chi na 147.237.0. 34 ti kshuv.idf.il |Clo00071: HTTP: User Agent Sogou+web+spi der Per nit 3
151. 80. 31. 159 France 147.237.77.233 |atal.idf.il Cl000146: HTTP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste \Signature

94.102. 48. 195 147.237.0.17 Net her | ands mny- kosher -kravi . i df.il ET SCAN NVAP -sS w ndow 1024 1
5.22.132.23 147.237.77.216 I 'srael dover.idf.il portscan: TP D stributed Portscan 1
85. 250. 122. 237 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
2.53.47.21 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
85. 64. 61. 243 147.237. 72. 166 I 'srael akaidf.il portscan: TP D stributed Portscan 1
212. 150. 214. 130 147.237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
79.178. 165. 83 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
201. 238. 202. 219 147.237.77.61 Qile e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.178. 83. 100 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
133.242.4.52 147.237.77. 61 Japan e cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
58. 218. 204. 245 147.237.76. 198 ni na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
133. 208. 21. 66 147.237.77. 212 Japan e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.121. 70. 86 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 143. 107 147.237.77.216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
46. 19. 85. 91 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
107. 136. 160. 207 147. 237. 76. 202 Lhited Sates e halag.idf.il ET SCAN NVAP -f -sS 1
5.28.134.8 147.237. 72. 166 I 'srael akaidf.il portscan: TGP D stributed Portscan 1
91. 224. 160. 106 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
2.53.183. 64 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
85. 65. 99. 32 147.237. 72. 166 I 'srael akaidf.il portscan: TGP D stributed Portscan 1
2.53.18.29 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
79.180. 27. 18 147. 237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
212.29. 220. 159 147.237.77.216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
79.178. 84. 45 147. 237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
176. 13. 242. 162 147. 237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
77.138. 65. 252 147.237. 72. 166 France aka.idf.il portscan: TGP D stributed Portscan 1
133. 242. 3. 168 147. 237. 76. 148 Japan gacenter. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 204. 245 147.237.76. 42 (hi na refuah.idf.il ET SCAN Potential SSH Scan 1
132. 71. 144. 177 147.237.77.216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
46.117. 25. 239 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
107. 136. 160. 207 147. 237. 76. 202 Lhited Sates e halag.idf.il ET SCAN NMVAP -sS w ndow 2048 1
37.142.40.6 147.237.77.216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
77.138. 86. 15 France 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 37
40.77.169.103 |Lhited Sates |147.237.77.176 |natpash.idf.il drop SAMrul e drop 19
40.77.169. 103 Lhited Sates [147.237.77.216 |dover.idf.il dr op SAMrul e drop 15
40.77. 169. 101 Lhited Sates [147.237.77.216 |dover.idf.il dr op SAMrul e drop 15
40.77.169.103 |lhited Sates |147.237.72.166 |aka.idf.il dr op SAMrul e drop 12
100. 92. 153. 32 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
40.77. 169. 96 Lhited Sates [147.237.77.216 |dover.idf.il dr op SAMrul e drop 7
66.102. 6. 19 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 6
40.77. 169. 97 Lhited Sates [147.237.77.216 |dover.idf.il dr op SAMrul e drop 4
66.102. 6. 17 Lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 4
66.249. 93. 103  |Eur ope 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
176. 13. 245. 147 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
84.108.137.20 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
50.87.144.145 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 2
109. 253. 129. 123l srael 147.237.72. 156 |anan.idf .il dr op First packet isn't SN drop 2
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
2.53.31.122 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
169. 229.3. 91 Lhited Sates |147.237.76. 148 |gocenter.aka. idf.il dr op SAMrul e drop 1
109. 253. 141. 157l srael 147.237.77. 243 |nobi | e.i df .i | drop First packet isn't SN drop 1
Tanzani a,
197.149. 176. 33 |lhited 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
Republ i ¢ of
169. 229.3.91 Lhited Sates [147.237.77.233|atal .idf.il dr op SAMrul e drop 1
169.220.3.91  |United Sates [147.237.0.17 [}V kosher-kravi-i l4r op SAMrul e drop |1
184. 105. 247. 250|lhited Sates |147.237.76. 148 |gqcenter.aka.idf.il dr op drop 1
169. 229.3.91 Lhited Sates |147.237.76.199 |e.nakchal .idf.il drop SAMrul e drop 1
109. 253. 219. 33 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
66.249. 93. 107 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
209. 88. 157. 240 |l srael 147.237. 76. 148 |gqacenter. aka. i df . i | dr op drop 1
169. 229. 3. 91 Lhited Sates |147.237.77.234|halag.idf.il drop SAMrul e drop 1
169. 229. 3. 91 Lhited Sates |147.237.8.24 |elifestyle.idf.il drop SAMrul e drop 1
185.24.204.86 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1
169.229.3.91 Lhited Sates |147.237.77. 170 |n@arachot.idf.il dr op SAMrul e drop 1
133.242.3.168 |Japan 147.237. 76. 148 |gqcenter. aka. i df . i | drop drop 1
66.249.93.111 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1
212. 143.80. 131 |l srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 1
176. 13. 227. 131 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 1
169.229.3.91 Lhited Sates [147.237.8.27 |e.nadimatal.idf.il drop SAMrul e drop 1
185.27.106.85 |l srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 1
169. 229.3.91 Lhited Sates [147.237.77.178|e. matpash.idf.il dr op SAMrul e drop 1
150.70.173.5 Japan 147.237.0. 35 akaws. idf .il dr op drop 1
169. 229. 3. 91 Lhited Sates |147.237.76.86 |navy.idf.il drop SAMrul e drop 1
109. 253. 140. 130|l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
S rean? ng Engi ne Non- conpl i ant TCP packets com ng from|
192.168. 173. 102 147.237.77. 216 |dover.idf.il Eg;??;lj?lat ?f);\,\?): l:Jb| em 2.:1: ;i ?rla(;/ irr:sirl rt]ajf riomur:oisenﬁraej dr?;te\;:;res, drop 1
det ect ed configuration probl em
169. 229.3.91 Lhited Sates [147.237.77.179|e.nazi.idf.il dr op SAMrul e drop
150. 70. 173. 56 Japan 147.237.0. 35 akaws. idf .il dr op drop
184. 105. 247. 200|Lhited Sates |147.237.0.200 |ndu.idf.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.177.55.138 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 89
95. 35. 161. 57 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 36
109. 253. 143. 227|I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 21
120. 237. 60. 209 |Chi na 147.237.77. 176 |mat pash. i df . i | Mil tipl e Wnaut hori zed URL Access from 120. 237. 60. 209 Bl ock 15
5.29. 175. 58 I srael 147.237.77.243|nobi | e. i df . i | DO stributed Suspici ous Response Qode B ock 9
120. 237. 60. 209 [Chi na 147.237.77. 176 |mat pash. i df . il  |PHP Attenpt Bl ock 6
46.19. 85. 179 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 5
40.77.169.102 |hited Sates [147.237.77.216|dover.idf.il Dstributed I11egal Byte Qode Character in LR B ock 5
79.176.133.22 [Israel 147.237.72. 156 |anan. i df . i | O stributed Suspicious Response Code B ock 4
40. 77. 169. 99 Lhited Sates |147.237.77.216|dover.idf.il Ostributed |11egal Byte Gode Character in LRL Bl ock 4
2.53.175. 227 I srael 147.237.77.243|nobi l e. i df . i | Mil ti pl e Unaut horized URL Access from 2. 53, 175. 227 B ock 4
212. 150. 236. 249]1 srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for wwwy aka. idf.il/mai n/gi yus/ general . aspx |B ock 4
46. 19. 85. 56 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176. 13.241. 193 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 3
46.19.85. 74 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
46.19. 85. 170 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 221 I srael 147.237.77. 243 |nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 2
40.77. 169. 96 Uhited Sates [147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL B ock 2
212.117. 143. 250|1 srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwy aka.idf.il/sip storage/files/5/ Bl ock 2
31.168.195.81 |Israel 147.237.77. 176 |nat pash. i df . i | m“tcgc;!tzfzfﬁ /Atcgrfslsattgs/ homepage! i yout ube. coni v/ 3g5Lel Snuhg |B 2K 2
109. 253. 143. 227|1 sr ael 147.237.0.19 |nadi matal .idf.i|untraceabl e SSL Sessions: (pen Mde None 2
82.145.209.20 |Europe 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Met hod PCST for wwy aka. i df.i|/mai n/ haredi i gener al . aspx |B ock 2
212.199. 112. 1441 srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Uhaut hori zed URL Access from 212.199. 112. 144 B ock 2
157.55.39. 109 |[lnited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
66.249. 69.224 |lsrael 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 1
95.86.110.209 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
37.19.120.137 [israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df .il/sip_storagel/files/ 0O/ Bl ock 1
82. 80. 19. 242 I srael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Qde Character in URL B ock 1
204.79.180.125 |lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for waw aka. i df .il/mai n/ kapat z/ defaul t. aspx  |Bl ock 1
79.176.73. 38 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 102.9. 76 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for wwy aka. i df.il/drushi nd B ock 1
84.108.70.15 [Israel 147.237.77.233(atal .i df .il e ot o zed R -A;:;:s)?s on Bl ock 1
80. 246. 136. 227 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock

2.55. 142. 224 I srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 1
212.199. 112. 144|l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method CPTIONS for aka.idf.il/ B ock 1
162.216.46.62 |Lhited Sates |147.237.77.216|dover.idf.il multgf i |Z/etderrl:)|1atfs(;esshsarte(()j/ Lser cont 1ol </ navneny undef i ned Bl ock 1
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
109. 253.133.9  |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
82.80.132.29 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock
212.25.102. 63 |Israel 147.237.72. 166 |aka. i df . i | m”;’k“;‘_i";’_??ftn;r,ﬁ;ffﬁc,t;acy’gffgzﬁgf cphSachar$ot1 103 Tn None 1
66. 102. 9. 85 Whited Sates |147.237.72.166|aka. i df.il m;:(;uit;é ilﬂa:;ihn(jrr:oii? dhg;:??.;g;xmom UL on Bl ock 1
85. 64. 85. 156 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.i|/mai n/ sachar/ undef i ned B ock 1
46. 19. 85. 56 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Qode B ock 1
80. 246. 140. 159 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
212.199. 112. 1441 srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip storage/files/4/ B ock 1
68.180. 228. 154 |[lhited Sates [147.237.0.34 [tikshuv.idf.il [Wauthorized URL Access to waw tikshuv.idf.il/site/links. aspx B ock 1
46.120.100. 39 [l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod CPTI ONS for ww aka. i df . i | / mai n/ sachar/ B ock 1
82.145.209.20 |Europe 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 82. 145. 209. 20 B ock 1
66.249. 64. 124 [Israel 147.237.72. 166 |aka. i df . i | Unknown Paranet er docid in v aka. i df.il/kanhar/klali/default.asp None 1
120. 237. 60. 209 |Chi na 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to waw cogat . i df.il/index. asp B ock 1
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