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Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
82.80.78.2 | srael 147.237.72. 166 aka.idf.il B ack List drop 14
93. 158. 200. 166 Net her | ands 147.237. 76. 147 chinuch. aka.idf.il |B ack List drop 1

212.199. 130. 50 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
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85. 65. 132. 147 |147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 2
117.27.240. 24 (147.237.76. 177 |Chi na ncore. i df il ET SCAN Potential SSH Scan 1
213.57.80.98  |147.237.72. 166 |l srael aka idf.il GPL SCAN nmap TCP 1
89.138.13.88 |147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
212.33.99.4  |147.237.77.74 g“;’cis;ii:;a” Territory, |y awidh. il ET SCAN NVAP -sA (2) 1
87.236.194. 161 |147.237.0.35 |Czech Republic akaws. i df il ET SCAN NVAP -sS w ndow 1024 1
198.20.69.74 [147.237.76.38 |Wited Sates eeneitav.idf.il [ET DROP Dshiel d B ock Listed Source 1
85. 64. 62. 75 147.237. 77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
192.115.248.2 |147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
80. 246. 136. 34 [147.237.77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
185. 56. 80. 144 [147. 237. 76. 198 |Net her | ands e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
62.219.114.3  |147.237.77. 216l srael dover.idf.il portscan: TCQP D stributed Portscan 1
174.127.121. 73 |147. 237. 76. 148 |Wi ted Sates gocenter.aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
46.120. 100. 39 [147. 237. 77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
133.242.4.52 |147.237.8.24 |Japan elifestyle.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
5.29. 174. 65 147.237. 72. 166 |I srael akaidf.il portscan: TGP D stributed Portscan 1
133.208. 21. 66 [147.237. 77. 216 |Japan dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.53.130.12 147.237. 77. 216 I srael dover.idf.il portscan: TP D stributed Portscan 1
222.186.56.13 [147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
109. 67. 219. 225 |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
213.8.63.59 147.237. 77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
87.236.194. 161 |147. 237. 76. 44 |Czech Republic e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
207.232.46.58 [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
194. 90. 66. 9 147.237. 77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
83. 130. 251. 148 [147. 237. 72. 166 || srael akaidf.il portscan: TGP D stributed Portscan 1
186.121. 38.20 [147.237.76.39 |Col onbi a nobi | e. nei tav. i df . i ET SOAN Behavi oral Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
79.182. 146. 138 |147. 237. 72. 166 || srael aka.idf.il portscan: TGP D stributed Portscan 1
185. 27. 105. 65 |147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
62. 0. 106. 91 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
133.242.4.52 |147.237.8.27 |Japan e.madi matal .idf.il [ET SCAN NVAP -sS wi ndow 1024 1
46.116.95.87  [147.237.72. 166 [l srael aka.idf.il portscan: TCQP D stributed Portscan 1
133.242. 3. 168 [147.237. 76. 176 |Japan test.ncore.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
5.22.135.217 |147.237.72.166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
222.186.56.13 |147.237.76. 176|Chi na test.ncore.idf.il |ET SCAN Potential SSH Scan 1
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Sreaning Engi ne: TCP

TCP segnent out of naxi mum

192. 168. 173. 102 147.237.77. 216 |dover.idf.il Segr‘rent Limt Enforcenent al | oved sequence. Packet dr opped. drop 89
62.0.221.1 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 24
40.77.169. 101 Lhited Sates |147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 18
40.77. 169. 101 Lhited Sates |147.237. 77. 176 |nat pash. i df . i | dr op SAMrul e drop 16
40.77.169. 102 |Whited Sates |147.237.77. 216 |dover.idf.il dr op SAMrul e drop 14
40.77. 169. 103 Lhited Sates |147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 12
40.77.169. 98 Lhited Sates |147. 237. 77. 216 |dover.idf .il dr op SAMrul e drop 9
40.77. 169. 97 Lhited Sates |147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 8
40.77. 169. 102 Lhited Sates |147.237. 72. 166 |aka.i df . il dr op SAMrul e drop 8
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
40.77. 169. 96 Lhited Sates |147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 7
37.231.101.90 |Kuwait 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
40.77.169. 98 Lhited Sates |147.237. 72. 166 |aka.i df .i | dr op SAMrul e drop 6
40.77.169.102 |lLhited Sates |147.237.77. 176 |nat pash.idf .il drop SAMrul e drop 5
62. 0. 238. 55 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
66.249. 81. 233  |Europe 147.237.77. 176 |nat pash.i df .i | drop First packet isn't SN drop 5
176. 13. 251. 84 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
212.179. 215. 221 |l srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SYN drop 4
62. 0. 238. 55 I srael 147. 237.77. 226 WI‘AIW chamatz. aka. df |4 o First packet ism't SWN drop 4
194. 90. 129. 187 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
40.77. 169. 100 Lhited Sates |147. 237. 77. 216 |dover.idf .il dr op SAMrul e drop 3
212.179. 215. 221 |l srael 147.237. 77. 170 |maar achot . i df . i | drop Frst packet isn't SYN drop 3
212.179. 215. 221 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
193. 43. 246. 250 |l srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 3
2.53.155. 13 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 3
212.179. 215. 221 |l srael 147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 2
38. 111. 147. 86 Lhited Sates |147. 237. 77. 216 |dover.idf .il dr op drop 2
40.77.169. 98 Lhited Sates [147.237.77.74 [lawidf.il drop SAMrul e drop 2
46. 19. 85. 53 | srael 147.237.76.30 |hinush.idf.il drop First packet isn't SYN drop 2
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
176. 13. 246. 145 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
40.77. 169. 97 Lhited Sates |147.237.77.74 |lawidf.il dr op SAMrul e drop 2
74.82.47.58 Lhited Sates |147. 237. 76. 148 |gqacenter. aka. i df .i | drop drop 1
169. 229. 3. 91 Lhited Sates [147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 1
128. 232. 110. 28 LK”.‘“Ed 147. 237.76. 148 |gacenter. aka i of. i1 |dr op drop 1
i ngdom

216.218.206. 95 |Uhited Sates |147.237.0.35 |akaws.idf.il drop drop 1
176. 13. 17. 36 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
169. 229.3.91 Lhited Sates |147. 237.0. 33 idf.il dr op SAMrul e drop 1
78. 46. 42. 235 Ger many 147.237.77. 216 |dover.idf .i | drop First packet isn't SW drop 1
184. 105. 247. 206 |hited Sates (147.237.0.33 [idf.il drop drop 1
169. 229.3.91 Lhited Sates |147.237.77.74 |lawidf.il dr op SAMrul e drop 1
169. 54. 233. 119 |lWhited Sates [147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 1
209. 88. 157. 240 |l srael 147.237.76.34 |yoha an.idf.il dr op drop 1
176. 13. 235. 114 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
169. 229.3.91 Lhited Sates |147.237.0.200 |rdu.idf.il dr op SAMrul e drop 1
109. 253. 144. 227l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
169.229.3.91  [tnited Sates 147.237.77. 226 [ chanatz. aka. tdf |4 o) SAMrul e drop 1
169.229.3.91 Lhited Sates |147.237.0.15  |kosher-kravi.idf.il drop SAMrul e drop
212.143.142. 44 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop

176. 13. 245. 147 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
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72.203.203.50 |lhited Sates |[147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on wawidf.il/error.htm Bl ock 7
40.77. 169. 99 Lhited Sates |147.237.77.216|dover.idf.i | Ostributed I11egal Byte Qode Character in LR B ock 5
84.109. 202. 86 |Israel 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 4
37.142.9.214 I srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 3
84.109.202.86 |Israel 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut hori zed URL Access from 84.109. 202. 86 B ock 3
2.55. 158. 155 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
88. 202. 218. 233 LKJ?'r:gegom 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
5.22.132. 125 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.i|/mai n/ sachar/ undef i ned B ock
46. 19. 85. 96 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
. . Unaut hori zed Met hod PCST for
77.138.142. 185 [France 147.237.72. 166 [aka. i df . i | wn aka. i df . i |/ mai n/ rabanut / cont act us. aspx B ock 2
176. 13. 241. 193 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 199. 76 |l srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 2
77.138.224.81 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for wwwu aka. i df.il/mai n/ hore/ def aul t. aspx |B ock 2
176.13.244.84 |Israel 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
79.176.133.22 |Israel 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 2
193.34.57.101 |[lIsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from193.34.57. 101 B ock 2
77.139. 5. 154 France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for wan aka. i df.il/giyus/ kadat z/ B ock 2
185. 32.179. 168 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 2
. - D stributed Lhaut hori zed URL Access on
79.179. 163. 2 I srael 147.237.72. 166 |aka. i df . i | o aka, i df i1/ i/ sachar/ undefi ned B ock 2
Russi an . . Unaut hori zed Met hod PCST for
83. 220. 239. 122 eration 147.237.72. 166 |aka. i df . i | voww aka. i o i |/ rai v sachar /vi ewpays! i p. aspx B ock 1
] . - Unaut hori zed Met hod PCST for
204.79.180.23 |[Wited Sates [147.237.72.166|aka. idf.il aka.i o1/ portal ml Ui it enpl at es/i nner. asp B ock 1
167. 220. 232. 104|Japan 147.237.77. 216 |dover.i df .i | Dstributed I11egal Byte Gode Character in URL B ock 1
85. 64. 62. 75 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx Bl ock 1
. . D stributed Lhaut hori zed URL Access on
213.57.9.24 I srael 147.237.77.233|atal .idf.il 147. 237.77. 233/ 1134- hel at al . aspx Bl ock 1
79.176.117. 237 |lsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237. 77. 233/ 1501- he/ at al . aspx B ock 1
. . Unaut hori zed Met hod PCST for
192. 198. 151. 43 |Eur ope 147.237.72. 166 [aka. i df . i | vw aka i dff i 1/ il ui it enpl at es/ hone. asp Bl ock 1
89.139.191. 118 [Israel 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code B ock 1
207.46.13.155 |lited Sates |[147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwwidf.il/atal 1/izkor/ vi ew pi ctures. asp Bl ock 1
85. 65. 48. 119 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
79.176.133.22 [Israel 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code B ock 1
46. 19. 85. 160 I srael 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/894-ar Bl ock 1
193.34.57.101 |Israel 147.237.72. 166 |aka. i df .i | llegal Byte Qode Character in WAL /mai kapat2//resf012 Bl ock 1
our ces/ i nages/ i nner page/ goback. gi f
209. 88. 157.240 |[lIsrael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uaut hori zed URL Access to 147.237.76. 147/ Bl ock
40.77. 169. 98 Lhited Sates |147.237.77.74 |lawidf.il Illegal Byte Code Character in URL /592-4071-en/ pat zar. aspx#011200 |H ock 1
. . Paraneter Read Qhly Molation in
87.69.172.182  |Israel 147.237.72.166 |aka. i df . i | vy aka. i df . i |/ nai n/ sachar/regi strati onw zard/ regi st er. aspx None !
66. 102.9.54 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for wwv aka. i df.il/drushi nd Bl ock 1
2.53. 145. 195 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None
. . Unaut hori zed Met hod HEAD for
148.251.2.180 [Ger many 147.237.72. 166 |aka. i df . i | vwv aka i o i |/ brot her s/ ski ral def aul t asp B ock 1
84.109.202.86 |Israel 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to www nakhal .idf.il/sip storage/files/2/ B ock 1
209. 88. 157. 240 |lIsrael 147.237.77. 216 |dover.i df . i Distributed Whaut horized URL Access on 147.237. 77. 216/ B ock 1
40. 77. 169. 99 Lhited Sates [147.237.77.176 |nat pash. i df . i | Dstributed I11egal Byte Gode Character in LR Bl ock 1
87.71.34.117 I srael 147.237.77. 216 |dover.i df .i | SSL Wntraceabl e Connection - Qpen Mde None 1
68.180.230.171 [lnited Sates |147.237.77.216|dover.idf.il Paraneter Type Miol ation PageNumin waw i df . il/1115-ar/ dover. aspx B ock 1
193.34.57.101 [Israel 147. 237. 72. 166 |aka. i df . i | thknown Paraneter anpit in None 1
wwv aka. i df . i |/ nmai n/ kapat z/ scri pt resour ce. axd
] . . Lhaut hori zed URL Access to waw idf.il/english/news/funeral.stmisrael
157. 55. 39. 37 Lhited Sates 147.237.77.216|dover. i df . i | defense forces' footage of the fake burial in jenin Bl ock 1
84.229.79. 22 I srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 1
212.25.79.133 |[Israel 147.237.77. 216 |dover.i df .i | Unhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
77.139.188. 243 |France 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod POST for ww aka. i df.il/main/snal i nd smal i maspx [Bl ock 1
192.198. 151. 43 |Eur ope 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 192.198. 151. 43 B ock 1
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