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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site |Signature |Device Action|Count|
176.58. 77. 93 Pal estinian Territory, Qcupied147.237.77.216 dover.idf.il |TCP handshake viol ation, first packet not syn [drop 13

176. 13. 226. 216 | srael 147.237.77.216 dover.idf.il |TCP handshake viol ation, first packet not syn |drop 9
77.126. 4. 151 | srael 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn |drop 7

95. 6. 43. 153 Tur key 147.237.72. 217 e.idf.il Frk_Under Attack Con_Tcp drop 2

104. 148. 55. 162 Lhited Sates 147. 237. 76. 201 e.atal.idf.il |Back List drop 1
212.150. 189. 2 | srael 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn [drop 1
157.56. 2. 63 Lhited Sates 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn [drop 1

93. 174. 95. 106 Net her | ands 147.237. 76. 200 eitan. aka.idf.i|B ack List dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |S gnature Devi ce Action |Oount |
106. 38. 241. 105 |China 147.237.77.216 |dover.i df.i|Cl000071: HTTP: User Agent Sogou+web+spi der Per nirt 18
106. 38. 241. 105 |China 147.237.77.74 |lawidf.il |[ClL000071: HTTP: User Agent Sogou+web+spi der Per mt 3
5.9.63. 149 Ger many 147.237.77.216 |dover. i df.i|CL000074: HTTP. majestic bot Per nit 1
85.110. 245. 47  |Turkey 147.237.72.166 |aka.idf.il |Cl000016: HTTP. adninistrator in R Per nit 1
85.110. 245. 47  |Turkey 147.237.72.166 |aka.idf.il |ClL000018: HITP. access to adninistrator/index. php -> Quarantine Per it 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ountry ‘S’te Signature

87. 68. 31. 27 147.237. 72. 167 |I srael i shurimaka.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 6
66.203. 215. 242 |147.237.76.30 |Canada hi nush. i df .i | ET SCAN NVAP -f -sS 1
87.71.41.89 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
8. 26.94. 207 147.237. 72. 167 [Canada i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
85.65. 121. 144  [147.237.72. 166 || srael aka.idf.il portscan: TP D stributed Portscan 1
2.53.16. 222 147.237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
213.57.60.3 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
80.246.138. 68  [147.237.77. 216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
2.53.11. 127 147.237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
201.7.217.212 |147.237.76. 196 |Brazil e.svivaidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
79.181.99. 214  |147.237.77. 216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
167.0.190. 173  |147.237. 72. 166 |Col onbi a aka idf.il portscan: TCP D stributed Portscan 1
79.178.137. 154 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
133.242. 4. 52 147. 237. 76. 176 |Japan test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
79.177. 23. 97 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 66. 26. 38 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
66.249. 64. 105 |147.237.72. 166 |Wited Sates |[aka idf.il ET SCAN NVAP -sA (2) 1
89. 138. 154. 151 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
66. 203. 215. 242 |147.237.76.30 |Canada hi nush. i df . il ET SCAN NVAP -sS w ndow 1024 1
87.71.62.0 147.237.77. 176 |I srael nat pash. i df .i | ET SCAN NVAP -sA (2) 1
46.172.71.251 [147.237.76. 197 |krai ne e. hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
2.53.184.26 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
85. 65. 67. 222 147.237. 72. 166 |I srael aka.idf.il portscan: TP Dstributed Portscan 1
2.53.15.91 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
201. 238. 202. 219(147. 237. 77. 178 |Cil e e.matpash.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 178. 201. 148 |147.237.77.216 |l srael dover.idf.il portscan: TP Dstributed Portscan 1
176.13.224.93 |147.237.72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
79. 180. 239. 245 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
16118, 114. 136|147 237 76.42 0ol onbi & refuehidr | ET SI:AN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
79.178.107. 119 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
133.208.21.66 |147.237.0.17 [Japan mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
77.138.84.3 147, 237. 72. 166 |France aka.idf.il portscan: TCP D stributed Portscan 1
94.70.251.123 |147.237.0.17 |Geece mny-kosher -kravi . i df .i | ET SOAN Behavi oral Lhusual ly fast inbound Telnet Connecti ons, 1
Potential Scan or Brute Force

66.203. 215. 242 |147.237.76.30 |Canada hi nush. i of .i | ET SCAN NVAP -sS w ndow 2048 1
89. 138. 125. 165 |[147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

Attacker CQountry ‘Target Address |Ste

Signature

192. 168. 173. 102 147.237.77. 216 |dover.idf.il Stream ng. Er.]gl ne: TP ;Clpomsezgrsrzgtjen?:g I?’;ckr;?)(l h drop 418
Segrent Limt Enforcenent |4 o5neq.

193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 29
40.77.169.102 |Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 21
40. 77. 169. 98 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 19
148. 177. 129. 213|Eur ope 147. 237.77. 226 "f“lw chamat z. aka. idf 14 o) First packet ismt SWN drop 18
31.154. 253. 225 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
176.58. 77. 93 _’?j”els: io:‘;‘:"”acupi o [147. 237. 7. 216 |dover i df i1 drop First packet isn't SWN drop 14
91.197.103.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
40.77. 169. 103 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 11
40.77. 169. 96 Lited Sates 147.237.77. 216 |dover.idf.il dr op SAMrule drop 9
40.77.169.102 |Lhited Sates 147.237.72. 156 |anan. i df . il drop SAMrul e drop 7
40. 77. 169. 97 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 6
84.94.67.101 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
46. 120. 135. 232 |l srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 5
46. 19. 86. 254 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
40.77. 169. 100 Lhited Sates 147.237.72. 166 |aka.idf .il dr op SAMrul e drop 4
40. 77. 169. 97 Lhited Sates 147.237.77. 176 |nat pash.i df .i | drop SAMrul e drop 4
62. 0. 238. 55 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
40.77.169. 98 Lhited Sates 147.237.72. 166 |aka.idf .il dr op SAMrul e drop 4
62. 0. 238. 55 I srael 147. 237. 77. 226 WI"}W chamat z. aka. idf |4 o) First packet ismt SWN drop 4
40.77. 169. 96 Lhited Sates 147.237.77.176 |nat pash. i df . i1 dr op SAMrul e drop 4
176.13. 0. 153 | srael 147.237. 72. 156 |anan. i df . i | drop Frst packet isn't SYN drop 3
212.179. 215. 221 |l srael 147.237.77. 170 |n@arachot . i df .i | dr op First packet isn't SYN drop 3
40.77. 169. 100 Lhited Sates 147.237.77.176 |nat pash. i df . i1 dr op SAMrul e drop 3
84.94.67.101  |Israel 147. 237.77. 226 WI":‘"‘ chamat z. aka. idf |4 o) First packet isn't SWN drop 3
46. 19. 85. 53 | srael 147.237.76.30 |hinush.idf.il drop First packet isn't SN drop 3
195. 212. 29. 184 |Eur ope 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 3
109. 253. 209. 18 |l srael 147.237.77. 243 |nobi | e.i df .i | drop First packet isn't SYN drop 2
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 2
105.105.79.48 |Ageria 147.237.77. 170 |n@aar achot . i df . i | drop First packet isn't SN drop 2
2.54.105. 110 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
109. 253. 222. 32 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 2
40.77.169. 101 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 2
89.139. 101. 102 |Israel 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 2
79.178.237.141 |lsrael 147.237.72. 156 |anan.idf .il drop First packet isn't SN drop 1
141.212.122.76 |lhited Sates 147.237.76.34 |yohalan.idf.il dr op drop 1
192. 168. 173. 102 147.237.77. 216 |dover.idf.il drop drop 1
169. 229.3.91 Lhited Sates 147.237.76.31 |nakchal .idf.il dr op SAMrul e drop 1
109. 253. 220. 96 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
176.13.233.29 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
109. 253. 157. 252|1 srael 147.237.72. 167 |i shuri maka.idf .il drop First packet isn't SN drop 1
169.229.3.91 Lhited Sates 147.237.76. 42 |refuah.idf.il dr op SAMrul e drop 1
216.243.31.2 Lhited Sates 147.237.0.35 |akaws.idf.il drop drop 1
169. 229. 3. 91 Lhited Sates 147.237.8.28 |e.nobile-ks.idf.il drop SAMrul e drop 1
109. 253. 194. 135]|I srael 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 176 |test.ncore.idf.il drop SAMrul e drop 1
109. 253. 223. 177l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 1
216.243.31.2 Lhited Sates 147.237.76.34 |yohal an.idf.il dr op drop 1
46. 19. 86. 111 | srael 147.237.77.233|atal .idf.il drop First packet isn't SYN drop 1
185. 143. 40. 68 147.237.77. 121 |e.navy.idf.il drop First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
185. 32. 179. 147 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 29
46. 19. 85. 167 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 23
46.19. 86. 24 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 46. 19. 86. 24 B ock 8
2.53.27.79 | srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 5
80. 246. 133. 188 |l srael 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to waw i df.il/error. htm B ock 5
37.59. 62. 43 France 147.237.77. 216 |dover.i df .i | D stributed Waut hori zed HTTP Met hod B ock 5
40. 77. 169. 99 Lhited Sates [147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in LRL B ock 4
72.203.203.50 |Wnited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error. htm B ock 3
46.19. 86. 122 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
207.232.54.192 |lsrael 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 3
. . Unaut hori zed Met hod HEAD for
213.57.156. 114 |[lIsrael 147.237.72. 166 |aka. i df . i | wiww aka. i o i |/ nai v i yus/ general . aspx B ock 2
46.19. 86. 111 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 2
157.55.39.181 |Uhited Sates [147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on waw idf.il/error. htm Bl ock 2
77.139. 216. 145 |France 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to ww i df.il/aman B ock 2
46.19. 86. 111 I srael 147.237.77.233|atal .idf.il Dstributed Miformed LR Bl ock 2
212.179. 215. 221l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/main/ B ock 1
. . D stributed Unaut hori zed URL Access on
176.13.10.250 |Israel 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
108. 165. 2. 29 Lhited Sates [147.237.76.86 |navy.idf.il Mil tiple Malformed URL from 108. 165. 2. 29 B ock
46. 19. 86. 60 I srael 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
. . Uhaut hori zed URL Access to
79.180.139.12 I srael 147.237.72. 156 [anan. i df . i | wow aran. i df . i |/ modi | n/ mas| ul . aspx?cat | d=60353&doci d=72291 |2 0K !
199.203.84.84 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx  [B ock 1
66.249. 69.229 [Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed LRL Access to waw i df.il/appl e-app-site-association [B ock
46.19. 86. 111 I srael 147.237.77.233|atal .idf.il Mil tiple Aobnormal |y Long Request from 46. 19. 86. 111 Bl ock
-kosher-kravi .idf.i
157.55.39.173 |lhited Sates |147.237.0. 16 lny Unaut hori zed LRL Access to waw ny- kosher-kravi.idf.il/ B ock 1
_ m ny- kosher - kravi . id _
108. 165. 2. 29 Lhited Sates |147.237.0.17 £l Mil tiple Malformed URL from 108. 165. 2. 29 Bl ock 1
. . D stributed Unaut hori zed URL Access on
77.125.81.135 |Israel 147.237.77.233|atal . i df .il 147. 237. 77. 233/ 1136- hel at al . aspx B ock 1
46.120.65.141 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None
108. 165. 2. 29 Lhited Sates [147.237.77.216|dover.idf.il Dstributed Ml formed URL B ock
80.178.102.81 [Israel 147.237.72. 166 |aka. i df . i | thknown Pararet er __\| EVETATEENCRYPTED in None 1
wan aka. i df . i |/ mai n/ sachar/ nas. aspx
204.79. 180. 229 |Uited Sates [147.237.72. 166 |aka. i df . i | Distributed thauthorized Method for Known UR. on Bl ock 1
v aka. i df . il /i shuri nd nai n/
. . . Unaut hori zed URL Access to
66.249.69.236 |lIsrael 147.237.77.243|nobi | e. i df . i | nobi | e, i o . | 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1882 B ock 1
46.19. 86. 111 I srael 147.237.77.233|atal .idf.il Mitiple Illegal HITP \Version from46. 19. 86. 111 Bl ock 1
108. 165. 2. 29 Lhited Sates [147.237.0.19 [nmadimatal.idf.il Dstributed Ml formed URL B ock 1
. . Uhaut hori zed Met hod PCBT for
77.139.74.137  |France 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 894- hel r ef uah. aspx Bl ock 1
192. 116. 165. 226 |1 srael 147.237.72. 166 |aka. i df . i | D stributed Unaut hori zed URL Access on ww aka. i df.il/main/ B ock 1
. . Unaut hori zed URL Access to
62.219.99.130 |[lIsrael 147.237.77. 170 |maar achot . i df . i | naar achot .| df i 1/ pdf /11 es/ 1/ 108971, pf B ock 1
Uhknown Paraneter docld in
109. 253. 144. 40 |l srael 147.237.72. 166 [aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i mages/ mast er/ f avi |None 1
con. gi f
46.19. 86. 111 I srael 147.237.77.233|atal .idf.il Abnormal |y Long Request et hod B ock 1
2.55.43.76 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx  |H ock 1
207.46.13.111 |lnited Sates [147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to waw tikshuv.idf.il/site/articled aspx  [B ock 1
66.249.69.237 |israel 147.237.77. 216 |dover . i df . i | Wnauthori zed URL Access to . o B ock 1
vy i df . i | /. wel | - known/ appl e- app- si t e-associ ati on
46.19. 86. 111 I srael 147.237.77.233|atal .idf.il Mil tipl e Unknown HTTP Request Method from 46. 19. 86. 111 B ock 1
157.55.39.228 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to 147.237.77. 216/ Bl ock
108. 165. 2. 29 Lhited Sates |147.237.0.34 |tikshuv.idf.il Mal formed URL http/1.1 Bl ock
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
195. 160. 242. 40 |Israel 147.237.72. 166 |aka. i df . i | v aka. i df . |/ nai v sachar / mai | box. aspx None 1
66.102.9. 76 Uited Sates |147.237.72.166|aka.idf.il Lhaut hori zed Met hod PCBT for wwy aka. i df . i/ drushi ni Bl ock 1
. . S3. Whtraceabl e Gnnection - Protocol violation
147. 236.238. 22 |Israel 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 1
31.154.19.5 I srael 147.237.77. 216 |dover . i df .i | Ml tiple Unaut horized URL Access from31.154.19.5 Bl ock 1
84.94. 26. 148 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
. . Uhaut hori zed URL Access to
66.249.76.99  fIsrael 147.237.77.74 [lawidf. il ww | aw i of .i1/sip storage/fil es/ 4/ 394. poft ext gr eat er Bl ock !
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