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08-25-2016-11:04:05 to 08-25-2016-12:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|Signature

|Device Action|Count

109. 253. 143. 220 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 23
109. 253. 201. 63 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 9
82.80.78.2 | srael 147.237.77. 226 wawn chanmat z. aka. i df . i | |B ack List drop 8
212.179.21.194 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 6
45. 35. 64. 142 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
168. 235. 196. 169 Lhited Sates 147.237.76. 42 refuah.idf.il JLM Under _Attack Con Htp drop 1
185. 128. 40. 162 Sn tzerl and 147.237.76. 44 e.refuah.idf.il B ack List drop 1
2.53. 165. 229 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1




08-25-2016-11:04:05 to 08-25-2016-12:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site Sgnature Devi ce Action ‘Count |
106. 38. 241. 105 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nirt 18

5.9. 63. 149 Ger many 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot Per it 3
5.9.63. 149 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot Per nit 2

106. 38. 241. 105 Chi na 147.237.77.176 |natpash.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nirt 2
163.172.211.135 |United Kingdom |[147.237.77.216 |dover.idf.il 24910: HITP. Python urllib User-Agent Header B ock 1

51. 255. 65. 47 France 147. 237.0. 15 kosher-kravi.idf.il [Cl000146: HITP. AhrefBot craw er B ock 1

106. 38. 241. 105 Chi na 147.237.76. 86 navy.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nirt 1




08-25-2016-11:04:05 to 08-25-2016-12:04:05

|Top Attackers In |D|

Attacker Address ‘Target Address Attacker Gountry |Signature

89. 139. 191. 241 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
2.55.175. 112 147.237.77.216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
84.95. 211. 87 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
212.179. 21. 194 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
81.218. 159. 113 147.237.77.216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
201. 38. 68. 132 147.237.77. 212 Brazil e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.177. 252. 19 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
188. 0. 236. 165 147.237.72. 156 Mol dova, Republic of anen. i df .| ET SCAN Potential SSH Scan 1
62.0. 6. 226 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
133.242.4.52 147. 237. 76. 30 Japan hi nush. i df . i | ET SCAN NVAP -sS w ndow 1024 1
46.172.71. 251 147.237. 8. 24 krai ne elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
123. 206. 85. 139 147. 237. 72. 166 Chi na aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
45. 55. 8. 238 147.237.77.19 Lhited Sates law forumidf.il ET SCAN NVAP -sS w ndow 1024 1
109. 65. 129. 138 147.237.77.216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
37.60. 44. 83 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
106. 38. 241. 105 147. 237. 72. 166 Chi na aka.idf.il portscan: TCP D stributed Portscan 1
31.168. 133. 146 147.237.77.216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
85. 65. 5. 240 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
2.53.40.3 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
83. 130. 76. 16 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
201. 238. 202. 219 147.237.77. 212 Gile e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
79. 181. 220. 68 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
193. 201. 225. 149 147.237.0. 33 krai ne idf.il ET SCAN NVAP -sS wi ndow 1024 1
62. 90. 163. 180 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
176. 13. 16. 251 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
46.227.67. 172 147.237. 72. 167 Sweden i shurimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
133. 242. 3. 168 147. 237.77. 179 Japan e mazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.19. 86. 148 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 222. 32 147.237.77.216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
37.142. 241. 200 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 65. 64. 252 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
37.26. 146. 234 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1




08-25-2016-11:04:05 to 08-25-2016-12:04:05

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
82.80.63.7 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 26
46. 19. 85. 142 | srael 147.237.76. 42 refuah.idf.il dr op Frst packet isn't drop 24
2.53.15. 250 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 18
46. 210. 229. 253 | srael 147.237. 72. 166 aka idf.il drop Frst packet isn't drop 15
31. 168. 155. 165 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 14
176.13.5.73 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 13
91.197.103.1 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 12
46. 19. 85. 43 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 12
46. 19. 85. 156 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 11
85. 65. 52. 103 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 10
40.77.169. 98 Lhited Sates 147.237.72. 166 akaidf.il drop SAMrul e drop 10
62.0.217.1 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 10
37. 26. 146. 205 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 10
176. 13. 237. 140 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 9
79.177.191. 194 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 9
188. 29. 164. 183 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 8
2.53.6.111 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 7
31.168. 104. 233 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 7
37.26. 148. 157 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 7
40.77.169. 97 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 7
109. 186. 94. 168 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 7
109. 253. 214. 206 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 7
176. 13. 4. 165 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 7
176.13.17. 173 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
176.13. 11. 183 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
40.77.169. 103 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 6
109. 253. 210. 78 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
46. 19. 85. 142 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
176. 58. 77. 93 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
176.13.0. 145 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
109. 253. 159. 189 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
37.26.146. 128 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
46. 19. 86. 191 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
46. 19. 86. 68 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
46. 19. 86. 253 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 5
77.138.52.97 France 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 5
109. 64. 143. 15 | srael 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 5
2.53.148. 167 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 4
40. 77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 4
81.218.251. 251 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
176. 13. 11. 255 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
45. 35. 64. 142 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
109. 253. 230. 124 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
2.53.22.28 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 4
176. 13. 247. 16 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
46. 19. 86. 214 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
46.19. 85. 215 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 4
109. 253. 210. 78 | srael 147.237.76. 42 refuah.idf.il drop First packet isn't drop 3
109. 64. 143. 15 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
46. 19. 86. 89 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site dgnature Acti on ‘Count
2.53.45. 208 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 36
37.26.148.162 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 29
2.55.149. 37 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response CQode Bl ock 5
209. 88. 198. 1 I srael 147.237.76.31 |[nakchal .idf.il |[Dstributed Unauthorized HITP Met hod Bl ock 4
2. 55, 145. 159 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
209. 88.198. 1 I srael 147.237.76.31 [nakchal .idf.il |Wauthorized UR. Access to wan nakhal .idf.il/sip_storage/files/4/ Bl ock 3
46. 19. 86. 51 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
46. 19. 86. 249 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
82.166. 158. 215 |[Israel 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
212.179. 159. 253|I srael 147.237.72.166|aka. i df . i | Dstributed I11egal Byte Gde Character in LRL Bl ock 2
94. 69. 106. 17 G eece 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
77.139.192.18  |France 147.237.72. 166 |aka. i df . | m”;grl' gfe_di I'\féih;js /I:an;/%L\AnI oact or masp Bl ock 2
2.53.185. 201 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
185.32.179. 187 |Israel 147.237.72.166 |aka. i df . i | m“;:gii dzf‘? Iﬁﬁh‘:}frﬁu: ot act s, asix Bl ock 2
89. 139. 222. 254 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qxde Character in URL Bl ock 2
5.102. 195. 81 I srael 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to waw aman. i df.il/https:/ww anan.idf.il/ Bl ock
77.139.179.249 [France 147.237.72. 166 |aka. i df . i | m”;:gii;fe_di I'\ﬁ;ﬁ?mptcgp{ ot s/ hore. asp Bl ock 1
176. 13. 247.190 |Israel 147.237.77.216|dover. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
46. 19. 86. 149 I srael 147.237.77. 234 |hal ag.i df . il I11egal HITP Version Safari/601. 1 Bl ock 1
37.26.148.239 |[Israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code Bl ock 1
2.53.45. 208 I srael 147.237.0.19 |nadimatal .idf.i|SSL Untraceabl e Connection - Qpen Mde None 1
79, 44. 108, 42 taly 147.237.72. 166 |aka. i df .i | Unknown Par anet er ct| 00$ct | 00$cphMai n$TochenP acetbl der $ct | 03$ct in None 1

vy aka. i df . i |/ nai n/ gi yus/ tal pi ot quest i onnai re. aspx
D stributed Whaut hori zed Method for Known URL on

66. 102. 9. 95 Uhited Sates [147.237.72.166|aka.idf.il v aka. i df . i 1/ mai v home/ def aul t . aspx B ock 1
46.19. 85. 253 I srael 147.237.72. 156 [aman. i df . i | Mil tiple Untraceabl e SSL Sessions from46.19. 85. 253 (Qpen Mde) None 1
148.251.2.180 |Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for waw aka.idf.il/brothers/skiraldefaul t.asp|B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 1
10. 100. 35. 59 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for wwwu aka. i df.il/ishurim nai n/ B ock 1
217.69. 133. 30 g;z:;nl on 147.237.72. 156 |anan. i df . i | D stributed Whaut hori zed URL Access on list.ips.gov.il/robots.txt Bl ock 1
180. 76. 15. 28 Chi na 147.237.77. 216 |dover.i df .i | Unaut hori zed LRL Access to wwidf.il/newsitelenglish/nain. asp Bl ock 1
46. 19. 86. 149 I srael 147.237.77.234|hal ag.i df . il NVal formed URL nobi | e/ 13238 Bl ock 1
109. 66. 131. 195 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shared/ r eset . css Bl ock 1
40.77.169.104 |Whited Sates [147.237.77.216|dover.idf.il Illegal Byte Code Character in URL /1361-10625- he/ dover . aspx#011404 |Bl ock 1
79. 176. 140. 200 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df .il/mai n/ sahar B ock 1
66.249. 64. 134 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/sip_storage/files/ 7/ nopws Bl ock 1
209. 88.198. 1 I srael 147.237.76.31 |nakchal .idf.il |Miltiple Unauthorized URL Access from 209. 88.198. 1 Bl ock 1
46.19. 85. 253 I srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
157. 55. 39. 37 LUhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwidf.il/atal 1/izkor/ vi ew pi ctures. asp Bl ock 1
84.108. 236.27 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
23.99.122.165 |Hong Kong 147.237.76.200|ei t an. aka. i df . i | [Unaut hori zed URL Access to 147.237. 76. 200/ Bl ock 1
77.139.204. 106 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for v aka. i df.il/ishurimiexanpcert/ B ock 1
46. 19. 86. 149 | sr ael 147.237.77.234|hal ag. i df . il Unknown HTTP Request Method .0 in URL nobil e/ 136238 B ock 1
46.19. 85. 107 I srael 147.237.77. 216 |dover.i df .i | I11egal HITP \ersion Bl ock 1
109. 253. 214. 74 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
79.179.62.6 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/shurim Bl ock 1
66.249.69.224 |[Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw idf.il/atal 1/i zkor/ vi ew i ngt op. asp Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.76.30 |hinush.idf.il Mitiple Illegal Byte Qode Character in Mthod from169. 229, 3. 91 B ock 1
85. 65. 146. 78 I srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qode Character in LR Bl ock 1
37.26.147.129 [israel 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
77.139.248. 120 |France 147.237.77. 170 |maar achot . i df . i | |Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/ 0/ 112900. pdf B ock 1
207.46.13.166 |Lhited Sates [147.237.72.166|aka. i df .il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
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