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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
82.80.78.2 | srael 147.237.77. 226 wan chanat z. aka. i df . i | |B ack List drop 15

168. 235. 196. 169 Lhited Sates 147.237.76. 42 refuah.idf.il JLMPurple Gon Limt _Htp drop 3

209. 126. 136. 2 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il B ack List drop 1
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack List drop 1

168. 235. 196. 169 Lhited Sates 147.237.76. 42 refuah.idf.il JLM Under _Attack Con Htp drop 1

185. 128. 40. 162 Sntzerl and 147.237.76. 34 yohal an.idf.il B ack List drop 1

93. 158. 200. 166 Net her | ands 147.237.76. 42 refuah.idf.il B ack List drop 1

185. 128. 40. 162 Sii t zer| and 147.237.76. 148 ggcenter.aka. i df.il B ack List drop 1
52.16.5.197 Irel and 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

176. 9. 10. 227 Ger many 147.237. 72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per mit 3
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
52.53.154.128 [147.237.72.166|lhited Sates  |aka idf.il ET SCAN Potential SSH Scan 2
82.166. 247. 138 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
8. 26. 94. 207 147. 237. 77. 233 |Canada atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
203.4.240.101 [147.237.77.74 |Australia lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
79.178.147.43  |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
193. 201. 225. 149|147. 237.0. 17  |Wkrai ne mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 88. 18 147.237.76.30 [lhited Sates  |hinush.idf.il ET SCAN NVAP -sA (2) 1
185. 110. 132. 201|147, 237. 77. 212 |kr ai ne e.dover.idf.il ET SCAN Potential SSH Scan 1
65. 49. 68. 166 147.237.77.216|Wited Sates  |dover.idf.il portscan: TCP DO stributed Portscan 1
185. 110. 132. 201|147. 237. 72. 166 |Lkr ai ne akaidf.il ET SCAN Potential SSH Scan 1
62.219. 125. 238 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 110. 132. 201|147.237.0. 17 |Wrai ne mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
58.218. 204. 245 |[147.237.76.39 [China mobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
161.18.11. 21 147.237.76. 39 |Col onbi a nobi | e.nei tav.idf.il ET SCAN Behavi oral Lhusual | y fast inbound Tel et 1
Gonnections, Potential Scan or Brute Force
58.218. 204. 245 |[147.237.0.15 |[China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
93.174.91. 29 147.237.77.19 [Nether| ands I awforumi df .i | ET SCAN NVAP -sS wi ndow 1024 1
46.227.67.172 |147.237.76.34 |Sweden yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.108.246. 70  [147.237.77. 216 |l srael dover. i df.il portscan: TCP O stributed Portscan 1
18. 85. 22. 237 147.237.77.176 |Lhited Sates  |natpash.idf.il Tehila - Perl LW with fake user agent 1
212.179.21. 194 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
79.180. 255. 201 |[147. 237. 77. 216 || srael dover. i df.il portscan: TCP O stributed Portscan 1
2.53.134. 161 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
201. 238. 202. 219(147. 237. 77. 243|Qiil e nobi | e. i df.il ET SCAN NMAP -sS wi ndow 1024 1
74.91. 23. 106 147.237.8.46 |Lhited Sates  |e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
186. 114.39.29  [147.237.76.31 |Col onbi a nakchal .idf.il ET SOAN Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
66. 203. 215. 242 [147.237.8.28 [Canada e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 3072 1
185. 110. 132. 201|147. 237. 76. 197 |Lkr ai ne e. hinush. i df .il ET SCAN Potential SSH Scan 1
62.219.138.24 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 110. 132. 201|147. 237. 8. 14  |krai ne e.orchot.idf.il ET SCAN Potential SSH Scan 1
58.218. 204. 245 |[147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
176.13.21. 147 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
58. 218. 204. 245 [147.237.0.35 [China akaws. i df i ET SCAN Potential SSH Scan 1
109. 253. 242. 205(147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
89. 169. 200. 194 |147. 237.77.19 ?ég:;;”im law forumidf. il ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 86. 56 147.237. 77. 216 |I srael dover. i df.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
168. 235. 196. 169 Lhited Sates 147. 237. 76. 42 refuah.idf.il dr op First packet isn't drop 33
40.77.169. 103 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 9
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 7
40.77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 6
46.19. 85. 72 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 5
40.77.169. 101 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 5
82. 166. 93. 161 | srael 147.237.72. 167 ishurimaka.idf.il dr op First packet isn't drop 4
46.19. 86. 110 | srael 147.237.76. 42 refuah.idf.il dr op Frst packet isn't drop 4
37.26. 146. 167 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
40.77. 169. 97 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 2
178. 222.213. 170 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
40.77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 2
212.143.142. 44 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
157. 55. 39. 37 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
196. 205. 150. 141 Egypt 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
62.219. 153. 137 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
80.178. 67. 231 | srael 147.237.72. 167 ishurimaka.idf.il dr op First packet isn't drop 1
209. 88. 157. 240 | srael 147.237. 76. 148 gacenter. aka. i df . i dr op drop 1
109. 253. 197. 16 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
109. 253. 219. 53 | srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't drop 1
46. 19. 85. 247 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
195. 81. 184. 242 Italy 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
85.130. 231. 13 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
109. 253. 130. 236 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
212.199. 220. 82 | srael 147.237.0. 35 akaws.idf.il dr op drop 1
209. 88. 157. 240 | srael 147.237.76. 34 yohal an.idf.il dr op drop 1
109. 253. 159. 93 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
216. 218. 206. 76 Lhited Sates 147.237. 0. 200 ndu.idf.il dr op drop 1
176. 13. 13. 204 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13.234.55 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 134
109. 253. 220. 136/l sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 40
46.19. 86. 203 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 29
46. 19. 86. 207 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
194.90.132.34 |lIsrael 147.237.76.31 |nakchal .idf.i|l |Mitiple Unauthorized URL Access from 194. 90.132. 34 B ock
194.90.132.34 |lIsrael 147.237.76.31 |nakchal .idf.il |Wauthorized HTTP Met hod B ock

212. 143. 134. 129|I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wa aka.idf.il/gius B ock

188. 126. 47. 158 gz::;”i on 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method PCST for aka.idf.il/nai n/sachar Bl ock 2
80.246. 133. 242 |l srael 147.237.77. 176 mat pash. i df .i|  |UWhauthorized UR. Access to www cogat.idf.il/894-ar B ock 2
176.13.246.86 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
212. 143. 134. 129]1 srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to vwwvidf.il/tenplates/article/ href= B ock 1
66. 249. 66. 12 I srael 147.237.77. 170 |maar achot . i df . i | [Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/5/ 113025. pdf  |B ock 1
167. 220. 232. 104 |Japan 147.237.77. 176 |nat pash. i df . i | Dstributed I11egal Byte Gde Character in LRL B ock 1
207.46.13.155 [lhited Sates 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wwidf.il/atal 1/izkor/vi ew noreinfo. asp |B ock 1
169.229.3.91  |Uhited Sates  [147.237.0.34 |[tikshuv.idf.il H“F;;"j“uggr i G'\j’ftz?;%ém[[ 424] | (0120 B ock 1
217.69.133. 28 gz::;”i on 147.237.72. 156 |anan. i df . i | D stributed Uhaut horized URL Access on list.ips.gov.il/robots.txt Bl ock 1
66.249.66.18  |Israel 147. 237.77. 170 |n@ar achot . i df . i | Sa:‘f;l:;tﬁ%ﬂ?‘;g&?;ifizfgslﬁlfggg‘m” Bl ock 1
194. 90. 66. 15 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shared/ t ext . css B ock 1
169. 229. 3. 91 Lhited Sates 147.237.0.34 [tikshuv.idf.il [Abnormally Long Request nethod B ock 1
84. 94. 75. 225 I srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (Qpen Mbde None 1
209. 88. 157. 240 |lIsrael 147.237.76.31 |nakchal .idf.il |Wauthorized URL Access to 147.237.76.31/ Bl ock 1
176.13.3.52 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df il /v tikshuv.idf.il B ock 1
138.134.192. 10 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Qode Character in LR Bl ock 1
220.181.51.81 [China 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to v aman. idf.il/robots.txt B ock 1
66.249.76.70  |Israel 147.237. 72. 156 [anan. i df . i | shaut hori zed UL Aocess Lo il s, son Bl ock 1
169.229. 3. 91 Lhited Sates 147.237.0.34 [tikshuv.idf.il |illega Byte Gode Character in Header Nane B ock
84.95.251.241 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
62.219.35.131 | srael 147.237.77. 234 |hal ag. i df . i | ﬂ?“tzg?r;ie%ﬁ‘mpggssssh;oe &bl et L. gi Bl ock 1
209. 88.198. 1 I srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Bte Gode Character in URL B ock 1
157.55.39.181 |Wnited Sates  |147.237.77.216|dover.idf .|| pstr ;fb_‘fﬁdatﬁallj‘ti Zokg'rfsfje\ﬁmf;"rﬁsj - Bl ock 1
77.138.178.56 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method PCST for ww aka. i df . il/nai n/ kapat z/ B ock 1
40.77. 167. 66 Lhited Sates 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/vi ew text.asp B ock 1
169.229.3.91  |Wited Sates  |147.237.0.34 |ti kshuv.idf.i }'['[195"’]"] [E%’;Zﬁﬁ‘je[ ﬁjﬁ?g ilfn#,',\ﬁtélm[#ZQ]ﬂ»#OlZQ Bl ock 1
85. 64. 38. 169 I srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Bte Gode Character in URL B ock

66.102. 9. 43 Lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for www aka. i df . i |/ drushi ni B ock
157.55.39.229 |Uhited Sates 147.237.72. 166 |aka. i df . i | Unknown Paraneter catid in aka. idf.il/nain/snalindsnal i maspx None 1
78.37.72. 142 gz::;”i o 147.237.72. 166 |aka. i df . i | m;l'(:ﬂt sfd_ iﬁa#;ihnc;rhiozr;? d':::;:f’f. ;;’;XK”""‘” UL on B ock 1
46. 19. 86. 60 I stael 147.237.77.74 |lawidf.il multz\?uriiéfﬂ ILln;:_or?gc():lez/Scct)roe/ doc nur/ doc._mr . asp Bl ock 1
194. 153. 113. 35 [Ger nany 147.237.72. 156 |anan. i df . i | D stributed Wnhaut hori zed URL Access on list.ips.gov.il/robots. txt B ock 1
169. 229. 3. 91 Lhited Sates 147.237.0.34 |tikshuv.idf.il |Malformed UR B ock

109. 253. 144. 73 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode B ock
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