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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Signature Device Action Count
50. 206. 89. 77 Lhited Sates 147.237.76. 30 hi nush. i df . i | B ack List drop 1
123. 59. 59. 52 Chi na 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 forward 1
71.6.165. 200 Lhited Sates 147.237.76. 38 e.eneitav.idf.il B ack List dr op 1
185. 128. 40. 162 Swi t zerl and 147.237.76. 30 hi nush.idf.il B ack List drop 1
93. 158. 200. 166 Net her | ands 147.237.76. 44 e.refuah.idf.il B ack List drop 1
5.22.132.51 | srael 147.237.77. 216 dover.idf.il B ack List drop 1
104. 148. 35. 34 Lhited Sates 147.237.76. 38 e.eneitav.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action |Oount |

195. 154. 233. 177  |France 147.237.77.176  |matpash.idf.il |19791: HTTP: VérdPress N-Media PHP File Ul oad B ock 1




08-25-2016-09:04:04 to 08-25-2016-10:04:04

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

180. 97. 75. 130 147.237.0. 33 (hi na idf.il ET SCAN NVAP -sS w ndow 1024 1
178. 220. 165. 231 147.237.77. 212 e.dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
133. 208. 21. 66 147. 237.77. 176 Japan mat pash. i df .il ET SCAN NVAP -sS wi ndow 1024 1
123. 206. 85. 139 147.237.77. 212 (hi na e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 253. 157. 28 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
82. 80. 41. 70 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.26.149. 149 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
12. 68. 215. 78 147.237.76. 177 Lhited Sates ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 27. 105. 81 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
2.53.167. 243 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
178. 220. 165. 231 147.237.77. 212 e.dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
178. 220. 165. 231 147.237.77. 212 e.dover.idf.il ET SCAN NVAP -f -sS 1
133. 208. 21. 66 147.237.0. 34 Japan tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
123. 206. 85. 139 147.237.77. 170 Chi na naar achot . i df .i | ET SCAN NVAP -sS wi ndow 1024 1
89. 138. 182. 64 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 246. 137. 95 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.26.149. 130 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
213.57.72. 251 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
2.55.151. 141 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Signature |Message Devi ce Action |Oount |
31.168.84.21 | srael 147.237.0.34 tikshuv.idf.il drop Frst packet isn't drop 24
91. 121. 147. 218 France 147.237.72. 166 aka idf.il dr op SAMrul e drop 12
152. 62. 109. 203 Eur ope 147.237.77.216 |dover.idf.il drop First packet isn't drop 12
62. 0. 200. 169 | srael 147.237.72.166 |aka.idf.il drop Frst packet isn't drop 9
46. 19. 85. 108 | srael 147.237.77.216 |dover.idf.il drop Frst packet isn't drop 7
5. 29. 168. 53 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 7
40.77.169. 101 Lhited Sates 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 6
212.143.142. 56 | srael 147.237.77.216 |dover.idf.il dr op Frst packet isn't drop 6
79.181.121. 114 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 6
46. 19. 85. 181 | srael 147.237.77.243 |nobile.idf.il drop Frst packet isn't drop 5
40.77.169. 98 Lited Sates 147.237.72.166 |aka.idf.il dr op SAMrul e drop 5
40. 77. 169. 100 Lhited Sates 147.237.77.216 |dover.idf.il drop SAMrul e drop 5
40.77.169. 101 Lhited Sates 147.237.72. 166 aka idf.il dr op SAMrul e drop 4
40.77. 169. 96 Lhited Sates 147.237.77.216 |dover.idf.il dr op SAMrule drop 4
176. 106. 46. 74 Pal estinian Territory, Qcupied 147.237.77.216 |dover.idf.il drop First packet isn't drop 4
81.218. 66. 211 | srael 147.237.77.216 |dover.idf.il drop Frst packet isn't drop 4
40.77.169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 4
193. 56. 243. 6 France 147.237.77.176  |natpash.idf.il drop First packet isn't drop 3
37.46.41. 102 | srael 147.237.76. 42 refuah.idf.il drop Frst packet isn't drop 3
46. 19. 85. 247 | srael 147.237.77.216 |dover.idf.il dr op Frst packet isn't drop 3
46. 19. 86. 110 | srael 147.237.76. 42 refuah.idf.il drop First packet isn't drop 2
151. 68. 157. 63 Italy 147.237.77.216 |dover.idf.il drop Frst packet isn't drop 2
80. 246. 133. 11 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
40. 77. 169. 102 Lhited Sates 147.237.77.176  |natpash.idf.il drop SAMrul e drop 2
128. 232. 110. 28 Uni ted Ki ngdom 147.237.76. 34 yohal an. i df .il drop drop 1
89. 139. 181. 63 | srael 147.237.77.216 |dover.idf.il drop Frst packet isn't drop 1
40. 77. 169. 103 Lhited Sates 147.237.77.216 |dover.idf.il drop SAMrul e drop 1
139. 162. 13. 205 S ngapor e 147.237.0. 16 ny-kosher-kravi.idf.il drop SAMrul e drop 1
40.77.169. 102 Lhited Sates 147.237.72. 166 aka idf.il dr op SAMrul e drop 1
212.179.210.185 |[lsrael 147.237.77.216 |dover.idf.il drop First packet isn't drop 1
109. 253. 219. 203 |l srael 147.237.72.156 |aman.idf.il drop Frst packet isn't drop 1
128. 232.110. 28 Uni ted Ki ngdom 147.237. 0. 200 mu.idf.il dr op drop 1




08-25-2016-09:04:04 to 08-25-2016-10:04:04

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
80.246.138.44 |lsrael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 268
2.53.176.176 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 84
176.13.237.24 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 56
46. 19. 85. 193 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 18
46.210. 136. 165 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 7
46.19. 85. 214 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 5
194.90.132.34 |Israel 147.237.76.31 |nakchal .idf.il [Unauthorized HTTP Met hod B ock 4
132. 68.43.107 |Israel 147.237.77.74 [lawidf.il D stributed Unauthori zed HTTP Met hod Bl ock 4
77.138.26.134 |France 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 3
194.90.132.34 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to wa nakhal .idf.il/sip_storage/files/4/ B ock 3
37.26.147.230 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
66.249. 69. 224  |Israel 147.237.77.216|dover . i df . i Mil tipl e Unaut hori zed URL Access from 66. 249. 69. 224 B ock 2
80. 246. 130. 64 |l srael 147.237.77. 216 |dover.idf . il Distributed Wauthorized URL Access on waw idf.il/error.htm B ock 2
66.249.76.99  |Israel 147.237.77.74 |lawidf.il mﬂt:\;’: id??idl /Ljp_ps‘;f)fzge}foi s/ 1 1200, pf ext r ot &1 Bl ock 1
203.127.96.218 |9 ngapore 147.237.77. 216 |dover.i df . il Distributed Whaut horized URL Access on waw idf.il/error. htm B ock 1
46.229.164.99 [Whited Sates |147.237.72.156|aman. i df.il Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
40.77.169.104 |hited Sates |147.237.77.216|dover.idf.il Distributed I11egal Byte Gode Character in URL B ock 1
176. 13. 248. 148 |l srael 147.237.77. 243 |nobi | e. i df . i | maﬂtgﬁréf%??/g;eggfytezm s/ 1 st chi | ddocument s/ 1362 Bl ock 1
80. 246. 130. 153 [l srael 147.237.77.216|dover.i df . il Distributed Waut hori zed URL Access on wwidf.il/error.htm Bl ock
66.249.64.106 [l srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/eitan/listpage/ B ock

220. 181. 108. 171|chi na 147.237.76.86 |navy.idf.il muﬁgfyr.'izd?éiﬁ gigf;sassﬂ | esl & si 263360 1613, | pg Bl ock 1
195. 154. 233. 177 |France 147.237.77. 176 [mat pash. i df .i| |Dstributed Adnin B ocking Bl ock 1
132. 68. 43. 107 |l srael 147.237.77.74 [lawidf.il Mil tipl e Unauthori zed URL Access from 132. 68. 43. 107 B ock 1
66.249.76.106 |lsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/negurim_bl ank B ock 1
66. 102. 9. 43 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod POST for ww aka. i df . il/drushi B ock 1
207.46.13.155 |lhited Sates |147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 1
46. 4. 15. 197 Ger many 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for ww aka.idf.il/rights/asp/info.asp B ock 1
194.90. 132.34  |Israel 147.237.76.31 |[nakchal .idf.il [Miltiple Unauthorized URL Access from 194.90.132. 34 B ock 1
66.249.69.194 |[Israel 147.237.0.34 [tikshuv.idf.il [Miltiple Unauthorized URL Access from 66.249. 69. 194 B ock 1
195. 154. 233. 177|France 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At tenpt B ock 1
132. 68. 43. 107 |l srael 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to ww | awidf.il/sip_storagel/files/ 4/ B ock 1
66.102.9.54 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Method PCST for ww aka. i df.il/nai n/ hone/ defaul t.aspx  |B ock 1
200.88.198.1 |Israel 147.237.72. 166 |aka. i df . i | mngkm; i?‘?m: nf;;gﬁ:f;ggg??;’;ﬂgfcphsaChar$Ct' S6.y in None 1
46.19. 85. 65 I srael 147.237.76.42 |refuah.idf.il I11egal HITP \ersion B ock 1
81.218.89.58  |Israel 147. 237.72. 166 |aka. i df . i | mﬁfi Z?rﬁrf;;/;;ﬂhiﬁaﬁgmm in None 1
195. 154. 233. 177|France 147.237.77. 176 |mat pash. i df . i|  |Unauthorized URL Access to www cogat . idf. il /wp-adnin/ admn-aj ax. php |Bl ock 1
46.121.193. 127 |Israel 147.237.76.42 |refuah.idf.il Mil tipl e Unaut hori zed LRL Access from 46. 121. 193. 127 B ock 1
80.179.118.96 |[lIsrael 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - CGpen Mde None 1
66. 249. 64. 56 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1244-hel at al . aspx B ock 1
212.179.21.194 |Israel 147.237.77.234|hal ag. i df . i | Mil tiple Unauthorized URL Access from212.179. 21. 194 Bl ock 1
46. 19. 85. 65 I srael 147.237.76.42 |refuah.idf.il Mal formed URL he-il, he; g=0. 8, en-us; g=0. 6, en; q=0. 4 B ock 1
84.110.108. 120 [Israel 147.237.72. 156 [aman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
66.249.76.72 I srael 147.237. 72. 156 [anan. i df . i | chaut hor zed (FL Aggess 10, appl - app- i 6 45500 at | on Bl ock 1
195. 200. 205.2 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1406- he/ at al . aspx B ock

176. 13.237. 101 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock
66.249.64.60  [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1241- he/ at al . aspx Bl ock 1
212.179.21.194 [Israel 147.237.77. 234 |hal ag. i df . i | mﬁtog?rsltig R RS 10 o 5 storage Bl ock 1
194. 114. 146. 227 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
46. 19. 85. 65 I 'srael 147.237.76.42 |refuah.idf.il Unhknown HTTP Request Method Language: in URL he-il, he Bl ock 1
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