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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address |Site |Signature  |Device Action  |Count |
117. 150. 205. 59 Chi na 147.237.76. 199 e.nakchal .idf.il B ack List drop 2
82.80.78. 2 | srael 147.237.77.176 nat pash. i df.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
140. 237. 52. 58 Chi na 147.237.77.216 |dover.idf.il |19791: HITP. WrdPress N-Media PHP File Ul oad B ock 1
140. 237. 52. 58 Chi na 147.237.77.216 |dover.idf.il [22611: HTTP. WérdPress Logi nvél | Fake P ugin Usage B ock 1




08-25-2016-08:04:02 to 08-25-2016-09:04:02

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
66. 249. 93. 66 147.237.76. 42 |Europe refuah.idf.il ET SCAN NVAP -sA (2) 211
66.249. 69. 104  |147.237.76.42 |Wited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 77
77.124.13.93 147.237.77. 216 (I srael dover.idf.il Xenu Link Seuth User Agent 6
163. 172. 238.36 |147. 237. 76. 42 E?';;gom refuah.idf.il ET SCAN Potential SSH Scan 1
37.26.147.151 |147.237.77. 216l srael dover.idf il portscan: TCP D stributed Portscan 1
163. 172. 238.36 |147.237.76. 31 Eimntgec(ijom nakchal . i df . i1 ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147. 237.76. 34 |Nether| ands yohal an. i df .i| ET SCAN NMAP -sS wi ndow 1024 1
133.208.21.66 |147.237.76.39 [Japan nobi | e.neitav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
1 53 4133 147 237 0.3 |\ et nam Cikshov.id il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. 4. . .U, I uv. | N .
Potential Scan or Brute Force
109. 226. 40. 40  |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
88.202. 218. 242 |147.237.77. 216 Eimntgec(ijom dover. i df il portscan: TGP Distributed Portscan 1
193. 201. 225. 138(147. 237. 76. 39 |lkrai ne nobi | e. nei tav.idf.i|ET SCAN Potential SSH Scan 1
193. 201. 225. 138|147. 237. 76. 34 |Wkrai ne yohal an. i df . il ET SCAN NVAP -sS w ndow 1024 1
74.91. 23. 106 147.237.77.234|lnited Sates |halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
100. 66. 235. 143|147 237 0.33  |col ombi i il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . 0. onol a | L .
Potential Scan or Brute Force
66.249. 69. 228 |147.237.77.216|Whited Sates |dover.idf.il portscan: TCP DO stributed Portscan 1
163. 172. 238.36 |147. 237. 76. 44 E;Ir:;cci]om erefuahidi.il  |ET SCAN Potential SSH Scan 1
46. 19. 85. 60 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
163. 172. 238.36 |147. 237. 76. 38 E?';;gom eermitav.id.il |ET SCAN Potential SSH Scan 1
36.72.228.72 147. 237. 76. 199 [l ndonesi a e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
133.242. 4.52 147. 237. 76. 177 |Japan ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5.29. 83. 34 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
123. 206. 85. 139 [147.237.72.14 |China dover.idf.il(od) |ET SCAN NVAP -sS wi ndow 1024 1
91.125.184. 101 |147.237.77.216 E?';;gom dover i df .il Tehila - Perl LWP with fake user agent 1
198. 20. 69. 98 147.237.76.44 |wnited Sates |e.refuah.idf.il ET DRCP Dshi el d B ock Listed Source 1
84.108. 168. 115 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
193. 201. 225. 138|147. 237. 76. 39 |Wkrai ne nobi | e. neitav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
74.91. 23. 106 147.237.77. 234 |Whited Sates |halag.idf.il ET SCAN NMAP -sS wi ndow 3072 1
193. 201. 225. 138|147. 237. 76. 30 |Wkrai ne hi nush. i df . il ET SCAN NVAP -sS w ndow 1024 1
185.56. 80. 144  |147. 237. 77. 121 |Net her | ands e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address ‘Attacker Gountry Target Address |Sig nature Message Devi ce Action |Count
46.19. 85. 108 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 43
40.77.169. 100 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 7
40.77.169. 102 Lhited Sates 147.237.77.176 nat pash. i df . i | dr op SAMrul e drop 6
193.171. 152. 103 Austria 147.237.77.176 nat pash. i df .i | dr op First packet isn't drop 6
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
40.77.169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 5
40.77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 5
193.171. 152. 104 Austria 147.237.77.176 nat pash. i df . il dr op Frst packet isn't drop 3
180. 97. 106. 37 Chi na 147.237.76. 42 refuah.idf.il dr op SAMrul e drop 1
180. 97. 106. 161 Chi na 147.237.77.235 sviva.idf.il drop SAMrul e drop 1
109. 253. 159. 237 I srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
180. 97. 106. 162 Chi na 147.237.77.176 nat pash. i df . i | dr op First packet isn't drop 1
180. 97. 106. 37 Chi na 147.237.76. 86 navy.idf.il dr op SAMrul e drop 1
180. 97. 106. 162 Chi na 147.237.72. 166 aka.idf.il dr op SAMrul e drop 1
109. 253. 221. 125 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
5. 255. 90. 133 Net her | ands 147.237.76. 34 yohal an.idf.il drop drop 1
180. 97. 106. 37 Chi na 147.237.77. 226 wwn chanat z. aka. i df . i | drop SAMrul e drop 1
180. 97. 106. 162 Chi na 147. 237. 76. 147 chinuch. aka.idf.il drop SAMrul e drop 1
180. 97. 106. 37 Chi na 147.237.0.19 nadi matal .idf.il drop SAMrul e drop 1
180. 97. 106. 161 Chi na 147.237.76. 30 hi nush.idf.il dr op SAMrul e drop 1
46.19. 85. 181 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 1
180. 97. 106. 162 Chi na 147.237. 76. 200 eitan. aka.idf.il drop SAMrul e drop 1
180. 97. 106. 37 Chi na 147.237.72. 167 ishurimaka.idf.il drop SAMrul e drop 1
180. 97. 106. 161 Chi na 147.237.77.234 hal ag.idf.il dr op SAMrul e drop 1
64. 16. 214. 100 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
180. 97. 106. 162 Chi na 147.237.77. 170 naar achot . i df .il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.19. 85. 193 I srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 50
140. 237.52.58 [China 147.237.77.216|dover . i df . il Mil ti pl e Unaut hori zed URL Access from 140. 237. 52. 58 B ock 7
140. 237.52.58 |Chi na 147.237.77.216|dover.idf .l Ostributed PHP At tenpt B ock 7
82.81.194. 148 |lIsrael 147.237.77.74 [lawidf.il Unhaut hori zed HTTP Met hod Bl ock 4
66.249. 69. 224  [Israel 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on wawidf.il/error. htm B ock 4
82.81.194.148 [Israel 147.237.77.74 [lawidf.il Ml tipl e Unaut hori zed URL Access from 82.81.194. 148 B ock 3
176.13.229.28 |Israel 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 3
66.249. 69. 224  [Israel 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to wwvidf.il/894-he B ock 1
207.46.13.166 |Wnited Sates |147.237.72.166|aka.idf .il D stributed Wauthori zed URL Access on 147.237.72. 166/ robots. txt |B ock 1
66. 249, 64. 105 | srael 147.237.72. 166 |aka. i df . i | mu;grii;?‘?lﬁbﬁﬁi; :vogi yus/ gener sl . s B ock 1
195. 154. 41. 132 |France 147.237.76.42 |refuah.idf.il Unaut hori zed Method HEAD for 147.237.76. 42/ B ock 1
91.199.60. 254 I srael 147.237. 72. 166 |aka. i df . i | o e o e IO crive. asp Bl ock 1
66.249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237.72.166/ robot s. t xt B ock 1
31.154.81.7 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 1
140. 237.52.58 |Chi na 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to v idf.il/license. php Bl ock 1
66.249. 69.194  |Israel 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/tiznoret/gallery/ B ock 1
204.79.180.5  |[lhited Sates  |147.237.72.166|aka. i df .i | m";&‘;’i' jfe‘jl I')‘ar:;?f/jhﬁf dfe]?;ul (. aspx Bl ock 1
138.134.192. 10 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in URL Bl ock 1
68.180.230. 101 |Wnited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to wa aka. i df il /v tikshuv.idf.il B ock 1
40. 77. 169. 99 Lhited Sates  [147.237.77.216|dover.idf.il Dstributed I11egal Byte Qxde Character in WRL B ock 1
157.55.39.194 |lhited Sates  |147.237.77.216|dover.idf.i | Mil tiple Unhauthorized URL Access from 157.55. 39. 194 B ock 1
82.81.194. 148 [Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to vwwv | aw i df.il/sip_storagel/files/5/ B ock 1
204.79.180. 113 [United Sates  |147.237.72. 166 |aka. i df . i | chaut hor zecl 1 fod mﬁp{g{esl hone. asp Bl ock 1
140. 237.52.58 [China 147.237.77.216|dover . i df . il Admi n Bl ocki ng B ock 1
68.180.230. 171 |lnited Sates  |147.237.77.216|dover.idf .il D stributed Lhaut hori zed URL Access on v i df.il/error. htm B ock 1
167. 220. 232. 104 |Japan 147.237.77.216|dover. i df . il DOstributed I11egal Bite Gbde Character in LRL B ock 1
87.71.28.141 I srael 147.237.72. 167 |i shuri maka. i df . i|untraceabl e SSL Sessi ons: Qpen Mbde None 1
66.249.69. 224 [Israel 147.237.77.216|dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 69. 224 B ock 1
207.46.13.111 |Wited Sates 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to ww tikshuv.idf.il/tenpl ates/ news/ B ock 1
69.171.228.120 [Lnited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error. htm B ock 1
65. 55. 213. 31 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on v i df.il/error. htm B ock 1
91.133.123.231 |Austria 147.237.72. 156 |aman. i df . i | Unt raceabl e SSL Sessions: Qpen Mde None 1
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