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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
120. 132. 50. 135 Chi na 147.237.76. 31 nakchal .idf.il |bl ock-sp-trafl forward 2
42.114.92. 135 Wi et nam 147.237.76. 202 e.halag.idf.il |JJLM Under Attack Con_Tcp dr op 2
54.72.0. 55 Irel and 147.237.77.216 dover.idf.il |TCP handshake violation, first packet not syn drop 1
104. 148. 55. 162 Lhited Sates 147.237.76. 44 e.refuah.idf.il|B ack List drop 1




08-25-2016-07:04:02 to 08-25-2016-08:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry arget Address |Site |Sgnaiure Devi ce Action |Count ‘
195. 74. 38. 15 Sweden 147.237.72.166 |aka.idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 12
136.243.152.18  |Ger many 147.237.72.166 |aka.idf.il C1000074: HITP. naj estic bot Per it 7

41. 185. 31. 40 South Africa 147.237.72.166 |aka.idf.il 5670: HITP. SQ I njection (SALECT) B ock 6
91.219.122. 8 Pol and 147.237.72.166 |aka.idf.il 5670: HITP. SQ I njection (SELECT) B ock 5

195. 74. 38. 15 Sweden 147.237.72.166 |aka.idf.il 5670. HTTP. SQ Injection (SALECT) B ock 5
136.243.152.18 |Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per nirt 2

195. 74. 38. 15 Sweden 147.237.72.166 |aka.idf.il 9785: HITP. SQ Injection (Referer Header) B ock 1
91.219.122.8 Pol and 147.237.72.166 |aka.idf.il 9785. HITP. SQ Injection (Referer Header) B ock 1
94.102. 49. 190 Net her | ands 147.237.76.197 |e.hinush.idf.il [13840: TLS penSSL Heartbeat Packet B ock 1




08-25-2016-07:04:02 to 08-25-2016-08:04:02

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 74. 38. 15 147. 237. 72. 166 |Sweden aka. idf.il A Injection - Select From 20
91.219.122.8 147. 237. 72. 166 |Pol and aka.idf.il SQ Injection - Select Fom 18
41.185. 31. 40 147.237.72. 166 |South Arica [akaidf.il SQ Injection - Select Fom 8
91.227.71.250 |147.237.76.31 |[Israel nakchal .idf.il ][_i()IS:L_RLLES - HITP Request with CPTIONS method to a . doc 2
91.227.71.250 |147.237.76.31 |[Israel nakchal .idf.il WEB- FRONTPACE / _vti _bin/ access 2
59. 100. 214. 202 [147.237.77.19 |Australia | awforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
186. 113, 224. 1031147 237 0.34 0ol onbi & Cikshov.idh il ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5. 255. 90. 133 147.237.76.31 |Netherlands  |nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
133.242.4.52 147.237.8.24 |Japan elifestyle idf.il ET SCAN NVAP -sS wi ndow 1024 1
117.27.240.24  |147.237. 77. 226 |Chi na woawv chanat z. aka. i df.il [ET SCAN Potential SSH Scan 1
93. 115. 96. 31 147.237.76. 34 |France yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.201. 236. 158 |147.237.76. 44 |lkrai ne e.refuah. idf.il ET SCAN NMAP -sS wi ndow 4096 1
91.201. 236. 158 [147.237.76.44 |lkraine e.refuah.idf.il ET SCAN NVAP -f -sS 1
59. 100. 214. 202 |[147.237.77.19 |Australia I awforumidf.il ET SCAN NMAP -sS wi ndow 4096 1
190. 66. 210. 212 [147.237.76.39 |Col onbi a nobi | e. nei tav. i df il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
161 18.13. 208 |147. 237 76. 34 | ol orbi a yohal an.idf i1 ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
124.107.75.14 |147.237.0.33  |Fti i ppines - ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
93. 115. 96. 31 147.237.76. 34 |France yohal an.idf.il ET SCAN NVAP -sS w ndow 3072 1
91.201. 236. 158 |147.237.76. 44 |lkrai ne e.refuah.idf.il ET SCAN NMAP -sS wi ndow 2048 1
91.201. 236. 158 [147.237.76.44 |lkraine e.refuah.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
193. 201. 225. 149(147. 237. 72. 167 |kr ai ne i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1




08-25-2016-07:04:02 to 08-25-2016-08:04:02

|Top Attackers In FW |

Attacker Address |Attacker Gountry |Target Address |Ste |Signature | Message Devi ce Action |Count |
188.73.128. 158 |Russian Federation [147.237.77.233 |atal .idf.il dr op Unexpect ed post SYN packet - RST or SYN expected |[drop 13
40.77.169. 101 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 13
40. 77. 169. 102 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 7
40. 77. 169. 96 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 7
40.77.169. 97 Lhited Sates 147.237.77. 176 |nat pash.idf.il dr op SAMrul e drop 6
40. 77. 169. 102 Lhited Sates 147.237.72. 166 |aka.idf.il dr op SAMrul e drop 4
212.143.142.56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't drop 3
109. 253. 206. 220 |l srael 147.237.72. 166 |aka.idf.il drop First packet isn't drop 2
176. 9. 131. 69 Ger many 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 2
180. 97. 106. 161 |Chi na 147.237.0. 34 tikshuv.idf.il dr op SAMrul e drop 1
5.102. 195. 91 I st ael 147.237.77. 176 |nat pash.idf .i | drop First packet isn't drop 1
188. 73.128. 158 |Russi an Federation [147.237.77.233 |atal .idf.il dr op First packet isn't drop 1
176. 13. 14. 109 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't drop 1
89.248.174. 4 Net her | ands 147.237.76.34 |yoha an.idf.il dr op drop 1
180. 97. 106. 37 Chi na 147.237.0.15 kosher-kravi .idf.il|dr op SAMrul e drop 1
109. 253. 156. 155 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't drop 1
180. 97. 106. 37 Chi na 147.237.72. 156 |anan.idf.il drop SAMrul e drop 1




08-25-2016-07:04:02 to 08-25-2016-08:04:02

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 64. 81. 92 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 104
46.19. 86. 136 I srael 147.237.0.19 |madi matal . idf.i |Suspicious Response Code B ock 12
176.13.7.113  [Israel 147.237.77. 243 |nobi l e. i df . i | fbﬂtt_?Lfﬁ'f’fs\:cﬂ;t/ic‘;;nggaﬂmﬁsjwd tn Bock |5
91.227.71.250 |lsrael 147.237.76.31 |nakchal .idf.il Mil tiple signatures from91.227.71. 250 B ock 3
37.26.147.251 |[israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46. 19. 85. 22 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
91.227.71.250 |[lIsrael 147.237.76.31 |nakchal .idf.il [Miltiple Uauthorized URL Access from 91.227. 71. 250 B ock 2
157.55.39. 110 |uhited Sates |147.237.77.216|dover.idf.i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
80. 230. 220. 134 |[Israel 147.237.77.216|dover. i df .i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
46. 19. 85. 215 I 'srael 147.237.76.42 |refuah.idf.il Abnornal |y Long Request net hod B ock 1
46.121.61.194 |Israel 147.237.76.31 [nakchal .idf.il [Unhauthorized URL Access to 147.237.76. 31/ sip_storage/fil es/ 3/ 1723. pdf |B ock 1
5.22.132.112 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
212.235.53.129 |[lIsrael 147.237.77.216|dover. i df . i | PHP At t enpt B ock 1
157.55.39. 194 |uhited Sates |147.237.77.216|dover.idf.i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
80. 230. 220. 135 |[Israel 147.237.77.216|dover. i df .i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
II'legal HTTP Version __atuvs=57be78e52d55c916000;
46. 19. 85. 215 | srael 147.237.76.42 |refuah.idf.il _pk_id.118. fd1c=1475e8c913910977. 1472100583. 1. 1472100583. 1472 |B ock 1
100583.; pk ses. 118.fdlc=*
188. 73. 128. 158 gz::;”i on 147.237.77.233|atal .idf . il Uhaut hori zed URL Access to 147.237.77. 233/ favi con. i co Bl ock 1
91.227.71.250 |Israel 147.237.76.31 |nakchal .idf.il |Unauthorized HTTP Met hod B ock
66.249.64.118 |[lsrael 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to vy arman. idf.il/robots.txt Bl ock
212.235.53.129 [Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.i|/wp-1ogin. php B ock
157.55.39.194 |Wnited Sates |147.237.77.216|dover. i df .i| mﬁt;‘f"’ﬁ'ﬁ?itg‘ atpico(;ealsit:;)j i ng/ about_our Cour 565, a5p Bock |1
80. 230. 221. 208 |l srael 147.237.77. 216 |dover.i df .i | Dstributed Waut hori zed URL Access on wwidf.il/error. htm B ock 1
46.19. 85. 215 I srael 147.237.76.42 |refuah.idf.il Mal formed URL __ atuve=1 B ock 1
192.118.10.10 |Israel 147.237.77.216|dover. i df .i | Mil ti pl e Wnaut hori zed URL Access from 192. 118. 10. 10 B ock 1
66. 249. 69. 236 |l srael 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobile.idf.il/appl e-app-site-association B ock 1
40. 77. 169. 99 Uited Sates |147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL B ock 1
173. 180. 204. 245|Canada 147.237.72. 166 |aka. i df . i | Mil tiple Wntraceabl e SSL Sessions from 173. 180. 204. 245 (Cpen Mbde) None 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to v i df . il/defaul t.aspx B ock 1
46.19. 85. 215 I srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Met hod 45akynqvj clinj 3a45; in URL __atuvc=1 |B ock 1
204.79.180.251 |lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Method PCST for aka.idf.il/niluindtenpl ates/inner. asp Bl ock 1
138.134.192.10 |Israel 147.237.72. 166 |aka. i df . i | :)L'rigeasll i%’;gegfﬁnz;a;:g;féogcﬁi/ f”m 1V kapat 2/ /1 es#012 Bock |1
66.249.76.106 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df . i|/900- he/ chi nuch. aspx B ock
173. 180. 204. 245|Canada 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - Qpen Mde None 1
212.129.62.79 |France 147.237.76.31 |nakchal .idf.il |Wauthorized URL Access to 147.237.76. 31/ B ock 1
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