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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Signature

Device Action

Count

82.80.78.2 | srael 147.237. 72. 166 aka.idf.il B ack List drop 3
104. 148. 55. 162 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
93. 158. 200. 166 Net her | ands 147.237.76. 34 yohal an.idf.il B ack List drop 1
104. 148. 55. 162 Lhited Sates 147.237.76. 38 e.e.neitav.idf.il B ack List drop 1
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|Top Attackers In IPS|

A tacker Acijtue:]ikre; ’Target Address |Site S gnature

71.180.24.53 |lhited Sates [147.237.76.200|eitan. aka.idf.il C1000074: HITP. maj estic bot Per it 20
185.130.6.49 |Lithuania 147.237.0.19 |nadimatal .idf.il 20086: HTTP. Mii ebl ackcat Security Scanner Bl ock
71.180.24.53 |Uited Sates [147.237.77.74 |lawidf.il C1000074: HITP: maj estic bot Pernirt

m ny- kosher - kravi . i df
Ll

54.83.133.210 |lhited Sates [147.237.72.156|aman. i df.il

93.174.95.106 [Netherl ands 147.237.0. 17 13840: TLS penSSL Heartbeat Packet Bl ock 1

12348: HITP. PHP-O3 Query String Pararmeter Conmand
Injection Vil nerability

185.130.6.49 |Lithuania 147.237.0.19 |madimatal .idf.il 20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
71.180.24.53 |lhited Sates |147.237.72.166|aka.idf.il C1000074: HITP. maj estic bot Per it 1

B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

92.251.97.204 [147.237.77.216|Mlta dover.idf.il Xenu Link Seuth User Agent 2
59. 67. 64. 13 147.237.77. 212 |Chi na e.dover.idf.il G°PL SCAN nmap TCP 2
66.249. 64. 108 |147.237.77.176|Wited Sates |natpash.idf.il ET SCAN NVAP -sA (2) 1
58.218.204. 245 [147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
203.4.240.101 |147.237.0.33 |Austraia idf.il ET SCAN NVAP -sS wi ndow 1024 1
5. 255. 90. 133 147. 237. 77. 212 |Net her | ands e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
179. 223. 142. 160(147. 237.8.28 |Brazil e.nobi | e-ks. i df .il ET SCAN Behavi oral Lhusually fast inbound Tel net Connections, 1
Potential Scan or Brute Force
5. 255. 90. 133 147. 237. 77. 170 |Net her | ands maarachot.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
133.242.3.168 |147.237.76.39 [Japan nobi | e. nei tav. i df.i |[ET SCAN NMAP -sS wi ndow 1024 1
93.115. 96. 31 147.237.76.39 [France nobi | e. nei tav.idf.i [ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 158 |147.237. 72. 166 |krai ne akaidf.il ET SCAN NMAP -sS wi ndow 3072 1
66.249. 64. 124  |147.237.72. 166 |Whited Sates |aka.idf.il ET SCAN NVAP -sA (2) 1
5. 255. 90. 133 147. 237. 77. 233 [Net her | ands atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 130. 6. 49 147.237.0.19 |Lithuania nedi matal .idf.il |ET WEB_SERVER Mui ebl ackcat scanner 1
5. 255. 90. 133 147.237. 77. 178 |Net her | ands enatpash.idf.il |ET SCAN NVAP -sS w ndow 1024 1
133.242.4.52 147. 237. 76. 177 |Japan ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
93. 115. 96. 31 147.237.76.39 |France nobi | e. nei tav. i df.i |[ET SCAN NVAP -sS wi ndow 2048 1
93. 115. 96. 31 147.237.76.39 [France nobi | e. nei tav.idf.i [ET SCAN NVAP -f -sS 1
91.201. 236. 158 |147.237. 72. 166 |Lkr ai ne akaidf.il ET SCAN NMAP -sS wi ndow 4096 1
91.201. 236. 158 |[147.237.0.35 |lkraine akavs. i df .i | ET SCAN NMAP -sS wi ndow 4096 1




08-25-2016-06:04:01 to 08-25-2016-07:04:01

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
40.77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 7
40.77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 4
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
176. 77.118. 203 Russi an Federation 147.237.77. 226 wan chanat z. aka. i df . i | dr op First packet isn't drop 3
176. 9. 131. 69 Ger many 147.237. 76. 147 chinuch. aka.idf.il drop SAMrul e drop 2
40.77. 169. 100 Lhited Sates 147.237.77.176 nat pash. i df . i | dr op SAMrul e drop 2
178. 134. 206. 160 Georgi a 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
180. 97. 106. 161 Chi na 147.237.0. 17 mny-kosher-kravi .idf.il drop SAMrul e drop 1
180. 97. 106. 162 Chi na 147.237.77. 170 naar achot . i df . il dr op SAMrul e drop 1
129. 56. 2. 38 Ngeria 147.237. 0. 200 ndu.idf.il dr op drop 1
180. 97. 106. 161 Chi na 147.237.76. 42 refuah.idf.il dr op SAMrul e drop 1
74.82.47.31 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
212.143.142. 44 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
180. 97. 106. 162 Chi na 147.237.72. 166 aka.idf.il dr op SAMrul e drop 1
89.248.174. 4 Net her | ands 147.237. 76. 148 gqacenter. aka. i df . i dr op drop 1
180. 97. 106. 162 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il dr op SAMrul e drop 1
118. 173. 205. 42 Thai | and 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
40.77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
180. 97. 106. 162 Chi na 147.237.77.74 lawidf.il dr op SAMrul e drop 1
128. 232.110. 28 Uni ted Ki ngdom 147.237.0. 33 idf.il dr op drop 1




08-25-2016-06:04:01 to 08-25-2016-07:04:01

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 86. 136 I srael 147.237.0.19 |nadi matal .idf.i||Suspicious Response Code B ock 13
80.74.116.135 |[Israel 147.237.77.216|dover . i df . il Dstributed Lhauthori zed URL Access on v idf.il/error.htm B ock 5
131.253.25.191 |Uhited Sates |147.237.77.216|dover.idf.il Dstributed Whaut horized URL Access on waw idf.il/error.htm B ock 3
66. 41. 20. 154 Lhited Sates |147.237.76.86 |navy.idf.il Dstributed I11egal Byte Gode Character in Mt hod B ock 1
157.55.39.198 [thited Sates [147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to 147.237. 76. 86/ robot s. t xt B ock 1
66.249. 69. 228 [Israel 147.237.77.216|dover.idf .l Ml tipl e Unaut hori zed URL Access from 66. 249. 69. 228 B ock 1
40.77.169.101 |Whited Sates |147.237.77.216|dover.idf .il Dstributed I11egal Byte Gode Character in LRL B ock 1
180. 97. 106. 161 [Chi na 147.237.76.86 |[navy.idf.il Distributed NLL Character in Mt hod B ock 1
66. 41. 20. 154 Lhited Sates [147.237.76.86 [navy.idf.il Dstributed I11egal Byte Gode Qharacter in URL B ock 1
2.53.131.35 | srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock 1
178. 134. 206. 160|Geor gi a 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for aka.idf.il/giyus/ B ock 1
66.249.69.228 |1 srael 147.237.77. 243|nwbi l e i of 1 [sahortzed UL o oo e- - & 455 ati on B ock 1
40.77.169.103 [thited Sates |147.237.77.216|dover.idf.il Dstributed I11egal Byte Gde Character in URL B ock 1
208.115.111.73 |lhited Sates |147.237.77.216|dover.idf.il Ml tipl e Uhaut horized URL Access from 208. 115. 111. 73 B ock 1
81.218.46.131 |[Israel 147.237.77.216|dover.idf . il D stributed Unaut hori zed LRL Access on waidf.il/error.htm B ock 1
66. 41. 20. 154 Lhited Sates [147.237.76.86 [navy.idf.il Dstributed NILL Character in Method B ock 1
40.77.167.8 Whited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237. 72. 166/ r obot s. t xt B ock 1
180. 97.106. 37 |China 147. 237. 76. 147 |chi nuch. aka. i df . i[Dstributed 111egal Byte Qode Character in Mthod B ock 1
66. 249. 69. 232 | srael 147.237.77.243|nobi l e. i df . i | Ml tipl e Whaut hori zed URL Access from 66. 249. 69. 232 B ock 1
208.115.111.73 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/hal ocham m B ock 1
66. 41. 20. 154 Lhited Sates |147.237.76.86 |navy.idf.il Il1legal Byte Qode Character in Header Nane Bl ock 1
40.77. 169. 99 Lhited Sates 147.237.77.176 rratpash.idf.il Dstributed I11egal Byte Gde Character in LRL B ock 1
180.97.106. 37  [Chi na 147.237. 76. 147 |chi nuch. aka. i df . i|Distributed NULL Character in Mthod B ock 1
66.249. 69. 232 [Israel 147.237.77.243|nobi l e.i df . i | Uhaut hori zed LRL Access to nobile.idf.il/.well-knowV assetlinks.json [B ock 1
66. 41. 20. 154 Lhited Sates |147.237.76.86 |navy.idf.il Abnormal |y Long Request et hod B ock 1
157. 55. 39. 37 Uhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawwidf.il/atal 1/izkor/print_bottomasp |B ock 1
66.41.20.154  |thited Sates |147.237.76.86 |[navy.idf.il I11egal HITP \ersion B ock 1
40.77.169.99  |Wnited Sates |147.237.77.216|dover.idf.il Distributed I11egal Bjte Gode Character in LR Bl ock 1
180. 97. 106. 161 |Chi na 147.237.76.86 |navy.idf.il Dstributed I11egal Byte Qode Character in Mthod B ock 1
66.249.75.64  |Israel 147.237.77. 216 |dover . i df . i | thauit hori zed LRL Aecess Lo Bl ock 1

147.237.77. 216/ 1133- 19369- he/ i df gdover . aspx
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