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08-25-2016-05:04:01 to 08-25-2016-06:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  [Count |
197.131. 182. 246 Mor occo 147.237.77. 216 dover.idf.il TAP Scan (vertical) drop 212

104. 148. 55. 162 Lhited Sates 147.237.76. 34 yohal an. i df .il B ack List dr op 1

39.119. 76. 123 Korea, Republic of 147.237. 76. 38 eeneitav.idf.il B ack List drop 1

124.141. 37. 42 Japan 147.237.76. 201 e atal.idf.il B ack List drop 1
82.80.78.2 | srael 147.237.76. 86 navy.idf.il B ack List drop 1

185.94. 111. 1 Russi an Federation 147.237. 76. 147 chi nuch. aka.idf.il B ack List drop 1

93. 158. 200. 166 Net her | ands 147.237.76. 34 yohal an.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
46. 4.116. 197 Ger many 147.237.77. 216 dover.idf.il CL000074: HTTP. naj estic bot Per mit 81
46.4.116. 197 Ger nany 147. 237. 76. 86 navy.idf.il C1000074: HITP. maj estic bot Per nit

46. 4. 116. 197 Ger many 147. 237. 76. 200 eitan.aka.idf.il C1000074: HTTP. maj estic bot Per it




08-25-2016-05:04:01 to 08-25-2016-06:04:01

|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Country

Signature

46.227.67.172 147.237.77. 216 Sweden dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.227.67.172 147.237.77. 178 Sweden e. nat pash. i df .i| ET SCAN NMAP -sS wi ndow 1024 1
201. 238. 202. 219 147.237.0. 34 Gile ti kshuv. i df.il ET SCAN NMAP -sS w ndow 1024 1
197. 131. 182. 246 147.237.77. 216 Mbr occo dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
133.242. 3. 168 147. 237.76. 148 Japan ggcenter. aka. i df . il ET SCAN NVAP -sS w ndow 1024 1
125, 212. 233. 35 147. 237. 76. 197 Mi et nam e. hi nush. i df .i | ET SCAN Potential SSH Scan 1
125. 212. 233. 35 147.237.0. 33 M et nam idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 147.237.0.34 Wkrai ne tikshuv.idf.il ET SCAN NVAP -sS wi ndow 3072 1
66. 249. 66. 15 147.237.77. 170 Lhited Sates n@ar achot . i of .i ET SCAN NVAP -sA (2) 1
46.227.67.172 147. 237. 77. 205 Sweden prishaidf.il ET SCAN NVAP -sS wi ndow 1024 1
201. 238. 202. 219 147.237.0.19 Gile madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
133. 242. 3. 168 147. 237. 77. 205 Japan prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
133. 208. 21. 66 147. 237. 0. 200 Japan mdu. i df il ET SCAN NMAP -sS wi ndow 1024 1
125. 212. 233. 35 147.237.0. 35 Mi et nam akave. i df il ET SCAN Potential SSH Scan 1
103. 207. 38. 14 147. 237. 76. 196 Mi et nam e.svivaidf.il ET SCAN NMVAP -sS w ndow 1024 1
91. 201. 236. 158 147.237.0. 34 Wkrai ne tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Oount
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 18
40.77.169. 98 Lited Sates 147.237.72. 166 aka.idf.il drop SAMrul e drop 8
109. 65. 137. 60 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 8
40. 77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 7
40.77.169. 98 Lited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 6
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 4
185. 6. 18. 111 Pal estinian Territory, Qrcupied 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 3
185.6.18.111 Pal estinian Territory, Qcupi ed 147.237.77. 176 nat pash. i df . il dr op Frst packet isn't SN drop 3
68. 180. 229. 230 Lhited Sates 147.237.77.74 lawidf.il drop First packet isn't SYN drop 2
89.248.174. 4 Net her | ands 147.237.0.35 akaws. i df . il drop drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Acti on ‘Count
180. 97. 106. 37 |Chi na 147.237.0.34 |tikshuv.idf.il NLLL Character in Method B ock 1
157.55.39. 132 [Wnited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
46.117.60.64 |Israel 147.237.0.19 [madimatal .idf.il Suspi ci ous Response Code B ock 1
180. 97. 106. 161 |Chi na 147.237.72. 156 |anan. i df . i | Dstributed NLL Character in Mt hod B ock 1
. . . Mitiple Illegal Byte Gode Character in Mthod from
180. 97. 106. 37 [Chi na 147.237.77. 176 |nat pash. i df . i | 180. 97. 106. 37 B ock 1
180. 97. 106. 37 |Chi na 147.237.0.15 |kosher-kravi.idf.il Mil tiple NALL Character in Method from 180. 97. 106. 37 B ock
66.249.76.77 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
) ww\. chamat z. aka. i df . )
40.77. 167. 16 Lhited Sates 147.237.77. 226 i Uhaut hori zed URL Access to 147.237.77. 226/ robot s. t xt Bl ock 1
180. 97. 106. 37 |Chi na 147.237.77.234|hal ag. i df . il Mil tiple NULL Character in Method from 180.97. 106. 37 B ock 1
180. 97. 106. 37 [Chi na 147.237.72. 167 )i shurimaka.i df .i | Dstributed I11egal Byte Qode Character in Mthod B ock 1
) . . [Uhaut hori zed URL Access to
157.55.39.173 |lhited Sates |147.237.0.16 |ny-kosher-kravi.idf.il v ny- kosher -kravi i df i 1/ obot s. £ xt B ock 1
) . . Unhaut hori zed Met hod PCST for
50.174.62.79 |lnited Sates |[147.237.72.166|aka.idf.il v aka. i df i 1/ mai n/ home/ def aul t . aspx B ock 1
180. 97. 106. 162 |Chi na 147.237.76.200(ei tan. aka. i df . il Dstributed 111egal Byte Gode Character in Mthod B ock 1
180. 97. 106. 37 |Chi na 147.237.77. 176 |nat pash. i df . i | Mil tiple NULL Character in Method from 180.97. 106. 37 B ock 1
180. 97. 106. 37 [China 147.237.0.19 |nadimatal .idf.il Illegal Byte Qode Character in Mthod B ock 1
73.22.155.10 |lnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to waw i df.il/newsitel english/ B ock 1
40.77.169.99 |lhited Sates [147.237.77.216|dover.idf.il DOstributed I11egal Byte Gde Character in LRL B ock 1
180. 97. 106. 37 [China 147.237.77.235|sviva.i df . i | Dstributed I11egal Byte Qode Character in Mthod B ock 1
180. 97. 106. 37 |Chi na 147.237.72. 167|i shurimaka.idf . il Dstributed NILL Character in Mt hod B ock 1
157.55.39. 194 |Uhited Sates [147.237.77.216|dover.idf.il Dstributed Lhaut hori zed UR. Access on wwvidf.il/error. htm B ock 1
180. 97. 106. 162 |Chi na 147.237.76.200|ei tan. aka. i df . i | Dstributed NULL Character in Mt hod B ock 1
50.189.191. 120 |thited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-en/idf gdover.aspx |B ock 1
ww\. chanat z. aka. i df .
180. 97. 106. 37 |Chi na 147.237.77. 226 il Ostributed |11egal Byte Gde Character in Mthod B ock 1
180. 97. 106. 37 |Chi na 147.237.0.19 |madimatal .idf.il NULL Character in Method B ock 1
157.55.39.7 Lhited Sates [147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/14-he B ock 1
40.77.169. 101 |Lhited Sates |147.237.77.176 (nat pash.idf.il Dstributed I11egal Byte Gode Character in LR B ock 1
180. 97. 106. 37 |Chi na 147.237.77.235|sviva.idf . il Dstributed NALL Character in Mt hod B ock 1
180. 97. 106. 37 |Chi na 147.237.76.30 |hi nush.idf.il Dstributed 111egal Byte Gode Character in Mthod Bl ock 1
) . . Unaut hori zed URL Access to
157.55.39. 194 |lhited Sates [147.237.77.216|dover.idf.il ww i df i 1/at al 1/ Zkor/ print_bot t om asp B ock 1
203.76.120. 30 |Bangl adesh 147.237.77.216|dover.i df . il D stributed Lhaut hori zed URL Access on wawidf.il/error. htm B ock
64.58.225.116 |lnited Sates |147.237.77.216|dover.idf.il SSL Lhtraceabl e Connection - Lhsupported d pher None 1
www. chanat z. aka. i df .
180. 97. 106. 37 |Chi na 147.237.77. 226 i Dstributed NLL Character in Mt hod B ock 1
180. 97. 106. 37 [Chi na 147.237.0.34 |tikshuv.idf.il Illegal Byte Gde Character in Method B ock 1
157.55.39.37 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wan i df.il/error. htm B ock 1
40.77.169.103 |whited Sates |147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL B ock 1
180. 97. 106. 161 |Chi na 147.237.72. 156 [anan. i df . i | Dstributed 111egal Byte Gode Character in Mthod Bl ock 1
180. 97. 106. 37 |Chi na 147.237.76.30 |hi nush.idf.il Dstributed NULL Character in Mt hod B ock 1
180. 97.106. 37 |chi na 147.237.0.15  |kosher-kravi.idf.il  [MtiPle!llegal Byte Gde Graracter in Method from Bl ock 1
180. 97. 106. 37
207.46.13.25 |nited Sates [147.237.0.34 |ti kshuv.idf.il tnaut hor i zed URL Access to . Bl ock 1
v ti kshuv. i df . i | /tenpl at es/ event s/ events. i n. aspx
. . Unaut hori zed URL Access to
66.249.75.64 [l srael 147.237.77. 216 |dover. i df . il 147.237. 7. 216/ 1133- 21515- he/ i df gdover . aspx Bl ock 1
. . . Mitiple Ill1egal Byte Gode Character in Method from
180. 97. 106. 37 |Chi na 147.237.77.234|hal ag. i df . i | 180. 97. 106. 37 B ock 1
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