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08-25-2016-04:04:00 to 08-25-2016-05:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address | site |Signature  |Device Action  |Count |
104. 148. 55. 162 Lhited Sates 147.237. 76. 148 gocenter. aka.idf.il B ack Li st drop 1
89. 248. 168. 21 Net her | ands 147.237.76. 34 yohal an. i df .i | B ack List dr op 1
185.94.111.1 Russi an Federation 147.237.76. 34 yohal an.idf.il B ack List drop 1
104. 148. 55. 162 Lhited Sates 147.237.76. 30 hi nush. i df.il B ack Li st dr op 1
104. 148. 55. 162 Lhited Sates 147. 237. 76. 147 chi nuch. aka.idf.il B ack Li st drop 1
66. 240. 192. 138 Lhited Sates 147. 237. 76. 147 chi nuch. aka.idf.il B ack Li st drop 1




08-25-2016-04:04:00 to 08-25-2016-05:04:00

|Top Attackers In IPS|

At tacker At acker .
count ry ’Target Address |Site S gnature

217.37.125.121 |United Kingdom |147.237.77.74 (lawidf.il |5670: HITP. SQ Injection (SELECT) B ock 6
66. 240. 236. 119 [Lhited Sates  |147.237.76.202|e. hal ag. i df . i{13840: TLS: (penSSL Heartbeat Packet Bl ock
52 39,51 60 Uited Sates 147.237.76.86 |navy. i df .| \15|3::abl—n‘n>i ”ty PHP-O3 Query String Paraneter Command |njection B ock 1




08-25-2016-04:04:00 to 08-25-2016-05:04:00

|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
217.37.125.121 |147.237.77.74 LKJ?ir:;gom lawidf.il S Injection - Select From 8
139. 162. 13. 205 [147.237.8.27 |S ngapore e.madi matal .idf.il SEWERAPAO_E Apac.he mod_ssl - non- S8 connection to SS. 1
port denial of service attenpt
131. 0. 96. 194 147.237.76. 198 |Rrazi e.yohal an.idf.il ET SCAN Potential SSH Scan 1
201.238. 202. 219|147.237.8.46 |Gile e. chinuch. i df .il ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 76. 148 |Chi na ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0.17 |China mny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
180.97.75.130 [147.237.8.45 |China e.eitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
177, 150, 146. 152|147, 237 77. 216 |Brasi dover i df il ET SISAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
133.242.3.168 |147.237.76. 176 [Japan test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
129. 56. 2. 38 147.237.77.170|N geria maar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
203. 4.240.101 |147.237.76. 201 |Australia e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
201.238.202. 219|147.237.8.27 |Giile e.madimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
180.97.75.130 |147.237.8.24 |China elifestyleidf.il ET SCAN NMAP -sS wi ndow 1024 1




08-25-2016-04:04:00 to 08-25-2016-05:04:00

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
223.27.251. 244 Thai | and 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 18
40.77.169. 98 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 13
40. 77. 169. 102 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 8
212. 143.142.56 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 5
40.77.169. 102 Lhited Sates 147.237.77.176 nat pash. i df .i | dr op SAMrul e drop 4
40. 77. 169. 96 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 4
185. 120. 125. 111 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 1
216. 218. 206. 80 Lhited Sates 147.237.0. 33 idf.il drop drop 1
61.136. 195. 22 Chi na 147.237.0. 33 idf.il drop drop 1
89.248.174. 4 Net her | ands 147.237. 0. 200 mu. i df.il dr op drop 1




08-25-2016-04:04:00 to 08-25-2016-05:04:00

|Top Attackers In V\AF|

At acker

Devi ce

count ry ‘Target Address |Site Sgnature Acti on ‘Count
95.35.161.57 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 3
157.55.39. 194 |lhited Sates |147.237.77.216|dover.idf .il Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock 2
82. 166. 240. 204 |l srael 147.237.0.19 [madi matal .idf.il Suspi ci ous Response Code B ock 2
157.55.39.194 |Whited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwnidf.il/error.htm B ock 2
66. 249. 69. 224 |l srael 147.237.77. 216 |dover . i df . i | Ml tiple Uhauthorized URL Access from 66. 249. 69. 224 B ock 2
180. 97. 106. 37 |China 147.237.76.39 |nobile.neitav.idf.il |Ostributed Illegal Byte Qode Character in Mthod B ock 1
. . Unaut hori zed URL Access to
66.249.75.68 [l srael 147.237.77. 216 |dover. i df .il 147.237. 7. 216/ 1133- 21147- he/ i df gdover . aspx B ock 1
W chamat z. aka. i df Unaut hori zed URL Access to
66. 249. 64. 147 |Israel 147.237.77.226 . ’ ’ ’ wn chanat z. aka. i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper |B ock 1
: /
180. 97. 106. 37 |Chi na 147.237.76.39 |nobile.neitav.idf.il |Dstributed NILL Character in Mthod B ock 1
180. 97. 106. 37 |Chi na 147.237.77.74 [lawidf.il Mitiple Illegal Byte Qode Character in Method from 180.97.106. 37 [B ock 1
m ny- kosher-kravi .id
180. 97. 106. 37 |Chi na 147.237.0. 17 f Inly Il1egal Byte Gode Character in Mthod B ock 1
. . Unaut hori zed URL Access to
66.249. 75. 8 I srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl e/ 1. hel | angstyl e. css B ock 1
180. 97. 106. 37 |Chi na 147.237.77.74 |lawidf.il Mil tiple NILL Character in Method from 180. 97. 106. 37 B ock
120. 27.115.58 |China 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for aka.idf.il/main/ hone/ defaul t.aspx |B ock
40.77.169.97 |Wited Sates [147.237.77.216|dover.idf.il DOstributed I11egal Byte Gde Character in LRL Bl ock 1
m ny- kosher-kravi .id
180. 97. 106. 37 |Chi na 147.237.0. 17 f Inly NULL Character in Method B ock 1
. . Unaut hori zed URL Access to
66.249.75.16 |l srael 147.237.76.42 [refuah.idf.il 147, 237, 76. 42/ shar edl ¢l | ent scri pts/j query/j query-ti .| s B ock 1
157.55.39.37 |lhited Sates |147.237.77.216|dover.idf .il Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock
40.77.169.101 |lLnited Sates |147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL B ock
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