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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site

Signature Device Action |Count
222.186. 21. 95 Chi na 147.237. 76. 196 e.sviva.idf.il JLMPurple Gon Limt Htp drop 1
124.190. 29. 170 Australia 147.237.76. 38 e.e.neitav.idf.il |Back List dr op 1
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|Top Attackers In IPS|

At tacker At acker .
count ry ’Target Address |Site ’Sgnature

88.198. 16. 153 |Ger nany 147.237.77. 216 |dover.i df . i

C1000074: HITP. naj estic bot

52.50.60.62  |ireland 147.237.72. 166 |aka. i df . i | ;ff:gabmz, PHP-C3 Query String Parameter Command I njection B ock 1

Permt 2
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

202. 155. 58. 28 147. 237. 76. 199 I ndonesi a e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
133.242.4.52 147.237.77. 226 Japan v chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
133. 208. 21. 66 147. 237. 76. 198 Japan e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
129. 56. 2. 38 147.237.77.179 Ngeria e mazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66. 249. 93. 137 147.237.77. 233 Eur ope atal .idf.il ET SCAN NVAP -sA (2) 1
8. 26. 94. 207 147.237.0. 34 Canada tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5. 255. 90. 133 147.237.0. 19 Net her | ands madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
180. 97. 75. 130 147. 237. 8. 46 Chi na e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
133. 242. 3. 168 147. 237. 76. 202 Japan e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
129. 56. 2. 38 147.237.77. 235 Ngeria svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
66. 249. 93. 140 147.237.77. 233 Eur ope atal.idf.il ET SCAN NVAP -sA (2) 1
46.172. 71. 251 147. 237. 76. 196 krai ne esvivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
5. 255. 90. 133 147. 237. 8. 46 Net her | ands e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Count
40. 77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 14
40.77.169. 98 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 9
176. 13. 18. 63 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 6
84. 95. 208. 20 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 5
157. 55. 39. 110 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
141.212.122. 28 Lhited Sates 147.237.76. 148 gacenter. aka. i df.il dr op drop 1
141. 212. 122. 29 Lhited Sates 147.237.76. 148 gacenter. aka. i df.il drop drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
82. 205. 106. 236 Pal estinian Territory, Qcupied 147.237.77.176 nat pash. i df .i | drop Frst packet isn't drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry Target Address |[Site S gnature Action ‘Count
84.95.208.20 |lsrael 147.237.77.216|dover. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 96
84.95.208.20 |Israel 147.237.76.200|ei t an. aka. i df . iiMil ti pl e Whaut hori zed URL Access from 84. 95. 208. 20 B ock 84
84.95.208.20 |lsrael 147.237.77.233|atal .idf . il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 8
84.95.208.20 |lsrael 147.237.77.233|atal .idf.il PHP At enpt B ock 6
207.46.13.34 |Lhited Sates  [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 2
84.95.208.20 |[Israel 147.237.77. 216 |dover.i df .i | O stributed PHP At tenpt B ock 2
113.91.125.90 |China 147.237.77. 176 |mat pash. i df . i | |Mil tipl e Unauthorized URL Access from 113.91. 125. 90 B ock 1
66.249.76.75 |lsrael 147.237.72. 166 [aka. i df . i | D stributed Waut hori zed URL Access on 147.237. 72. 166/ B ock 1
40.77.169.101 |wited Sates  [147.237.77.216|dover.idf .il Dstributed I11egal Byte Gode Character in URL B ock 1
66.249. 69. 224 |lsrael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 69. 224 B ock 1
139. 162. 13. 205 |S ngapore 147.237.76.31 |nakchal .idf.il |Illega Byte Gode Character in Mthod B ock 1
66.249.76.77 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
46. 4.15. 197 Ger many 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for waw aka. idf.il/mai n/ hone/ defaul t.aspx |B ock 1
66.249.75.24 |Israel 147.237.76.42 |refuah.idf.il |Wauthorized URL Access to 147.237.76. 42/ sip_storagel fil es/ 2/ 3142. | pg |B ock 1
139. 162. 13. 205 |S ngapore 147.237.76.31 |nakchal .idf.il [NULL Character in Mt hod B ock 1
84.95.208.20 |lsrael 147.237.72. 166 |aka. i df . i | PHP At enpt B ock 1
66.249.64.41 |Israel 147.237.72. 166 |aka. i df . i | ﬂ?‘.’tzg‘;r?;dléggxsgffotrz i aspl showf or um asp Bl ock 1
66.249.75.64 |Israel 147.237.77. 216 |dover i df i1 [0 PO Z00 LR AOCOSS 10 cover aspx Bl ock 1
40.77.169.97 |lhited Sates  |147.237.77.216|dover.idf.il [Dstributed I11egal Byte Qde Character in LR B ock 1
157.55.39.24 |thited Sates  |147.237.72.166|aka.idf.il Unknown Par anet er pagenumin aka.idf.il/chanat z/ f ag/ def aul t. asp None 1
66.249. 64.56 |lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1245-he/ atal . aspx B ock 1
113.91.125.90 |China 147.237.77. 176 |mat pash. i df . i | |Dstributed P A tenpt B ock 1
66.249.75.75 |lIsrael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ 1129- he/ dover . aspx B ock 1
40.77.169.99 |Uhited Sates 147.237.77. 176 |mat pash. i df . i | |DOstributed I11egal Byte Gode Character in LR B ock 1
157.55.39.24 |lhited Sates  |147.237.72.166|aka.idf.il Unknown Paranet er pagenumin aka.idf.il/chi nuch/gal | ery/ None 1
66.249.64.60 |lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1243-he/ at al . aspx B ock 1
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