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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Site Signature Device Action Count
185.94.111. 1 Russi an Federation 147.237.76. 39 nobi | e.nei tav.idf.il B ack List drop 1
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|Top Attackers In IPS|

At t acker At t acker .
count ry ’Target Address |Site Sgnature

185.130.6.49 |Lithuania 147.237.76. 200 |ei t an. aka. i df . i{20086: HTTP. Mii ebl ackcat Security Scanner B ock 5

54.83.133.210 [lhited Sates  |147.237.72.166 |aka. i df .i | 12348: HITP. PHP-G3 Query String Parameter Command Injection B ock 1
WUl nerability

54.83.133.210 |thited Sates  [147.237.77. 176 |mat pash. i df . | 12348 HTTP: PHP-G3 Query String Paraneter Command | nj ection B ock 1
Wl nerability

185.130.6.49 [Lithuani a 147. 237.76. 200 |ei t an. aka. i df . |20085: HITP. M ebl ackcat Security Scanner Initial Request Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker CGountry |Ste Signature

144. 130. 51. 201 147.237.0. 34 Australia tikshuv.idf.il ET SCAN Potential SSH Scan 2
144.130. 51. 201 147.237.0. 16 Australia ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 2
202. 155. 58. 28 147.237.76.200 |l ndonesi a eitan aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 224. 160. 106 147.237.0. 33 Net her | ands idf.il ET SCAN Potential SSH Scan 1
201.238.202.219 [147.237.72.167 |Gile i shuri maka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
84. 95. 208. 20 147.237.72.166 |lsrael akaidf.il portscan: TCP D stributed Portscan 1
185. 130. 6. 49 147.237.76. 200 |Lithuani a eitan aka.idf.il ET WEB SERVER Mui ebl ackcat scanner 1
58. 218. 204. 245 147.237.0.33 Chi na idf.il ET SCAN Potential SSH Scan 1
144. 130. 51. 201 147.237.0.200 |Australia rdu. i df i | ET SCAN Potential SSH Scan 1
50. 84. 213. 146 147.237.77.205 |lLhited Sates prisha.idf.il ET SCAN NVAP -f -sS 1
222.186.134.243 [147.237.76.176 |China test.ncore.idf.il ET SCAN Potential SSH Scan 1
144. 130. 51. 201 147.237.0. 15 Australia kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
222.186. 134. 243 |147.237.76. 30 Chi na hi nush. i df . i | ET SCAN Potential SSH Scan 1
129.56. 2. 38 147.237.72.156 [Ngeria anan.idf.il ET SCAN NVAP -sS w ndow 1024 1
222.186.134. 243 |147.237.0. 34 Chi na tikshuv. i df.il ET SCAN Potential SSH Scan 1
115. 47. 12. 162 147.237.77.216 |China dover.idf.il ET SCAN Potential SSH Scan 1
222.186.134. 243 |147.237.0.16 Chi na ny- kosher - kravi .i df il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237.76. 30 Net her | ands hi mush. i df . i | ET SCAN Potential SSH Scan 1
201.238.202.219 |147.237.76.202 |Gile e.halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 224. 160. 106 147.237.0.19 Net her | ands madi matal .idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147.237.76.148 |lLhited Sates ggcent er . aka. i df . i | ET DRCP Dshi el d B ock Li sted Source 1
58. 218. 204. 245 147.237.76. 31 Chi na nakchal . i df il ET SCAN Potential SSH Scan 1
174.127.121. 73 147.237.77.235 |Lhited Sates svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
50. 84. 213. 146 147.237.77.205 |lhited Sates prisha.idf.il ET SCAN NVAP -sS w ndow 2048 1
144. 130. 51. 201 147.237.0. 35 Australia akaws. i df il ET SCAN Potential SSH Scan 1
8. 26.94. 207 147.237.77.205 |Canada prishaidf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186.134. 243 [147.237.77.233 |China atal.idf.il ET SCAN Potential SSH Scan 1
222.186.134. 243 |147.237.76.147 |China chi nuch. aka.i df . i1 ET SCAN Potential SSH Scan 1
133. 208. 21. 66 147.237.72.166 |Japan akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186.134. 243 |147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
128.199. 172. 199 |147.237.77.176 |S ngapore mat pash. i df .i | ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
222.186.134. 243 |147.237.0.17 Chi na mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
115. 47. 12. 162 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
212. 143.142.56 | srael 147.237.77.216 dover.idf.il drop First packet isn't SN drop 6
40.77.169. 100 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 3
40. 77. 169. 98 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 1
141.212.122. 26 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
141.212.122. 27 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
63. 139. 123. 66 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 1
128. 232. 110. 28 Uni ted Ki ngdom 147.237.0. 35 akaws. i df .il drop drop 1
129.56. 2. 38 N geria 147.237.0. 35 akaws. i df .il dr op drop 1
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|Top Attackers In V\AF|

Devi ce

At acker

country Target Address |[Site Sgnature Action ‘Count

84.95.208.20 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 Bl ock 133
84.95.208.20 |[Israel 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 105
109. 65. 92. 121 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 25
84.95.208.20 |lsrael 147.237.77. 226 V\:ArN chamat z. aka. i df Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 25
84.95.208.20 |[Israel 147.237.77. 216 |dover.i df .i | Distributed PHP Attenpt B ock 13
84.95.208.20 |lsrael 147.237.77. 226 V\:V\rN chamat z. aka. i df PHP At t enpt B ock 10
84.95.208.20 |[Israel 147.237.77.233|atal .idf.il Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 8
84.95.208.20 [Israel 147.237.76.200(ei tan. aka. i df . il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 5
84.95.208.20 |lsrael 147.237.72. 166 |aka. i df . i | PHP Att enpt Bl ock 5
84.95.208.20 |Israel 147.237.76.86 |[navy.idf.il Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 5
84.95.208.20 |Israel 147.237.77.234|hal ag.i df . il Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 4
84.95.208.20 |lsrael 147.237.0.15 |kosher-kravi.idf.il Mil tipl e Unhaut horized URL Access from 84.95. 208. 20 B ock 3
84.95.208.20 |Israel 147.237.77.233|atal .idf.il PHP Attenpt B ock 3
84.95.208.20 [Israel 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 3
40.77.169.99 |lhited Sates [147.237.77.216|dover.idf.il Ostributed I11egal Byte Gde Character in LRL Bl ock 2
157.55.39.37 |Wited Sates |[147.237.77.216|dover.idf.il Distributed Unaut hori zed URL Access on wawidf.il/error. htm Bl ock 2
84.95.208.20 |Israel 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 2
84.95.208.20 |Israel 147.237.77. 226 V\:ArN chamat z. aka. i df m”m;’;;tz;d aka'i dﬁcclels/st etn?pl ot es/ horepagel di v. | tem B ock 1
84.95.208.20 |Israel 147.237.76.86 |[navy.idf.il PHP At t enpt Bl ock 1
157.55.39. 182 |lhited Sates |[147.237.72.166|aka.idf.il Uhknown Paraneter scrollto in aka.idf.il/chinuch/gallery/ None 1
85. 250. 40. 229 |l srael 147.237.77. 176 |nat pash. i df . i | PHP At t enpt B ock 1
84.95.208.20 |[Israel 147.237.72. 156 [aman. i df . i | PHP At tenpt B ock 1
66.249.64.58 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |B ock 1
157.55.39. 194 [Wnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/1283-16648-en/ dov B ock 1
84.95.208.20 |[Israel 147.237.0.15 |kosher-kravi.idf.il PHP At tenpt B ock 1
40.77.169.101 |lhited Sates |147.237.77.216|dover.idf.il Dstributed |l1egal Byte Gode Character in URL B ock 1
85. 250. 40. 229 [l srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/wp-1ogin. php B ock 1
84.95.208.20 |israel 147.237.77. 216 |dover . i df . i | mult Qforl' Izletderrlﬁ_afgg/el‘snjmte;age/ o1 vi k. pho B ock 1
109. 67. 24. 244 |Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66. 249. 69. 224 |Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wwwidf.il/atal 1/izkor/viewiny. asp |B ock 1
84.95.208.20 |Israel 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt Bl ock 1
157.55.39.229 |Uhited Sates [147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/brothers/skira/default.asp [None 1
40.77.169. 103 [Lhited Sates [147.237.77. 176 |nat pash. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 1
89. 138. 108. 209 [l srael 147.237.77. 216 |dover.i df .i | Distributed PHP Attenpt B ock 1
66.249.75.8 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt Bl ock 1
84.95.208.20 |[Israel 147.237.0.34 |tikshuv.idf.il PHP Attenpt B ock 1
157.55.39.229 |lhited Sates |[147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/nain/drushindinfo. aspx None 1
40.77.169.103 |lhited Sates [147.237.77.216|dover.idf.il Ostributed I11egal Byte Gde Character in LRL Bl ock 1
89. 138. 108. 209 |l srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wwu i df.il/wp-1ogin. php B ock 1
157.55.39.37 [Wited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/error.htm B ock 1
66. 249. 76. 106 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/main/rabanut/62312 |B ock 1
40.77.169.97 |Uhited Sates |147.237.77.216|dover.idf.il Dstributed |l1egal Bte Gode Character in URL B ock 1
84.95.208.20 |Israel 147.237.77.234|hal ag.i df . il PHP At t enpt Bl ock 1
84.95.208.20 |lsrael 147.237.72. 156 |anan. i df . i | Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 1
207.46.13.56 |Uhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
104, 35. 118. 238 [United Sates 147, 237. 72. 166 |aka. i df . i | m“;:;'ii jfe(f I'\lkr:a??:/jhzcng dfef;u“_aspx Bl ock 1
65.55.213.27 |lhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wawwidf.il/error. htm B ock 1
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