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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
168. 235. 207. 19 Lhited Sates 147.237.77. 216 dover.idf.il |JLM Under Attack _Con Htp drop 3
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount

51. 255. 65. 32 France 147.237.77. 234 hal ag.idf.il |Cl000146: HITP: AnhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |9te |Signature |Count |
91. 125. 184. 101 147. 237.77. 176 Uhi ted Ki ngdom nat pash. i df . i | Tehila - Perl LWP with fake user agent 2
183. 60. 48. 25 147.237.0. 35 Chi na akavs. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
133.242.4.52 147.237.77.121 Japan e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
133.242. 3. 168 147. 237.72. 217 Japan eidf.il ET SCAN NVAP -sS w ndow 1024 1
87. 69. 160. 127 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
183. 60. 48. 25 147. 237. 76. 202 Chi na e halag.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
183. 60. 48. 25 147. 237.76. 42 Chi na refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
133.242.4.52 147.237.77.234 Japan hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
133. 242. 3. 168 147.237.77. 235 Japan sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
133. 208. 21. 66 147.237.77. 212 Japan e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
88.249. 106. 23 147. 237. 76. 147 Tur key chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
46.172. 71. 251 147. 237.8. 28 Wkrai ne €. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
201. 238. 202. 219 147. 237. 77. 205 Ghile prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
168. 235. 207. 19 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't SN drop 126
5.2.234.171 Romani a 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 13
188. 161. 51. 248 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 12
40. 77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 8
82.72.123. 37 Net her | ands 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 7
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 4
176. 67.59. 210 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 3
107.170. 101. 214 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 2
185. 108. 25. 33 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 2
31.13.102. 117 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 2
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't SN drop 2
176. 67. 59. 210 Pal estinian Territory, Qcupi ed 147.237.77. 176 nat pash. i df . i | drop First packet isn't SYN drop 2
31.13.102. 126 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 2
49. 145. 208. 40 Phi li ppi nes 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
129. 56. 2. 38 Ngeria 147.237.0. 33 idf.il drop drop 1
31.13.102. 118 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
202. 155. 58. 28 | ndonesi a 147.237.76. 34 yohal an.idf.il |drop drop 1
66. 249. 65. 50 | srael 147.237.0. 33 idf.il drop drop 1
212.76.110. 202 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

count ry ‘Target Address |Site Sgnature Acti on ‘Count
131. 253.27. 150 [Whited Sates [147.237.77.216|dover.idf.il Distributed Wauthorized URL Access on waw idf.il/error. htm Bl ock 4
66. 249. 69. 224 |l srael 147.237.77. 216 |dover . i df . i | Ml tiple Lhauthorized URL Access from 66. 249. 69. 224 B ock 4
131. 253.27. 105 |Lhited Sates [147.237.77.216|dover.idf.il Distributed Uhaut hori zed URL Access on waw idf.il/error. htm B ock 4
40.77.169.101 |Wnited Sates |147.237.77.216|dover.idf.il DOstributed I11egal Byte Gde Character in WRL B ock 3
. . Uhaut hori zed URL Access to
5.29.164.247 |Israel 147.237.77.234|hal ag. i df . i | ww | ogi sti cs. atal i df .1 1/si ze100x0/ si p st orage Bl ock 2
66.249.76.75 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
46.19.85.105 |lIsrael 147.237.77.216|dover. i df .i | D stributed Uhaut hori zed LRL Access on waw idf.il/error. htm B ock 1
) nobi | e. nei tav.idf.i ) i )
180. 97. 106. 162 |Chi na 147.237.76. 39 | Untraceabl e SSL Sessions: Protocol violation (SSL_CONN CLIENT_ HHLQ [None 1
84.229.38.15 |Israel 147.237.77.216|dover. i df . i | D stributed Uhaut hori zed URL Access on wawn idf.il/error. htm B ock 1
. . . Uhaut hori zed URL Access to
66. 249. 69. 228 |l srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1877 Bl ock 1
) . . Unhaut hori zed Met hod PCST for
204. 79. 180. 248 |Lhited Sates |147.237.72.166|aka.idf.il aka. i of i1/ portal nil Ui rtenpl at es/i nner. asp B ock 1
68.180.229.49 |Uhited Sates [147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
. . D stributed Lhaut hori zed URL Access on
46.19.86.184 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
180. 97. 106. 162 |Chi na 147.237.77. 176 |mat pash. i df . i | Untraceabl e SSL Sessions: Protocol violation (SSLGONN QLI ENT HELLQ |None 1
89. 138. 149. 242 |I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
66. 249. 69. 237 |l srael 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to v i df.il/.well-know asset|inks.json B ock 1
. ] D stributed Lhauthorized URL Access on
31.154.81.25 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
157.55.39.110 [Lhited Sates [147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on wawn idf.il/error. htm B ock 1
77.125.81.135 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx Bl ock 1
. . Dstributed Lhauthorized URL Access on
46.116.33.231 [l srael 147.237.77.233(atal .idf . il 147, 237. 77. 233/ 1136- he/ at al . aspx Bl ock 1
' . . Unhaut hori zed URL Access to
192.243.55.135 [Uhited Sates |147.237.77.74 (lawidf. il wan nag. i df . i | /tenpl at es/ shar ed/ user cont rol s/ | obbyi nf ocent eri t em Bl ock !
109. 65. 80. 149 |Israel 147.237.72. 166 |aka. i df . i | Uhknown Pararret er ct| 00%ct | 00$cphii n$cphSachar $ctl 63 1n None 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
. . Uhaut hori zed URL Access to
66.249.75.64  |Israel 147.237.77. 216 [dover. i df . il 147.237. 7. 216/ 1133- 22805- he/ i df gdover . aspx Bl ock 1
40.77.169.97 |wited Sates |147.237.77.216|dover.idf .il Dstributed |l1egal Byte Gode Character in URL B ock 1
176. 13. 15. 240 |Israel 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to waw i df.il/navy/htm/profs. asp B ock 1
77.138. 146. 47 |France 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
66.102.9.105 [Wnited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Method POST for www aka. i df . i/ main/ hone/ def aul t.aspx |Bl ock 1
199.80.248.1 |Lhited Sates [147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on v idf.il/error. htm B ock 1
131.253.27.5 |Whited Sates [147.237.77.216|dover.idf.il Distributed Wauthorized URL Access on ww idf.il/error. htm Bl ock 1
66.249.75.75 |Israel 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
176. 54. 161. 146 |Turkey 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.58.247.99 |[italy 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
5. 29. 105. 23 I srael 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to wwwy anan.idf.il/https:/ww aman.idf.il/ |B ock 1
199.80.248.2 |Lhited Sates [147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on v idf.il/error. htm B ock 1
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