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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
77.138.52. 97 France 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 4
8. 37.225.192 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under Attack GCon Htp drop 3
66. 249. 93. 111 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
195. 154. 172. 204 France 147.237. 72. 217 eidf.il JLIMPurple Gon Linit Htp dr op 1
104. 148. 55. 162 Lhited Sates 147.237.76. 30 hi nush. i df . i | B ack List drop 1
185.94.111. 1 Russi an Federation 147.237.76. 34 yohal an.idf.il |Back List drop 1




08-24-2016-23:04:02 to 08-25-2016-00:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qountry [Target Address |Site |Sgnature Devi ce Action |Count |
106. 38. 241. 105 Chi na 147.237.77.216 |dover.idf.il |CLO0O0071: HTTP. User Agent Sogou+web+spi der Per nirt 20
75. 56. 235. 20 Lhited Sates 147.237.77.74 lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 12
188. 165. 250. 173  |France 147. 237.76. 42 refuah.idf.il |6134 HITP. SQ Injection Variabl e Decl arati on Evasion Bl ock 12
50. 77. 136. 81 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
188. 165. 250. 173  |France 147. 237.76. 42 refuah.idf.il [5670: HITP. SQ Injection (SELECT) B ock 6
96. 251. 45. 13 Lhited Sates 147.237.77.233 |atal .idf.il |[5670: HITP. SQ Injection (SELECT) B ock 6
185. 29. 8. 211 Sweden 147.237.77.216 |dover.idf.il| [24910. HTTP. Python urllib User-Agent Header B ock 1




08-24-2016-23:04:02 to 08-25-2016-00:04:02

|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature
75. 56. 235. 20 147.237.77.74 |UWnited Sates |lawidf.il S Injection - Select From 36
188. 165. 250. 173(147. 237. 76. 42 |France refuah.idf.il SQ Injection - Select From 20
96. 251. 45. 13 147.237.77.233|Wited Sates |atal .idf.il SQ Injection - Select From 18
50. 77. 136. 81 147.237.77.74 |UWnited Sates |[lawidf.il S Injection - Select From 8
L ET V(B SERER Tilde in LR, potential .php source discl osure
62.210.148.91 [147.237. 72. 166 |France akaidf.il — . 1
vulnerability
133.208.21.66 |147.237.76.30 [Japan hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
L ET VBB SERVER Tilde in R, potential .php source discl osure
62.210.148.91 [147.237.0.15 |France kosher-kravi .idf.il — . 1
vulnerability
50.84.213.146 |147.237.77.179|lhited Sates |e.nazi.idf.il ET SCAN NMAP -sS wi ndow 2048 1
94.102.60.173  [147.237.76. 44 |Netherlands e.refuah.idf.il ET SCAN Potential SSH Scan 1
50. 84.213.146  |147.237.77.179|Wited Sates e mazi.idf.il ET SCAN NVAP -f -sS 1
85. 65.245. 248  [147.237. 72. 166 || srael aka idf.il ET SCAN NVAP -sA (2) 1
2.53.0.7 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
L ET V(B SERER Tilde in LR, potential .php source discl osure
62.210.148.91 [147.237. 77. 233 |France atal .idf.il — . 1
vulnerability
o ET VB SFRER Tilde in LR, potential .php source discl osure
62.210.148.91 |[147.237.76.86 |France navy. i df.il — . 1
vulnerability
133.242.3.168 [147.237.8.24 |Japan elifestyleidf.il ET SCAN NMAP -sS wi ndow 1024 1
L ET VB SFRMER Tilde in LR, potential .php source disclosure
62.210.148.91 |[147.237.76.31 |Fance nakchal . i df .il — . 1
vulnerability
133.208.21.66 |147.237. 76. 202 [Japan e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
, L ET V(B SERER Tilde in LR, potential .php source disclosure
62.210.148.91 |[147.237.0.34 |Fance ti kshuv. i df il — . 1
vulnerability
. . SERVER APACHE Apache nod_ssl non-SSL connection to SSL port
106. 38. 241. 105 |147. 237. 72. 156 |Chi na anman. i df .i | ) . - 1
deni al of service attenpt
61.240.144.66 |147.237.76. 200 |Chi na eitan aka. idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102.60.173 |147.237.76.86 |Netherlands navy. i df.il ET SCAN Potential SSH Scan 1
50. 84.213.146 |147.237.77.179|lhited Sates |e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.102.60.173 |147.237.76.31 |Netherlands nakchal . i df il ET SCAN Potential SSH Scan 1
80.246. 137. 78  |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
o ET V(B SERER Tilde in LR, potential .php source discl osure
62.210.148.91 |147.237.77. 234 |France hal ag.idf.il - 1
vulnerability
. |ET VBB SERER Tilde in LR, potential .php source disclosure
62. 210. 148. 91 147. 237. 77. 226 |Fance wan chamat z. aka. i df . i | .. 1
vulnerability
133.242.4.52 147.237.0.34 |Japan tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
L ET V(B SERER Tilde in LR, potential .php source disclosure
62.210.148.91 |[147.237.76.42 |Fance refuah.idf.il — . 1
vulnerability
133.242.3.168 [147.237.0.33 |Japan idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Signature Message Devi ce Action |Oount
8.37.225.192 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 61
40.77.169. 98 Lited Sates 147.237.77.216  |dover.idf.il dr op SAMrul e drop 9
40. 77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 7
66. 102. 9. 167 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
46. 120. 56. 149 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
109. 253. 205. 77 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 2
216.243.31. 2 Lhited Sates 147. 237. 76. 148 gocenter. aka.idf.il |drop drop 1
85. 130. 234. 154 | srael 147.237.72. 156 anan. i df.il drop Frst packet isn't drop 1
176. 13. 18. 158 | srael 147.237.77. 243 nobi | e.idf.il dr op Frst packet isn't drop 1
89. 139. 119. 230 | srael 147.237.72. 156 anan. i df.il drop First packet isn't drop 1
176. 13. 249. 126 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
176. 67.123. 212 Pal estinian Territory, QGccupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
131. 161. 176. 110 Brazil 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
84.109. 119. 166 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
157. 55. 39. 37 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

nadi matal .idf.il/shared aj ax/ updat enakat gauntity. aspx

ountry Target Address |Site S gnature Action ‘Count
172.1.149.62 |Wited Sates  |147.237.72.166|aka. i df . i Distributed thauthorized Nethod for Known URL on B ock 5
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
213.57.59.50 |lsrael 147.237.72. 156 |anan. i df . i | O stributed Suspicious Response Code B ock
77.138. 145, 208 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for www aka. i df.il/ishuriniexanpcert/ |Bl ock
. . Uhaut hori zed URL Access to
85. 250. 150. 134 [l srael 147.237.72. 166 |aka. i df . i | v aka, i of i |/ i 1V gi yus/ ww navy. i df i | Bl ock 2
46.19. 86. 92 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
66.102.9.105 |lhited Sates  |147.237.72. 166 |aka. i df il Distributed thauthorized Nethod for Known URL on B ock 1
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
40.77.169.99 [tnited Sates 147.237.77.216|dover. i df . il Dstributed I11egal Byte Gode Character in URL B ock 1
66. 249. 69. 224 |l srael 147.237.77.216|dover . i df .i | Ml tiple Unauthorized URL Access from 66. 249. 69. 224 B ock 1
. " ; ; S Untraceabl e Gonnection - Protocol violation
180. 97. 106. 162 |Chi na 147.237.77.235|sviva.idf .il (SSL OONN LI ENT FELLO) None 1
62.210.148.91 |France 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to ww anan. i df .il/configuration. php~ |B ock 1
. . Unhaut hori zed Met hod HEAD f or
144. 76. 236. 183 |Ger many 147.237.72. 166 |aka. i df . i | v aka i o i |/ brot her s/ ski ra def aul t . asp Bl ock 1
80.178.83.12 |Israel 147.237.72. 156 |anan. i df . i | O stributed Suspicious Response Code B ock 1
66.249.64.58 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
213.57.96.227 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
40.77.169.101 [thited Sates 147.237.77.216|dover. i df . il Dstributed I11egal Byte Gode Character in URL B ock 1
. . . Uhaut hori zed URL Access to
176.13.15. 183 |[lIsrael 147.237.77.243|nobi | e. i df . i | nobi | e. i df i 1/ cat eqoryt enpl at es/ | st chi | dsubcat egori es/ 1423 Bl ock 1
. . . Lhtraceabl e S3. Sessi ons: Protocol violation
106. 38. 241. 105 |Chi na 147.237.72. 156 |anan. i df . i | (SSL_OONN LI ENT FELLO) None 1
207.46.13.34 |lhited Sates 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to www i df.il/1589-en/ dover. aspxthe |B ock 1
62.210.148.91 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/configuration. php~ Bl ock 1
2.55.8.181 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1275-he/ atal . aspx |Bl ock 1
157.55.39.37 |thited Sates 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to v i df.il/894-en/idf gdover.aspx  |B ock 1
82.166. 121. 114 |l srael 147.237.77.74 |lawidf.il PHP At t enpt Bl ock 1
66.249.64.60 |lsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1409- he/ at al . aspx |Bl ock 1
. . . S Uhtraceabl e Gonnection - Protocol violation
180. 97. 106. 37 [Chi na 147.237.77.234hal ag. i df . il (SSL CONN LI ENT HELLO) None 1
. . . D stributed Whaut horized Met hod for Known URL on
109. 206. 58. 12 |Wkrai ne 147.237.72. 166 |aka. i df . i | vow aka. i dff i 1/ mai n/ hone/ def aul t . aspx Bl ock 1
. . Uhaut hori zed URL Access to
79.179.57.71  |israel 147.237.77.234hal ag. i df . il 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f B ock 1
207.46.13.176 [lnited Sates  |147.237.72. 156 |aman. i df . il Uhaut hori zed URL Access to list.ips.gov.il/list20050529. ht m B ock 1
62.210.148.91 |France 147.237.76.86 |navy.idf.il Mil tipl e Unaut hori zed UR. Access from 62.210. 148. 91 B ock 1
37.26.148. 164 |l srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal .aspx  |B ock 1
157.55.39. 110 |thited Sates 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to v idf.il/error. htm B ock 1
82.166. 121. 114 |l srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to v | aw i df.il/wp-1ogin. php B ock 1
66. 249. 64. 108 |l srael 147.237.77. 176 |mat pash. i df . i | Mil tiple Unhaut horized URL Access from 66. 249. 64. 108 B ock 1
. - . . S Untraceabl e Gonnection - Protocol violation
180. 97. 106. 161 |Chi na 147.237.0.19 |madi matal .idf.il (SSL OONN LI ENT FELLO) None 1
46.117.152.71 |Israel 147. 237. 72. 166 |aka. i df . i | tnaut hor i zed URL Access to B ock 1
wan aka. i df . i |/ mai n/ gi yus/ def aul t. aspxnrg
109. 253. 205. 77 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
79.180. 44. 64  |Israel 147.237.72. 156 |anan. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
213.55. 184. 243 [Sait zer| and 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for waw aka. i df.il/chanat z Bl ock 1
) . . Uhaut hori zed Met hod PCST for
66.102. 9. 85 Lhited Sates 147.237.72. 166 |aka. i df . i | vown aka. i df i |/ nai n/ gi yus/ pni of ansver . aspx B ock 1
37.112. 226. 215 g;;:t”l o 147.237.76.42 |refuah.idf.il Unaut hori zed Method POST for 147.237.76. 42/ B ock 1
-kosher-kravi . idf.i
157.55.39. 173 |lhited Sates 147.237.0.16 ry Unaut hori zed URL Access to ww ny- kosher-kravi.idf.il/ B ock 1
www. chamat z. aka. i df i
85.64.38.190 |l srael 147.237.77.226| . Wnauit hori zed LR Access to B ock 1
il waw chamat z. aka. i df . i1/t enpl at es/ honepage/ honepage. aspx
66.249. 64. 153 |Israel 147.237.72. 166 |aka. i df . i | ;ha“t hori zed LR Access to aka.idf.il/sip_storagelfiles/Snomw g 1
. . . . Lhtraceabl e S3. Sessions: Protocol viol ation
180. 97. 106. 161 |Chi na 147.237.76.200|ei tan. aka.i df .i | (SSL_OONN LI ENT HELLO) None 1
P . Uhaut hori zed URL Access to
62.210. 148.91 |France 147.287.0.15  |kosher-kravi.idf.il [ C " ) eonfi qurat i on. php~ Bl ock 1
123.125.71.80 |China 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to waw anan.idf.il/robots. txt B ock 1
79.182.58.31 |l srael 147.237.0.19 |madimatal .idf.il Unautt hori zed LRL Access to B ock 1
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