08-24-2016-22:04:09 to 08-24-2016-23:04:09

@
1"PT SwNn [ )

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |

Nunber
(6]
At acks

Top Tar get

[Top Attackers |

M nadi matal .idf.il

M aka. idf.il

M dover.idf.il

Wiawid.il

B tikshuv.idf.il

M natpash. i df.il

I nakchal .idf.il

M ww chanat z. aka. i df . i |
chi nuch. aka. i df . i

M refuah.idf.il

801

W 77.127.54. 177

46. 19. 85. 179
404 [ 177.185.192. 77
40. 77. 169. 98
Nu gber B 46. 19. 86. 35
40. 77. 169. 96
Att acks 204 |

o © o Y >
PP A S N S S SR U
A O <o° /\/\ Y /\/\ : . R) N .
r{]/ o NS o o o P N 'X<? o
A\ > A\ > ™ & Vv X A
N N v A

Top Attackers

[ 106. 38. 241. 105

W 213.8.204. 49
213.151. 50. 117

M 77.138. 153. 156




08-24-2016-22:04:09 to 08-24-2016-23:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
116. 101. 253. 146 W et nam 147.237.76. 199 e. nakchal .idf.il |JLM Under_ Attack Con_Tcp drop 2
109. 66. 140. 27 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
185.94.111.1 Russi an Federation 147.237. 76. 147 chinuch. aka.idf.il |B ack List drop 1
2.53.128.54 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
185.94.111.1 Russi an Federation 147.237.76. 199 e.nakchal .idf.il |Back List drop 1




08-24-2016-22:04:09 to 08-24-2016-23:04:09

|Top Attackers In IPS|

At t acker

At t acker

Qount ry ’Target Address |Site ’S’ gnature
106. 38. 241. 105 |Chi na 147.237.72.166|aka. i df . i| |CL000071: HTTP: User Agent Sogou+web+spi der Per mit 10
177.185.192. 77 |Brazil 147.237.77.74 [lawidf.il |5670: HITP. SQ Injection (SALECT) B ock 6
5239 51. 60 Whited Sates 147.237.77. 216 |dover . i df .i | \1,{2]'3;1ef3rabll—|;l'll'f>y PHP-O3 Query String Paraneter Conmand | njection B ock 2
106. 38. 241. 105 |Chi na 147.237.76. 42 |refuah. i df.i|CL000071: HTTP: User Agent Sogou+web+spi der Per mt 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
177.185.192. 77 |147.237.77.74 |Brazl lawidf.il SQ Injection - Select From 18
77.138.153. 156 |147.237.0.34 |Fance tikshuv.idf.il ET SCAN NVAP -sA (2) 10
91.121.78.42 147. 237. 72. 166 |France aka.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 4
45.63.7.18 147.237.77.61 [Lnited Sates |e.cogat.idf.il ET SCAN NMAP -sS wi ndow 2048 1
220. 231. 195. 122|147. 237. 77. 226 |Chi na waw chanat z. aka. i df . i 1 [ET SCAN NVAP -sS wi ndow 2048 1
61.240.144.65 |147.237.77. 233|Chi na atal .idf.il ET SCAN Potential WNC Scan 5800- 5820 1
202.155.58.28 [147.237.72. 217 |I ndonesi a eidf.il ET SCAN NMAP -sS wi ndow 1024 1
61.178.42.242 |147.237.76. 202 |Chi na e.halag.idf.il ET SCAN Potential SSH Scan 1
185. 56. 80. 144  |147.237.8.27 |Netherl ands e.madimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
61.178.42.242 |147.237.76.34 |China yohal an. i df .il ET SCAN Potential SSH Scan 1
133.242.3.168 |147.237.76. 44 |Japan e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.178.42.242 |147.237.0.15 |[China kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
117.27.240. 24  |147.237. 76. 200 [Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
58.218. 204. 245 |147.237.76.31 |China nakchal . i df.il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 |147.237. 76. 147 |krai ne chi nuch. aka. i df . i ET SCAN NVAP -sS w ndow 4096 1
58.218.204. 245 [147.237.0.35 |China akaws. i df .i | ET SCAN Potential SSH Scan 1
91.201. 236. 155 [147.237.76. 147 |Lkrai ne chi nuch. aka. i df .i ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
45.63.7.18 147.237.77.61 [Lnited Sates |e.cogat.idf.il ET SCAN NVAP -sS w ndow 3072 1
79.179.61. 146 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
45.63.7.18 147.237.77.61 [lnited Sates |e.cogat.idf.il ET SCAN NVAP -f -sS 1
220.231. 195. 122147. 237. 77. 226 |Chi na waw chanat z. aka. i df .i | [ET SCAN NVAP -sS wi ndow 3072 1
66.249.76.117 |147.237.72.166 |Lhited Sates |aka idf.il SER\/ER APAG_E. Apache nod_ss| non-SS. connection to SS. port 1
deni al of service attenpt
220. 231. 195. 122[147. 237. 77. 226 |Chi na waw chanat z. aka. i df .i | [ET SCAN NVAP -f -sS 1
61.240.144.65 |147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
201.38.68.132 |[147.237.77.19 |Brazil lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
61.178.42.242 |147.237.76. 148 |Chi na ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
61.178.42.242 |147.237.0.16 |China ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
123. 206. 85. 139 |147.237.0.33 |China idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 204. 245 |[147.237. 76. 197 |Chi na e. hinush. i df . il ET SCAN Potential SSH Scan 1
106. 38. 241. 105 [147.237. 72. 166 |Chi na aka. idf.il SEWER APAO_E. Apache nod_ss| non-SS. connection to SS. port 1
deni al of service attenpt
58.218. 204. 245 |147.237.76.30 |China hi nush. i df . i ET SCAN Potential SSH Scan 1
91. 201. 236. 155 |147.237. 76. 147 |kr ai ne chi nuch. aka. i df . i ET SCAN NVAP -sS w ndow 3072 1
46.172.71.251 |147.237.76.31 |Wkraine nakchal . i df il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address ‘Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
40. 77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 17
40.77.169. 96 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 10
87.3.194. 152 Italy 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 7
176.13.21. 180 I srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 6
40.77.169. 96 Lhited Sates 147.237.72. 166 aka.idf.il drop SAMrul e drop 5
94. 230. 86. 50 | srael 147.237.0.34 tikshuv.idf.il drop Frst packet isn't drop 3
109. 66. 140. 27 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
40.77.169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 3
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
87.3.194. 152 Italy 147.237.77. 176 nat pash. i df . i drop Frst packet isn't drop 2
176. 13. 224. 107 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
85. 130. 132. 26 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
176. 13. 251. 97 I srael 147.237. 77. 243 nobi le.idf.il drop Frst packet isn't drop 1
85. 130. 247. 134 I srael 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 1
115. 230. 125. 146 Chi na 147.237.77. 216 dover.idf.il drop SAMrul e drop 1
131.161. 176. 110 Brazil 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
61. 240. 144. 65 Chi na 147.237.77. 19 lawforumidf.il dr op SAMrul e drop 1
77.40.0.13 Russi an Federation 147.237.76. 34 yohal an.idf.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
77.127.54.177 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 81
46.19. 85. 179 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 32
46.19. 86. 35 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 16
. . Unhaut hori zed Met hod CPTIONS for
213.8.204. 49 | sr ael 147.237.72. 166 [aka. i df . i | wwy aka. i df . i |/ nmai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut huser B ock 12
. . D stributed Whaut horized Method for Known URL on
213.151.50. 117 [Israel 147.237.72. 166 [aka. i df . i | voww aka. i o . i 1/ nai v gj yus/ general . aspx Bl ock 11
46. 19. 85. 214 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
66. 249. 69. 224  |Israel 147.237.77.216|dover.i df . il Mul tipl e Unaut hori zed URL Access from 66. 249. 69. 224 B ock
. . Unaut hori zed URL Access to
84.111.115.36 |Israel 147.237.72. 166 |aka. i df . i | wan aka i i1/ i n sachar / undefi ned Bl ock 3
188. 120. 154. 216l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
Russi an . . Unaut hori zed Met hod PCST for
46.72.92.118 eration 147.237.72. 166 [aka. i df . i | vw aka. i dff i 1/ mai n/ hone/ def aul t . aspx Bl ock 3
2.53.24.103 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
185.27.104.50 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 2
109. 66. 128. 102 |l srael 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 2
2.53.162.234 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
131.253.25.220 |Uited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 2
40.77.169.101 |thited Sates [147.237.77.216|dover.idf .l Dstributed Il1egal Byte Gode Qharacter in URL B ock 2
79.177. 240. 206 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 2
: . . Unaut hori zed URL Access to
157.55.39.143 |lhited Sates [147.237.77.176 |nat pash. i df . i | v cogat i df . i | / 894- en mat pash. aspx Bl ock 1
5 248 116. 149 Wk ai ne 147. 237.72. 166 |aka. i df . i | Dstri bqt ed ‘Lhaut‘horl zed Method for Known URL on B ock 1
waw aka. i df . i |/ mai n/ hone/ def aul t. aspx
79.178.147.126 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod CPTI NS for ww aka. i df . i | / mai n/ sachar/ B ock 1
. . Unaut hori zed Met hod HEAD for
213.151.50. 117 |Israel 147.237.72. 166 |aka. i df . i | vw aka. i dff i 1/ mai r/ hone/ def aul t . aspx Bl ock 1
2.53.33.108 I srael 147.237.72. 156 [aman. i df . i | D stributed Suspicious Response Code Bl ock 1
77.124.6.10 I srael 147.237.77.216|dover.idf .l Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
66.102.9.95  |lnited Sates |147.237.72. 166 |aka. i df .i | Wnauit hor i zed Method PCBT for B ock 1
wawn aka. i df . i |/ mai n/ gi yus/ pni ot answer . aspx
: . . Unaut hori zed URL Access to
157.55.39. 182 |Uited Sates |147.237.72.166|aka.idf.il v aka. i o i |/ sachar / egi st rati onvi zardl regi st er . aspx Bl ock 1
12.144.20.254 |Wited Sates |147.237.72. 166 |aka. i df . i | Wnauit hori zed Method PCBT for B ock 1
wwv aka. i df . i |/giyus/ general / def aul t. asp
. . Unaut hori zed URL Access to
66.249.75.64  |Israel 147.237.77. 216 |dover . i df . i | 147. 237.77. 216/ 1587- 14531~ he/ dover . aspx Bl ock 1
109. 253. 240. 255]1 srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
213.57.96.227 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
Unaut hori zed URL Access to
66.249. 64.108 |l srael 147.237.77. 176 |mat pash. i df . i | W cogat . i df . i |/ usef ul i nf or mati on/ i dkoni ni pages/ masai yot 29032 [Bl ock 1
011. aspx
. . . Unaut hori zed URL Access to
180. 76. 15. 149 |Chi na 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994~ 9182- he/ r ef uah. aspx Bl ock 1
. . Unaut hori zed Met hod PCST for
31.154.81.2 I srael 147.237.72. 166 |aka. i df . i | waw aka. i df . i |/ nai n/ sachar / f ag, aspx Bl ock 1
. . D stributed Whaut hori zed Method for Known URL on
89.237.73.115 |France 147.237.72. 166 |aka. i df . i | ww aka, i df i1/ i n sachar Bl ock 1
. . Untraceabl e S3. Sessions: Protocol violation
66.249. 76.117 |l srael 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT FELLO) None 1
] . . Paraneter Type M ol ati on searchText in
208.115.113.89 [Wited Sates |147.237.77.216|dover.idf.il v i df i 1/ 1550- en/ dover . aspx Bl ock 1
5.22.135. 105 I 'srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text. css |B ock 1
) wWww. chanmat z. aka. i d )
77.237.138.202 |Czech Republic |147.237.77.226 £l Unaut hori zed URL Access to / Bl ock 1
213.93.183. 129 |Netherl ands 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for waww aka. idf.il/ishurinnain/ B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 24 I srael 147.237.77.74 |lawidf.il 147.237. 7. 74/ si p_storagel f11 es/ 0/ 310. pf Bl ock 1
. . . . S Whtraceabl e Gonnection - Protocol violation
180. 97. 106. 161 |Chi na 147.237.77.243|nobi l e.i df . i | (SSL CONN LI ENT FELLO None 1
2.53.18. 48 I srael 147.237.77.216|dover.i df . il D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 1
. . . S Uhtraceabl e Gonnection - Protocol violation
106. 38. 241. 105 |Chi na 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO None 1
] . . Paraneter Type Mol ati on PageNumin
68.180.230. 171 |lhited Sates |147.237.77.216|dover.idf.il v i df i 1/ 1397- en/ dover . aspx Bl ock 1
. . D stributed Whaut horized Method for Known URL on
212. 143. 103. 166l srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i |/ nai v gj yus/ general . aspx Bl ock 1
131.253.27.179 |UWited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/error. htm B ock 1
5.102.207.18  |israel 147.237.72. 166 |aka. i df . i | Unknown Par anet er ct|00$ct | 00$cphiai n$cphSachar $ctl 27 i None 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
66. 249. 66. 27 I srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ robot s. t xt Bl ock 1
185.27.104.50 |lIsrael 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut hori zed URL Access from 185. 27. 104. 50 B ock 1
40.77.169.103 |Wnited Sates  [147.237.77. 176 |mat pash. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 1
109. 64.182.81 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to ww aka. i df.il/main/mil uind B ock 1
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