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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
82.80.78.2 | srael 147.237. 76. 86 navy.idf.il B ack List drop 6
123. 59. 59. 52 Chi na 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 f orward 2
185.94.111.1 Russi an Federati on 147.237. 76. 147 chinuch. aka.idf.il |Back List drop 1
185.94.111. 1 Russi an Federation 147.237.76. 201 e atal.idf.il B ack List drop 1
80. 82. 70. 230 Net her | ands 147.237.76. 196 e.sviva.idf.il B ack List drop 1
141. 0. 15. 36 Nor way 147.237. 76. 42 refuah.idf.il JLM Under _Attack Con Htp drop 1
80. 82. 70. 230 Net her | ands 147.237. 76. 200 eitan. aka.idf.il B ack List drop 1
158. 69. 43. 169 Lhited Sates 147.237. 76. 202 e.halag.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry rget Address |Site ‘Sgnature Devi ce Action |Count
199. 58. 86. 209 Lhited Sates 147.237.77.216 |dover.idf.il CL000074: HTTP. naj estic bot Per mit 5
106. 38. 241. 105 Chi na 147.237.77. 74 lawidf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mit 4
51. 255. 65. 25 France 147.237.77.234 |hal ag.idf.il C1000146: HTTP.  AhrefBot crawl er B ock 1
151. 80. 31. 171 France 147.237.76. 31 nakchal .idf.il [ClL000146: HTTP. AhrefBot craw er B ock 1
164.132.161.85  |italy 147.237.77.234 |hal ag.idf.il C1000146: HITP.  AnrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste Signature

106. 51. 65. 108 147.237.77. 61 I ndi a e.cogat.idf.il ET SCAN Potential SSH Scan 2
106. 51. 65. 108 147.237.76. 86 I ndi a navy.idf.il ET SCAN Potential SSH Scan 2
106. 51. 65. 108 147. 237.76. 39 Indi a nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 2
91. 125. 184. 101 147.237.77. 74 Uhi ted Ki ngdom lawidf.il Tehila - Perl LWP wth fake user agent 2
106. 51. 65. 108 147.237.77. 205 I ndi a prishaidf.il ET SCAN Potential SSH Scan 2
106. 51. 65. 108 147.237.76. 177 Indi a ncore.idf.il ET SCAN Potential SSH Scan 2
66.102. 9. 185 147.237.76. 86 Lhited Sates navy. i df .il ET SCAN NVAP -sA (2) 1
40. 77. 169. 96 147.237.77.216 Lhited Sates dover.idf.il portscan: TCP Distributed Portscan 1
106. 51. 65. 108 147. 237. 76. 202 I ndi a e halagidf.il ET SCAN Potential SSH Scan 1
202. 155. 58. 28 147.237.77. 61 I ndonesi a e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
106. 51. 65. 108 147. 237.76. 197 I ndi a e hinush.idf.il ET SCAN Potential SSH Scan 1
185. 56. 80. 144 147. 237.76. 147 Net her | ands chi nuch. aka. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
106. 51. 65. 108 147. 237.76. 176 Indi a test.ncore.idf.il ET SCAN Potential SSH Scan 1
133.242.4.52 147.237.8. 46 Japan e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
133. 208. 21. 66 147. 237.77. 212 Japan e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
106. 51. 65. 108 147.237.77. 233 Indi a atal.idf.il ET SCAN Potential SSH Scan 1
66. 249. 66. 98 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sA (2) 1
106. 51. 65. 108 147.237.77. 170 Indi a nmaar achot . i df . i | ET SCAN Potential SSH Scan 1
46.172.71. 251 147. 237.76. 201 Wkrai ne e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
106. 51. 65. 108 147.237.77.19 I ndi a lawforumidf.il ET SCAN Potential SSH Scan 1
106. 51. 65. 108 147. 237. 76. 200 Indi a eitan. aka.idf.il ET SCAN Potential SSH Scan 1
202. 155. 58. 28 147.237.0.19 I ndonesi a nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 56. 80. 144 147. 237.76. 86 Net her | ands navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
106. 51. 65. 108 147. 237. 76. 148 I ndi a ggcent er . aka. i df .i | ET SCAN Potential SSH Scan 1
133.242. 4.52 147.237.0.35 Japan akavs. i df i | ET SCAN NMAP -sS wi ndow 1024 1
106. 51. 65. 108 147.237.76. 44 I ndi a e.refuah. idf.il ET SCAN Potential SSH Scan 1
106. 51. 65. 108 147. 237.77. 234 I ndi a hal ag. i df.il ET SCAN Potential SSH Scan 1
101. 178. 206. 92 147. 237. 76. 200 Australia eitan aka. idf.il ET SCAN NMAP -sS wi ndow 1024 1
106. 51. 65. 108 147.237.77. 226 I ndi a wa charat z. aka. i df . i | ET SCAN Potential SSH Scan 1
77.138.52. 97 147.237.77. 216 France dover.idf.il portscan: TCP D stributed Portscan 1
106. 51. 65. 108 147. 237.77. 176 I ndi a nat pash. i df . i | ET SCAN Potential SSH Scan 1




08-24-2016-21:04:07 to 08-24-2016-22:04:07

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
2.89. 34.163 Saudi Arabia 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 13
5.11.45.3 Pal estinian Territory, Qccupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 12
40. 77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 8
156. 198. 186. 164 Egypt 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 7
176. 13. 0. 252 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 7
40. 77. 169. 98 Lhited Sates 147.237.77. 176 nat pash. i df . i | drop SAMrul e drop 5
66. 102. 9. 167 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 5
5.11.45.3 Pal estinian Territory, Qccupied 147.237.77. 233 atal.idf.il drop Frst packet isn't drop 5
176. 13. 18. 147 | srael 147.237.72. 166 aka idf.il drop Frst packet isn't drop 4
176. 13. 224. 107 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
40.77.169. 100 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 3
198.179. 95. 131 Lhited Sates 147.237.72. 166 aka idf.il drop Frst packet isn't drop 3
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
176. 13. 241. 117 | srael 147.237. 72. 156 anan. i df .l drop Frst packet isn't drop 3
107. 170. 125. 121 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
62.128. 48. 84 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
77.127.77. 46 | srael 147.237. 72. 156 anan. i df .l drop Frst packet isn't drop 2
176. 13. 228. 57 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
66. 102. 9. 163 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
40. 77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 2
100. 92. 106. 20 147.237. 72. 166 aka idf.il drop Frst packet isn't drop 2
40.77. 169. 100 Lhited Sates 147.237.72. 166 aka idf.il dr op SAMrul e drop 2
141, 212. 122. 26 Lhited Sates 147.237.0. 33 idf.il drop drop 1
77.40.0. 13 Russi an Federation 147.237.0.35 akaws. i df . il drop drop 1
133. 242. 3. 168 Japan 147.237.0. 33 idf.il dr op drop 1
141.212. 122. 16 Lhited Sates 147.237. 0. 200 mu.idf.il drop drop 1
212.235.2.14 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
141.212.122. 17 Lhited Sates 147.237. 0. 200 mu.idf.il dr op drop 1
216.243.31.2 Lhited Sates 147.237.0. 35 akavs. i df.il drop drop 1
176. 13.3.52 | srael 147.237. 72. 166 aka idf.il drop Frst packet isn't drop 1
176. 13. 251. 97 | srael 147.237.77. 243 nobi | e.idf.il dr op Frst packet isn't drop 1
141.212.122. 25 Lhited Sates 147.237.0. 33 idf.il drop drop 1
77.40.0. 13 Russi an Federation 147.237.0. 33 idf.il drop drop 1
37. 26. 149. 222 | srael 147.237.77. 243 nobi | e.idf.il dr op Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

wan aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx

Country ‘Target Address [Site Sgnature Action ‘Count
46.19.85.179 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 74
109. 253. 144. 31 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 48
5.22.132.8 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 42
2.53.183.146 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 11
213. 151. 50. 117 |l srael 147.237.72. 166 |aka. i df . i | m“;kT: i(fidl /'\':;T/’gi ;E:/Dg;nc:r al. aspx Bl ock 7
80. 178. 202. 235 [l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 6
66. 249. 69. 224 |Israel 147.237.77.216|dover. i df . i | Mil tipl e Lhaut hori zed URL Access from 66.249. 69. 224 B ock 2
77.126.30.174 |israel 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unaut hori zed UR. Access from 77.126.30. 174 Bl ock 2
94.187.48. 1 Lebanon 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for ww aka.idf.il/smalinhtni/12. asp |B ock 2
185. 27.104.50 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 2
109. 66. 150. 31 |l srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code Bl ock 2
80. 246. 139. 208 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gde Character in URL Bl ock 2
77.138.254. 110 |France 147.237.77.226 :‘AM:/}/ chamatz. aka. 1d \I/\stnf ::iht;l:rta?dz.?l?;tihdofr.i izle;jt gr::_pl g(tzceessl;sh::epage/ honepage. aspx Bl ock 1
37.142.201. 232 | srael 147.237.77.74 [lawidf.il PHP Attenpt Bl ock 1
157.55.39.229 |Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed LRL Access to wwy aka. i df.il/main/ B ock 1
85. 65. 186. 218 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.i|/nain/ haredi miundefined |B ock 1
194. 219. 51. 241 |G eece 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.139.20.159 |France 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 69. 224 |l srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to wwwyidf.il/atal 1/izkor/vi ew i ngt op. asp |B ock 1
37.142.201. 232 | srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www | aw i df.il/wp-1ogin. php Bl ock 1
172.56.2.40  |wited Sates [147.237.72.166|aka. i df.il m“;griidzfel‘?lcbn:ﬁ?hg r;oéener ol . asp Bl ock 1
77.126.30.174 |Israel 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed LRL Access to waw cogat.idf.il/sip_storagel/files/8 Bl ock 1
208.99.252.2 |Uited Sates |147.237.72. 166 |aka. i df .i | chaut hort zec /'\i‘“:tur:?gﬁ;?&zif;; ayonesal i er. a5p Bl ock 1
46.116.0.222 |Israel 147.237.72.167|i shurimaka. i df .i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
157.55.39.24 |whited Sates [147.237.72.166|aka.idf.il Uhaut hori zed LRL Access to waw aka.idf.il/rights/asp/ Bl ock 1
79.180.44.64  |Israel 147.237.72. 156 |anan. i df . i | Too Many Cookies in a Request - 101 cooki es B ock 1
66.249.76.75 |lIsrael 147.237.72. 166 [aka. i df . i | D stributed Whaut hori zed URL Access on 147.237. 72. 166/ Bl ock 1
40.77.169.97 |Wited Sates [147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL Bl ock 1
185.27.104.50 |[lIsrael 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut horized URL Access from 185. 27. 104. 50 B ock 1
109. 65. 191. 82 |Israel 147. 237. 72. 156 |aman. i df . i | m“;:;.if;‘j.iﬁmg‘f?iipgﬂi N Bl ock 1
77.127.43.240 |lsrael 147.237.77. 226 \fIW\:AII chamat z. aka. i d Ml ti pl e Unauthorized URL Access from 77.127. 43. 240 B ock 1
46.117.116. 128 |I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (Qpen Mvde None 1
157.55.39. 182 |[thited Sates [147.237.72.166|aka.idf.il Unknown Parangter catid in aka.idf.il/tiznoret/gallery/ None 1
5.29.7.169 | srael 147.237.76.42 |refuah.idf.il UWhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx  |B ock 1
66.249.76.77 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
40.77.169.99 |Lnited Sates [147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL Bl ock 1
77.138. 46.180 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for ww aka. i df . il/mai n/ sachar Bl ock 1
66. 249. 66. 185 |l srael 147.237.76.42 |refuah.idf.il ﬂ?fﬂzggri?éefz?p fsctcoersaz;/cf’i | es/ 9/ 2689 pa Bl ock 1
31. 168. 107. 244 |I srael 147.237.77.234|hal ag. i df . i | ?4? ;ggmﬁd2317:‘;:‘;;';‘;‘;@\%,%??; f’éi . Bl ock 1
157.55.39. 205 |lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1274-hel at al . aspx B ock 1
68. 180. 230. 171 |Uhited Sates |147.237.77.216|dover.idf.i | Ml ti pl e Unhaut horized URL Access from 68. 180. 230. 171 Bl ock 1
40.77.169.101 |Wited Sates |147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in LRL B ock 1
185. 27.104.50 |[lsrael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to wwwy nakhal .idf.il/sip storage/files/2/ |B ock 1
109. 66. 182. 60 |Israel 147.237.72. 166 |aka. i df . i | Paraneter Read Oy Molation in None 1
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