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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
168. 235. 207. 185 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 62
82.80.78. 2 | srael 147.237.72. 166 aka.idf.il B ack List drop 6
93.223.204. 11 Ger nany 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
52.16.5.197 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
168. 235. 207. 185 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 3
141. 0. 15. 36 Nor way 147.237.76. 42 refuah.idf.il |JLMPurple Gon Limt Htp drop 3
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
141.0. 15. 36 Nor way 147.237.76. 42 refuah.idf.il |JLM Under Attack _Con Htp drop 1
77.138.52. 97 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
104. 148. 55. 162 Lhited Sates 147.237.76. 197 e hinush.idf.il |Back List drop 1
80. 82. 78. 27 Net her | ands 147.237.76. 31 nakchal .idf.il |Back List drop 1
217.160. 204. 6 Ger many 147. 237. 76. 196 esvivaidf.il [JLMPurple Gon Limt Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Quntry Target Address |Site |SgnaIure Devi ce Action |Count

71. 6. 146. 185 Lhited Sates 147. 237. 8. 50 e.tikshuv.idf.il [13840: TLS enSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66.249. 66. 238  |147.237.77.74 |lhited Sates [lawidf.il ET SCAN NVAP -sA (2) 49
202.155.58.28 |147.237.76.38 |Indonesia e.enmeitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
58.218.213.139 |147.237.0.16 |China ny-kosher-kravi.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
197.40. 72. 243  |147.237. 77. 216 |Egypt dover.idf.il ET SCAN NMAP -sS w ndow 1024 1
139.162. 13. 205 |147.237.77. 176 |S ngapor e nat pash. i df . il SER\/ER_ APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
129. 56. 2. 38 147.237.8.46 |Ngeria e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
129.56. 2. 38 147.237.8.24 |Ngeria elifestyleidf.il ET SCAN NMVAP -sS w ndow 1024 1
123. 206. 73. 185 |147. 237. 76. 148 [Chi na ggcenter. aka. i df .il ET SCAN NMAP -sS w ndow 1024 1
86.107. 42. 11 147.237.0. 34 E?ir:;gom tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
202.155.58.28 |147.237. 76. 147 |I ndonesi a chi nuch. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
58.218. 213. 139 |[147.237.76.39 [China nobi | e.neitav.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
202.155.58.28 [147.237.76.31 |Indonesia nakchal . i df il ET SCAN NVAP -sS wi ndow 1024 1
58.218.213.139 |147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
168. 235. 207. 185|147, 237. 77. 216 |Lhited Sates |dover.idf.il portscan: TCP D stributed Portscan 1
133.242.4.52 147.237.0.16 |Japan ny-kosher-kravi.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
129. 56. 2. 38 147.237.8.28 |[Ngeria e.nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
123. 206. 73. 185 |147. 237. 76. 197 |Chi na e. himush. i df .il ET SCAN NMAP -sS w ndow 1024 1
101. 178. 206. 92 |147.237.72. 166 [Australia aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 65. 82 147.237.77. 216 |Netherlands ~ [dover.idf.il ET WBB_SERVER Poi son Nul | Byte 1
58.218. 213. 139 |[147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
141. 0. 14. 217 Eur ope 147.237.77.216 dover.idf.il drop First packet isn't drop 168
107. 167. 108. 60 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 36
89.139. 191. 110 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 31
197. 40. 72. 243 Egypt 147.237.77.216 dover.idf.il drop SAMrul e drop 22
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 16
197. 40. 72. 243 Egypt 147.237.77. 216 dover.idf.il dr op drop 15
37.142.95.73 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 12
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 12
40. 77. 169. 100 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 9
46. 19. 86. 225 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 7
197. 40. 72. 243 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 7
40.77. 169. 98 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 6
54.72.0.55 Irel and 147.237.77.216 dover.idf.il drop First packet isn't drop 4
46. 19. 86. 83 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
2.53.165. 158 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 4
176. 13. 17. 122 | srael 147.237. 72. 166 aka.idf.il dr op First packet isn't drop 3
176. 13. 241. 117 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 3
66.102.9. 171 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 3
109. 226. 40. 40 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 3
46.19. 86. 172 | srael 147.237. 76. 147 chi nuch. aka.idf.il dr op First packet isn't drop 3
84.110. 32. 49 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 3
93.223.204. 11 Ger many 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
79.177.117. 222 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
141.8.132.78 Russi an Federation 147.237.77.216 dover.idf.il drop First packet isn't drop 2
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
82. 80. 136. 66 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
157. 55. 39. 37 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 2
85. 130. 222. 194 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
82. 209. 152. 186 Sweden 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
212. 143.142.56 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
157. 55. 39. 110 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
40.77.169. 100 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 2
84. 94. 60. 58 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
217.160. 204. 6 Ger many 147.237.0. 35 akaws. i df .il drop drop 1
37.46.39.71 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
85. 130. 222. 194 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
217.160. 204. 6 Ger many 147.237.76. 34 yohal an.i df .il drop drop 1
204. 79. 180. 42 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
77.40.0.13 Russi an Federation 147.237.0. 200 mu. i df il dr op drop 1
134. 35. 83. 178 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 1
217. 160. 204. 6 Cer many 147.237.0. 33 idf.il dr op drop 1
176. 13. 10. 219 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
92.124.239.7 Russi an Federation 147.237.76. 148 gacenter. aka. i df il drop drop 1
40.77.169. 100 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site dgnature Action ‘Count
185. 32.179. 149 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 126
. . Unaut hori zed Met hod HEAD f or
213.151.50. 117 [Israel 147.237.72. 166 |aka. i df . i | v aka. i o i |/ nai v gi yus/ general . aspx Bl ock 45
77.138.226. 134 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for waw aka. i df.il/ishurini B ock 7
46. 19. 86. 107 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
46.19. 85. 70 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
66.249.85.224 |lIsrael 147.237.77.216|dover.i df . il D stributed Whaut hori zed URL Access on waw idf.il/error. htm |B ock 6
66.249.85.218 |[lIsrael 147.237.77.216|dover. i df . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm |B ock 4
185. 27.104.50 |l srael 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod B ock 4
77.138.42.226 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method POST for waw aka.idf.il/giyus/kadatz/ |B ock 3
66.249.85.221 |[lIsrael 147.237.77.216|dover. i df . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm |B ock 3
109. 253. 195. 169]I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.178.180. 156 |[lIsrael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
www. chanat z. aka. i d '
46.117.219. 147 |israel 147.237.77. 226 | Wnaut hori zed UR. Access to Bl ock 2
f.il waw. chanat z. aka. i df . i1/t enpl at es/ honepage/ honepage. aspx
. . Uhaut hori zed URL Access to
185.27.104.50 |Israel 147.237.76.31 |nakchal .idf.il ww nakhal i f i 1/5i p storagel il es/ 2/ B ock 2
199. 30. 24. 38 Lhited Sates 147.237.77.216|dover.i df . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm |B ock 2
. . Untraceabl e S Sessions: Protocol violation
139. 162. 13. 205 |9 ngapore 147.237.77. 176 |mat pash. i df . i | (SSL_OONN LI ENT HELLO) None 2
5.22.132.8 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.120. 49. 16 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
109. 66. 51. 3 I srael 147.237.77.216|dover.idf .l PHP At t enpt B ock 1
40.77.169.101 |lLhited Sates 147.237.77.216|dover. i df . il DOstributed I11egal Byte Gde Character in LRL B ock 1
199. 30.24.128 |Uiited Sates 147.237.77.216|dover. i df . il D stributed Unaut hori zed URL Access on waw idf.il/error. htm |B ock 1
. . . Uhaut hori zed URL Access to
66. 249. 69. 253 |l srael 147.237.0.34 |tikshuv.idf.il tikshuv. i of i |/ nai v gi yus/ general . aspx B ock 1
157. 55. 39. 100 Lhited Sates 147.237.72.166|aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ Bl ock
5. 28. 189. 86 I srael 147.237.72.167i shurimaka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mvde None 1
. . DO stributed Unaut hori zed URL Access on
80.179.118.96  |Israel 147.237.77.234|hal ag. i df . i | ww | ogi sti cs. atal i df . i1/1098 Bl ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.230. 171 |lhited Sates 147.237.77. 216 |dover . i df . i | v i df i 1/ 1283- en/ dover . aspx Bl ock 1
66.102.9.105  |Lnited Sates 147.237. 72. 166 |aka. i df . i | Whaut hor i zed Method PCST for B ock 1
wan aka. i df . i |/ mai n/ gi yus/ pni ot answer . aspx
Pal estini an Territor Unaut hori zed URL Access to
185.97.132.15 | Y'|147. 237. 77. 176 | nat pash.idf.il wamn cogat . i df . i 1/t enpl at es/ homepage/ www yout ube. comd v/ 3 |Bl ock 1
P g5lei 5nuhg
109. 66. 51. 3 I srael 147.237.77.216|dover.i df .i | Unhaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
40.77.169.103 |lhited Sates 147.237.77. 176 |mat pash. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
] . Paraneter Type Mol ati on ct| 00$Cont ent A acetbl der 1$t xt Enai |
77.139.66.201 |France 147.237.76.42 |refuah.idf.il in ww refua atal i df.i1/1518- hel ref uah. aspx Bl ock 1
213.8.204.73 I srael 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 1
66.249.76. 112 |Israel 147.237.72. 166 |aka. i df . i | Whaut hori zed LRL Access to B ock 1
v aka. i df . i | / nobi | e/ mai n/ gi yus/ gener al . aspx
. . . . D stributed Unaut hori zed Method for Known URL on
46.73.152. 99 Russi an Federation |147.237.72.166|aka.idf.il v aka i df . i 1/ mai n/ hoe/ def aul t . aspx B ock 1
185.27.104.50 |Israel 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut hori zed URL Access from 185. 27. 104. 50 B ock 1
. . D stributed ULhauthorized URL Access on
37.142.246.5 I srael 147.237.77.216|dover. i df.il ww i o i1/t tps: /v df i1/ Bl ock 1
84.108. 44.142 |l srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed LRL Access to nakhal .idf.il/page. asp B ock 1
: ] . Unaut hori zed URL Access to
68.180.230. 171 |Uhited Sates 147.237.77. 216 dover . i df . i | v i df . i |/ hebr ew or gani zat i on/ honef r ont B ock !
. . Uhaut hori zed URL Access to
185.120.126.6 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df i1/ i/ sachar ] undef i ned B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 99 I srael 147.237.77. 170 [naar achot . i df . i | naar achot | df i 1/ pdf /f1 1 es/ 4/ 112654, pf Bl ock 1
40.77.169.103 |lhited Sates 147.237.77.216|dover.idf .l Dstributed I11egal Byte Gode Character in URL B ock 1
. . Unhaut hori zed Met hod PCST for
77.139.114.85 |France 147.237.72. 166 [aka. i df . i | v aka. i of i |/ rai r sachar/ regi strat i onwi zar d st epd. aspx Bl ock 1
. . D stributed Lhauthori zed URL Access on
46.116. 221. 162 |Israel 147.237.77.234|hal ag. i df . i | 147. 237. 77, 234] i nages/ shar ed/ bul | et 1. g f Bl ock 1
85, 64. 215. 39 lsrael 147. 237.72. 166 |aka. i df . i | Unknown _Par e}mat er ctl 00sct | 00$f:phMa| n$cphSachar $ct1 09 in None 1
viwv aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
40.77.169. 97 Lhited Sates 147.237.77.216|dover . i df . i Distributed I11egal Byte Gode Character in URL B ock
192. 116. 175. 102|I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - CQpen Mde None
. . Unaut hori zed URL Access to
66. 249. 66. 75 I srael 147.237.76.86 |[navy.idf.il navy. i df . i1/ i yus/ f or und asp/ showf or um asp Bl ock 1
. . Unaut hori zed Met hod HEAD f or
136. 243. 16. 208 |Ger many 147.237.72. 166 [aka. i df . i | ww aka. i o i1/ brot her s/ ski ral def aul t. asp B ock 1
2.53.10.59 | sr ael 147.237.77. 234 |hal ag. i df .i | Lhaut hori zed URL Access to wiw | ogistics.atal .idf.il/1098 B ock 1
wWwv. chamat z. aka. i d|ostri i
87.68.43.107  |Israel 147. 237.77. 226 Distributed thaut horized UL Access on B ock 1

f.il

waw chanat z. aka. i df . i |/t enpl at es/ honepage/ honepage. aspx
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