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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
104, 148. 55. 162

|Target Address | site |Signature  |Device Action |Count |
Lhited Sates 147.237.76. 31 nakchal .idf.il B ack List drop 1
104. 148. 55. 162 Lhited Sates 147.237. 76. 202 e halag.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
. o SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
180. 97. 106. 37 |147.237.77. 176 |Chi na nat pash. i df . i | ) . - 1
deni al of service attenpt
91. 201. 236. 158 |147. 237. 77. 243 | kr ai ne nobi | e.i df.il ET SCAN NVAP -f -sS 1
. N SERVER APACHE Apache nod_ssl non-SSL connection to SSL port
180. 97. 106. 37 [147.237.8.45 |[China eetanidf.il ) . - 1
deni al of service attenpt
91.201. 236. 155 |147.237.0.34  |lkraine tikshuv.idf.il ET SCAN NVAP -f -sS 1
133.208. 21. 66 |147. 237. 77. 227 |Japan e. hanaz. i df . il ET SCAN NVAP -sS w ndow 1024 1
91.201.236.50 [147.237.0.15 |Wraine kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
123.249.0.33  |147.237.76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
202.155.58.28 (147.237.8.14 [Indonesi a e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.200. 84. 187 |147.237.77.74 |Ger many lawidf.il ET SCAN NVAP -sS w ndow 1024 1
123.249.0.33  |147.237.72. 156 |Chi na aman.idf.il ET SCAN Potential SSH Scan 1
_ _ . |SERVER APACHE Apache mod_ssl non- SSL connection to port
180. 97. 106. 162 |147.237.76.39 |Chi na nobi | e. nei tav.idf.i . . - 1
deni al of service attenpt
66.249. 64. 103 |147.237.77.170lhited Sates |maarachot.idf.il |ET SCAN NVAP -sA (2) 1
123.249.0.33 [147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
. D SERVER APACHE Apache nod_ssl non- SSL connection to port
180. 97. 106. 162 |147.237.8.14 |China e.orchot.idf.il ) . - 1
deni al of service attenpt
12.144.20. 254 [147.237.77.216|Wited Sates |dover.idf.il portscan: TCP D stributed Portscan 1
123. 206. 85. 139 [147. 237. 76. 197 |Chi na e. hinush. i df .il ET SCAN NVAP -sS w ndow 1024 1
_ D SERVER APACHE Apache nod_ssl non- SSL connection to port
180. 97. 106. 161 [147. 237. 76. 198 |Chi na e.yohal an.idf .i | ) . - 1
deni al of service attenpt
106. 186. 20. 183 |147. 237. 77. 233 [Japan atal.idf.il ET SCAN Potential SSH Scan 1
. o SERVER APACHE Apache nod_ssl non- SSL connection to port
180. 97. 106. 37 |147.237.77. 235|Chi na svivaidf.il ) . - 1
deni al of service attenpt
91. 201. 236. 158 |147. 237. 77. 243 |kr ai ne nobi | e.i df.il ET SCAN NVAP -sS wi ndow 2048 1
_ _ L SERVER APACHE Apache nod_ssl non- SSL connection to port
180. 97. 106. 37 |147. 237. 76. 200 |Chi na eitan aka.idf.il ) . - 1
deni al of service attenpt
91. 201. 236. 155 [147.237.0.34 |Wkraine tikshuv.idf.il ET SCAN NMAP -sS wi ndow 2048 1
, , . |SERVER APACHE Apache nod_ssl non- SSL connection to port
180. 97. 106. 37 |147.237.8. 27 Chi na e.nadimatal .idf.il . . - 1
deni al of service attenpt
91.201.236.50 [147.237.0.15 |Wraine kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 4096 1
129. 56. 2. 38 147.237.77. 121N geria e.navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
202. 155. 58. 28 [147.237. 77. 170 |l ndonesi a naarachot.idf.il  |ET SCAN NVAP -sS wi ndow 1024 1
85.248.224.75 |147.237.8.14 [Yovakia e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
123.249.0.33  |147.237.72.217|Chi na eidf.il ET SCAN Potential SSH Scan 1
_ o SERVER APACHE Apache nod_ssl non- SSL connection to port
180. 97. 106. 162 |147. 237. 76. 196 |Chi na e.sviva.idf.il . . - 1
deni al of service attenpt
66.249. 69. 249 |147.237.0.34 [Lhited Sates |tikshuv.idf.il ET SCAN NVAP -sA (2) 1
123.249.0.33 [147.237.0.34 [China tikshuv.idf.il ET SCAN Potential SSH Scan 1
. _ . |SERVER- APACHE Apache nod_ssl non- SSL connection to port
180. 97. 106. 162 |147.237.8.28 |Chi na e.nobil e-ks.idf.il . . - 1
deni al of service attenpt
46.19.85.107  |147.237.77. 216 I srael dover . idf.il portscan: TCP Distributed Portscan 1
123.249.0.33 |147.237.0.15 [China kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
5.255.90.133  |147.237.77. 227 [Net her | ands e. hamaz. i df . il ET SCAN NMAP -sS wi ndow 1024 1
. L SERVER- APACHE Apache nmod_ssl non- SSL connection to port
180. 97. 106. 161 |147. 237. 76. 202 |Chi na e halag.idf.il . . - 1
deni al of service attenpt
123. 206. 85. 139 [147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
. o SERVER- APACHE Apache nmod_ssl non- SSL connection to port
180. 97. 106. 37 [147.237. 77. 243 |Chi na nobi | e.idf.il . . - 1
deni al of service attenpt
101. 178. 206. 92 [147.237.0.35 |Australia akaws. i df .i ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
37.76.197.3 Pal estinian Territory, Qcupied 147.237.77. 176 nat pash. i df .i | drop First packet isn't drop 11
80.178. 67. 231 | srael 147.237.72. 167 ishurimaka idf.il |dr op Frst packet isn't drop 11
217.21.15. 195 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il drop First packet isn't drop 10
40. 77. 169. 100 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 6
5. 107. 145. 95 Lhited Arab Emrates 147.237.77. 176 nat pash. i df . il dr op Frst packet isn't drop 6
100. 92. 191. 111 147. 237.76. 42 refuah.idf.il drop First packet isn't drop 6
176. 67. 125. 105 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
40.77.169. 100 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 4
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
40.77. 169. 96 Lhited Sates 147.237.77.176 nat pash. i df .i | dr op SAMrul e drop 4
62.212.73. 211 Net her | ands 147.237.77. 216 dover.idf.il dr op SAMrul e drop 3
176. 13.238.8 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
46. 19. 85. 190 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 3
109. 253. 156. 12 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 3
40. 77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 3
109. 67. 218. 144 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
217.21.15.195 Pal estinian Territory, Qcupi ed 147.237.77. 176 nat pash. i df . il dr op Frst packet isn't drop 2
100. 92. 191. 111 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
52. 16. 5. 197 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
176. 13. 247. 30 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
62.212.73. 211 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
176. 13. 8. 163 | srael 147.237.77. 243 nobi | e.idf.il drop First packet isn't drop 1
92.124.239.7 Russi an Federation 147.237.76. 34 yohal an. i df .i drop drop 1
184. 105. 139. 115 Lhited Sates 147.237.0. 35 akavs. idf.il dr op drop 1
109. 253. 142. 51 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
77.40.0.13 Russi an Federation 147.237. 0. 200 nu.idf.il dr op drop 1
79.177.9. 204 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
176. 13. 243. 173 | srael 147.237.72. 156 anan.idf.il drop First packet isn't drop 1
216.243.31. 2 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
109. 253. 210. 84 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
101. 178. 206. 92 Australia 147.237.0. 35 akaws. i df . il dr op drop 1
216.243.31. 2 Lhited Sates 147.237.0. 200 nu.idf.il dr op drop 1
157. 55. 39. 110 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
92.124.239.7 Russi an Federation 147.237.0. 33 idf.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
95.35.172.117 |[Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 103
46. 19. 85. 163 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 62
176. 13. 8. 110 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 60
213. 8. 204. 48 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 51
46. 19. 86. 16 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 6
46.19. 86. 100 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 6
46.19. 86. 148 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 6
2.53.189. 72 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 5
46.19. 86. 209 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 5
80. 246.130.49 |lIsrael 147.237.77.216|dover. i df .i | Distributed Whaut hori zed URL Access on wawidf.il/error.htm B ock 4
- . D stributed Unaut hori zed Method for Known URL on
200. 60. 17. 8 Peru 147.237.72. 166 |aka. i df . i | o aka. i df . i | / nai v/ hore/ def aul t . aspx B ock 4
79.178.188.98 |[Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
46.116.136.28 |[Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
12.144.20.254 |uited Sates |147.237.77.216|dover. i df.i | Paranet er Type M ol ation SearchText in wawidf.il/1065-en/ dover.aspx |B ock 3
157. 55. 39. 194 Lhited Sates |147.237.77.216|dover.idf.il O stributed Uhaut horized URL Access on waw idf.il/error. htm Bl ock 2
] . D stributed Unaut hori zed Met hod for Known URL on
178. 6. 62. 234 Cer many 147.237.72. 166 |aka. i df .i | wan aka, i df . i |/ mai n/ hone/ def aul t . aspx Bl ock 2
46.19. 85. 60 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
104.129.204. 80 [Uiited Sates |147. 237.72. 166 |aka. i df . i | Distributed thauthorized Method for Known LR on B ock 2
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
40. 77. 169. 97 Uhited Sates [147.237.77.216|dover.idf.il Dstributed I11egal Byte Qode Character in URL B ock 2
. . Unaut hori zed Method CPTI ONS for
185.27.106. 101 |l srael 147.237.72.166 |aka. i df . i | wwy aka. i df.i |/ nai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock 2
82.81.33.26 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/gius B ock 1
] . . Paranet er Type M ol ati on PageNumin
68.180.228. 231 [Wited Sates |147.237.77.176 [nat pash. i df . i | v cogat . i df . i 1/ 2110- he/ cogat . aspx Bl ock 1
. . . . SS. Lhtraceabl e Gonnection - Protocol violation
180.97. 106. 37  [Chi na 147.237.77.235|sviva. i df . il (SSL OONN LI ENT FELLO) None 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
46.116.15.130 [Israel 147.237.72.166 |aka. i df . i | vow aka. i df . |/ nai v sachar/ nai | box, aspx None 1
157.55.39.110 |Uhited Sates [147.237.77.216|dover. i df.il Dstributed Whaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
40.77.169.103 |hited Sates |147.237.77.216|dover.idf.il Dstributed I11egal Byte Qode Character in URL B ock 1
66. 249. 66. 10 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/navy/ navy/ general . aspx  |B ock 1
176.13. 8. 163 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
12.144.20. 254 |Wited Sates |147.237.77.74 |lawidf.il Parameter Type M ol ation Mast er Shbader 13uckeader Sear ch$txt Search in g 1
wn | aw i df . i1/ 14-en/ pat zar . aspx
68.180.229.49 |lhited Sates |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
. . . - SS. Lhtraceabl e Gonnection - Protocol violation
180. 97. 106. 37  |Chi na 147.237.77.243|nobi l e. i df . i | (SSL OONN LI ENT FELLO) None 1
. . Unaut hori zed URL Access to
46. 19. 85. 22 I sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
79. 180. 44. 64 I srael 147.237.72. 156 |anman. i df . i | Too Many Qookies in a Request - 101 cooki es B ock
66.249.69.224 [Israel 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to wwidf.il/atal 1/izkor/view pictures.asp  |B ock
99. 234. 202. 164 |Canada 147.237.72. 166 |aka. i df . i | Wnauit hor i zed Method PCST f or B ock 1
wwy aka. i df . i |/ mai n/ gi yus/ pni ot f ag. aspx
] - . D stributed Unaut hori zed Method for Known URL on
69.114.208. 253 |lhited Sates |147.237.72. 166 [aka. i df . i | vw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx Bl ock 1
_ nobi | e.neitav.idf.i _ _ _
180. 97. 106. 162 |Chi na 147.237.76. 39 | Lhtraceabl e SSL Sessions: Protocol violation (SSL_CGONN ALl ENT_ HHLQ |None 1
46.117.121.13 |Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
167. 220. 232. 104 |Japan 147.237.77. 216 |dover.idf .il Ostributed I11egal Byte Gode Character in LRL B ock 1
80.178. 83.12 I srael 147.237.72. 156 [anan. i df . i | O stributed Suspicious Response Code Bl ock 1
66. 249. 76. 77 I srael 147.237.72.166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
. . . . S Untraceabl e Gonnection - Protocol violation
180. 97.106. 37  |China 147.237.76.200|ei tan. aka. i df . i | (SSL CONN LI ENT FELLO None 1
77.138.9. 199 France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for waw aka. idf.il/main/kapat z/ B ock 1
] . . D stributed Unaut hori zed Met hod for Known URL on
66. 102. 9. 43 Wited Sates |147.237.72. 166 |aka. i df . i | vowe aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
176.13.7.8 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
] . . . Par aneter Type M ol ati on PageNumin
68.180.228. 154 |lhited Sates |147.237.0.34 |tikshuv.idf.il vaw ti kshuv. i df i 1/901- he/ti kshuv. aspx Bl ock 1
. . . Mil tiple Untraceabl e SSL Sessi ons from 180. 97. 106. 37 (Prot ocol
180.97.106.37 [China 147.237.77. 176 [mat pash. i df . i | viol ation (SS. GOV QLI ENT FELLO) None 1
109. 65.60. 124 |Israel 147.237.72.166 |aka. i df . i | llegal Byte Qode Character in WAL /mai kapatz//resi012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
40.77.169.101 |lhited Sates |147.237.77.216|dover.idf.il Dstributed I11egal Byte Gde Character in URL B ock 1
77.138.87.170  |France 147. 237.72. 166 |aka. i df . i | thaut hor i zed Method PCST for Bl ock 1

wan aka. i df . i |/ mai n/ gi yus/ yahash/ sheel on. aspx
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