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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site

Signature Device Action |Count|

46.19. 86. 72 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 69
109. 253. 223. 193 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 6
109. 67. 183. 248 | srael 147.237.72. 166 aka.idf.il Invalid L4 Header Length drop 4
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 2
95. 90. 230. 71 Ger nany 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
116. 227. 66. 166 Chi na 147.237.76. 200 eitan.aka.idf.il |Back List drop 2
31.168. 133. 226 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
185.94.111. 1 Russi an Federation 147.237. 76. 147 chinuch. aka.idf.il |B ack List drop 1
63.135.128. 2 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il |B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 196 e.sviva.idf.il B ack List drop 1
206. 40. 102. 223 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il|B ack List drop 1
124.173. 113. 45 Chi na 147.237.77.176 nat pash. i df . il JLMPurple Gon Limt_Tcp drop 1
221.131. 64. 85 Chi na 147.237.76. 200 eitan.aka.idf.il |Back List drop 1
109. 67. 183. 248 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount
178. 137. 160. 45 kr ai ne 147.237.76. 42 refuah.idf.il [ClL000016: HITP. administrator in UR Pernit 8
144.76. 8. 132 Ger many 147.237. 72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per nit 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry
Lhited

Signature

91.125.184.101 (147.237.77.176| . ngdom mat pash. i df .i | Tehila - Perl LWP with fake user agent 3
91.125. 184. 101 |147.237.77.216 LK?i;gegom dover.idf.il Tehila - Perl LWP with fake user agent 2
91.125.184. 101 |147.237.77.74 LKJ?ir:;gom lawidf.il Tehila - Perl LWP with fake user agent 2
5. 255. 90. 133 147.237.76. 30 |Netherl ands hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
139. 162. 13. 205 [147.237.8.45 | ngapore eetanidf.il SER\/ER APAO_E. Apache nod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
119, 93.87. 90 147.237.0.33  |Fhili ppines il ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
104. 193. 252. 231|147. 237.76. 44 |Uhited Sates |e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93.172.25.68  |147.237.77.233Israel atal .idf.il ET SCAN NVAP -sA (2) 1
58.218. 204. 245 |147.237.76.34 |China yohal an. i df .i| ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237.76.86 |Net her| ands navy. i df.il ET SCAN NMAP -sS wi ndow 1024 1
5. 255. 90. 133 147.237.76.39 |Netherlands  |nobile neitav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
186. 114. 248. 1601147 237 0.33 | ol orbi a il ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
119. 93. 87. 90 147.237. 77. 235 |Phi | i ppi nes svivaidf.il ET SCAN Behavi oral thusually fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force
117.27.240. 24 |147.237.8.45 |China e.eitanidf.il ET SCAN Potential SSH Scan 1
94.102.48.195 |[147.237.76.39 [Netherlands nobi le.neitav.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 204. 245 |147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147. 237.76. 44 |Nether| ands e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
199. 168. 138. 170|147. 237.76. 34 |lhited Sates |yohal an.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
37.76.197.3 Pal estinian Territory, Qcupied 147.237.77. 176 nat pash. i df .i | drop First packet isn't drop 119
41. 68. 186. 108 Egypt 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 52
82.113. 106. 215 Ger many 147.237.77. 216 dover.idf.il drop First packet isn't drop 29
40. 77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 14
46.19. 85. 73 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 13
65. 9. 200. 92 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 13
46. 19. 86. 61 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 12
40.77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 11
40. 77. 169. 98 Lhited Sates 147.237.72. 166 aka.idf.il drop SAMrul e drop 8
40.77. 169. 102 Lhited Sates 147.237.77.176 nat pash. i df .i | dr op SAMrul e drop 6
176.13.0.55 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
2.54.192. 16 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
141.8.132.78 Russi an Federation 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
109. 253. 130. 78 | srael 147.237.72. 167 ishurimakaidf.il [drop First packet isn't drop 2
31.13.102. 109 Irel and 147.237.0. 34 tikshuv.idf.il dr op Frst packet isn't drop 2
31.13.102. 119 Irel and 147.237.0.34 tikshuv.idf.il drop First packet isn't drop 2
109. 253. 142. 51 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 2
176. 13. 233. 226 | srael 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 1
92.124.239.7 Russi an Federation 147.237. 0. 200 ndu.idf.il drop drop 1
77.40.0. 13 Russi an Federation 147.237.0. 33 idf.il drop drop 1
109. 253. 158. 3 | srael 147.237.72. 167 ishurimaka idf.il |dr op Frst packet isn't drop 1
85. 130. 190. 227 | srael 147.237.76. 86 navy.idf.il drop First packet isn't drop 1
176. 13. 237. 157 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
95. 90. 230. 71 Ger many 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
85. 130. 190. 227 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
31.13.100. 112 Irel and 147.237.0.34 tikshuv.idf.il drop First packet isn't drop 1
176. 13. 243. 245 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
85. 143. 143. 235 Russi an Federation 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.77. 227 e hanaz.idf.il drop SAMrul e drop 1
109. 253. 135. 199 | srael 147.237. 72. 156 anan.idf.il drop Frst packet isn't drop 1
85. 130. 137. 229 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
176.13.4.19 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
92.124.239.7 Russi an Federation 147.237.0. 35 akaws. i df il drop drop 1
85. 130. 190. 227 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.53.137.16 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 74
46. 19. 86. 16 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 39
46.19.85.163 |lsrael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 9
46.19.86.219 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 8
66. 249. 69. 224 |l srael 147.237.77. 216 |dover . i df . i | Ml tiple Uhauthorized URL Access from 66. 249. 69. 224 B ock 3
46.19.85.236 |lsrael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 3
87.71.45.42 | srael 147.237.72. 156 |anan. i df . i | Distributed Suspici ous Response Gode Bl ock 2
46. 19. 86. 25 I srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 2
40.77.169.101 |Uhited Sates 147.237.77. 216 |dover.idf . il Distributed I11egal Byte Gode Character in URL B ock 2
176. 13. 241. 193 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Gode Bl ock 2
. . . Uhaut hori zed URL Access to
189. 26. 155. 49 |Razil 147.237.77.216|dover. i df . i | v i i 1/ 894- en/ i dff gdover . aspx B ock 1
40.77.167.8 Lhited Sates 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
. . . Uhaut hori zed URL Access to
66.249. 64. 163 |l srael 147.237.77. 243 [nobi | e. i df . i nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1721 Bl ock !
131. 253. 25. 241 |Lhited Sates 147.237.77. 216 |dover.idf . il Uhaut hori zed LRL Access to waw idf.il/error. htm B ock 1
80. 246. 130. 236 [l srael 147. 237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm |B ock 1
46.121. 86.209 |[lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mvde None 1
. . Unhaut hori zed Met hod PCST for
192. 198. 151. 43 |Eur ope 147.237.72. 166 [aka. i df . i | vow aka i o i 1/ il ui it enpl at es/ hone. asp Bl ock 1
40.77.169.97 |Uhited Sates 147.237.77.216|dover. i df .i | DOstributed I11egal Byte Gode Character in LR B ock 1
93.172.25.68 |Israel 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to www i df.il/hi mush B ock 1
. . Uhaut hori zed URL Access to
66.249.69. 14  |lIsrael 147.237.77. 216 |dover . i df . i | v i df i |/ at al 1/ zkor/ i ew i ngt op. asp B ock 1
157.55.39.194 |lhited Sates 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed URL Access on waw idf.il/error.htm |B ock 1
wwy, chamat z. aka. i d |o stri i
5.102.242.67 |l srael 147.237.77. 226, . Distributed Whaut hori zed LR Access on B ock 1
foil waw. chamat z. aka. i df . i1/t enpl at es/ honepage/ honmepage. aspx
84.110. 145. 111 |I srael 147.237.72. 166 |aka. i df . i | Unknown Pararet er ctl 00Sct| 005cphiai n$cphSachar $ct! 75 in |\ o 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
62.219.142.11 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/mai n/wawT B ock 1
195. 154. 41. 132 |France 147.237.76.200|ei tan. aka. i df . i | Unhaut hori zed URL Access to 147.237. 76. 200/ Bl ock 1
. . D stributed Unaut hori zed URL Access on
109. 65. 28. 180 |l srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
46.19.86. 72 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Gonnection - Qpen Mde None 1
159. 220. 74. 2 Wni ted Kingdom 147. 237. 72. 166 |aka. i df . i | Ml tipl e Whaut hori zed Method for Known URL from B ock 1
159. 220. 74. 2
31.223.176. 126 Za:lcisgi'géan Territory.ly 47, 237.72. 166 |aka. i df . i | Unaut hor i zed Met hod PCST for www aka. i df .il/main/kapatz/ |8 ock 1
85. 130. 137. 229 [l srael 147.237.72.166 |aka. i df . i | Uhaut hori zed Method HEAD for wwwv aka. i df .il/mai n/ sachar/ B ock 1
66.102.9.105 |tited Sates 147. 237.72. 166 |aka. i df . i | Mitiple Lhauthorized Method for Known LR. from Bock |1
66. 102. 9. 105
212.129.62.79 |Fance 147.237.76.39 |nobile.neitav.idf.il |Wauthorized URL Access to 147.237.76. 39/ B ock 1
. . Uhaut hori zed URL Access to
109. 65.41.45  (lIsrael 147.237.77.233(atal .idf .il 147, 237.77. 233/ 1517- hel at al . aspx Bl ock 1
66.249.76. 106 |Israel 147.237.72. 166 |aka. i df . i | tnknown Paranet er anp; docl d in None 1
wwn aka. i df . i | / navy/ navy/ gener al . aspx
. . Uhaut hori zed URL Access to
37.26.149.220 |[Israel 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ st yl ef shar ed/ t ext . css B ock 1
87.71.44.249 |lIsrael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wawidf.il/watch B ock 1
) . . Unhaut hori zed Met hod PCST for
66.102.9.105 |thited Sates 147.237.72. 166 [aka. i df . i | v aka, i df i |/ mai 1V gi yus/ pni of ansver . aspx B ock 1
109. 253. 156. 12 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.139. 129. 178 |France 147.237.72. 166 |aka. i df . i | Wnaut hor i zed Method PCST for B ock 1
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
46.120. 159. 103 |I srael 147.237.72. 166 |aka. i df . i | ;hna”t horized LR Access to waw aka.idf.il/main/giyusynny g o 1
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