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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
109. 66. 0. 13 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
50. 84. 0. 150 Lhited Sates 147.237.76. 148 ggcenter.aka. idf.il |JLM Under At tack_Con_Tcp drop 1
212.199. 34. 114 | srael 147.237.76. 42 refuah.idf.il JLM Under Attack Con Htp drop 1
95.111. 129. 119 Lkrai ne 147.237.76. 38 eeneitav.idf.il B ack List drop 1
2.53.32.15 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
95.111.129. 119 Lkr ai ne 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
50. 84. 0. 150 Lhited Sates 147.237.72. 14 dover.idf.il(old) |IJLMPurple Gon_Limt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount |
50.63.197. 11 Lhited Sates 147. 237.76. 86 navy.idf.il 6134: HITP. SQ Injection Variabl e Declaration Evasion Bl ock 12
184. 168. 27. 33 Lhited Sates 147. 237. 76. 86 navy.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 12
24.86.161. 214 Canada 147.237.76. 86 navy.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 6
213. 180. 89. 124 Sweden 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
177.185.194. 130 |Brazil 147.237.77.216 |dover.idf.il |[6134 HITP. SQ Injection Variabl e Decl arati on Evasion B ock 6
195. 74. 38. 15 Sweden 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
50. 63. 197. 11 Lhited Sates 147.237.76. 86 navy.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
216.119.125. 159 |Uhited Sates 147.237.77.74 lawidf.il 5670: HITP. SQ Injection (SALECT) Bl ock 6
128.187.112. 4 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 6
184. 168. 27. 33 Lhited Sates 147.237.76. 86 navy.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
96. 251. 45. 13 Lhited Sates 147.237.0. 34 tikshuv.idf.il|5670: HITP. SQ Injection (SALECT) Bl ock 6
24.86.161. 214 Canada 147.237.76. 86 navy.idf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 6
50. 63. 197. 208 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
24.86.161. 214 Canada 147. 237. 76. 86 navy.idf.il 5670: HITP. SQ Injection (SALECT) Bl ock 6
177.185.194. 130 |Razil 147.237.77.216 |dover.idf.il [5670: HTTP. SQ Injection (SELECT) B ock 6
81.223. 238. 42 Austria 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 5
121. 40. 25. 174 Chi na 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 5
205. 144. 171. 34 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ I njection (SALECT) B ock 4
178. 20. 235. 164 Russian Federation |147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 3
121. 40. 25. 174 Chi na 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SALECT) Bl ock 3
91. 194. 84. 106 Ger many 147.237.77.216 |dover.idf.il |CL000074: HTTP. najestic bot Permit 2
213.115. 226. 16 Sweden 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 2
185. 100. 87. 139 A nl and 147.237.77.216 |dover.idf.il [24910: HTTP. Python urllib User-Agent Header Bl ock 1
83. 64.189. 179 Austria 147.237.77.233 |atal .idf.il 5670: HTTP. SQ Injection (SELECT) B ock 1
123. 126. 68. 138 Chi na 147.237.77.74 lawidf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nit 1
205. 144.171. 34 Lhited Sates 147.237.72.166 |aka.idf.il 9785. HITP. SQ Injection (Referer Header) Bl ock 1
177.185.194. 130 |Brazil 147.237.77.216 |dover.idf.il |[3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
177.185. 194. 130|147. 237. 77. 216 |Brazi | dover.idf.il SQ Injection - Select From 52
50. 63. 197. 11 147.237.76.86 |Wited Sates navy. i df.il SQ Injection - Select From 26
24.86.161.214 |147.237.76.86 |Canada navy.idf.il S Injection - Select From 26
216.119. 125. 159|147.237. 77. 74 |Wnited Sates lawidf.il SQ Injection - Select From 24
184.168.27.33 |147.237.76.86 |Lnited Sates navy. i df.il SQ Injection - Select From 20
96. 251. 45. 13 147.237.0.34 |Wited Sates tikshuv.idf.il SQ Injection - Select From 18
81.223.238.42 |147.237.77.233|Austria atal.idf.il SQ Injection - Select From 15
50. 63.197. 208 |147.237.77.233|lhited Sates atal.idf.il SQ Injection - Select From 14
213.180. 89. 124 |[147.237.77. 74 |Sweden lawidf.il SQ Injection - Select From 13
195.74.38.15  [147.237. 77. 233 |Sneden atal .idf.il SQ Injection - Select From 8
178. 20. 235. 164 [147.237. 77. 233 |Russi an Federati on aal.idf.il SQ Injection - Select From 8
128.187.112.4 |147.237.77.74 |Wited Sates lawidf.il SQ Injection - Select From 5
121.40.25.174  |147.237.77. 233 |Chi na atal .idf.il SQ Injection - Select From 5
177.185. 194. 130(147. 237. 77. 216 |Brazi | dover.idf.il ET WEB_SERVER ATTAKER SQ.i - SELECT and Schena 4
Col ums

177.185. 194. 130(147. 237. 77. 216 |Brazi | dover.idf.il ET VB SFRVER SQLi - SH.ECT and sysobj ect 4
83.64.189.179 [147.237.77.233|Austria atal .idf.il A Injection - Select From 3
205. 144, 171. 34 |147.237.72. 166 |Lnited Sates aka.idf.il SQ Injection - Select From 1
202. 83.21. 48 147. 237.77. 176 |Indi a nat pash. i df .i | ET SCAN Potential SSH Scan 1
91.201. 236. 155 |147.237.76.86 |lkraine navy. i df.il ET SCAN NVAP -sS w ndow 1024 1
77.138.52. 97 147.237. 77. 216 |France dover.idf.il portscan: TCP O stributed Portscan 1
31.223.176.126 |147.237.77.216 Zazlcis;iie”;a” Territory, dover. i f il portscan: TGP DOistributed Portscan 1
133.242.4.52 147. 237. 76. 147 |Japan chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
5.29. 80. 77 147.237.77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
133.208.21.66 |147.237.0.16 [Japan ny- kosher-kravi .idf . i1 ET SCAN NVAP -sS wi ndow 1024 1
203. 4.240.101 |147.237.77.216|Austraia dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 155 |147.237.76.86 |lkrai ne navy.idf.il ET SCAN NVAP -sS wi ndow 3072 1
201. 238. 202. 219(147. 237.0. 17 |Giile mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
185.13.193.80 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
80. 178. 20. 72 147.237.77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
46.120. 104. 207 |147. 237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
176.13.23.161 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
133.242.3.168 |147.237.8.28 [Japan e. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address ‘Si gnature Message Devi ce Action |Count
134.191. 232. 69 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 26
40.77.169. 96 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 8
40. 77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 6
158. 85. 253. 245 Lhited Sates 147.237.77.74 lawidf.il dr op SAMrul e drop 6
94.136. 40. 77 Uni ted Ki ngdom 147.237.77. 74 lawidf.il drop SAMrul e drop 6
83. 168. 250. 50 Sweden 147.237.77. 74 lawidf.il drop SAMrul e drop 6
87.242.112. 35 Russi an Federation 147.237.77. 74 lawidf.il drop SAMrul e drop 6
109. 253. 142. 51 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 5
177.185. 194. 130 Brazil 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
62. 0. 197. 205 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 5
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
109. 253. 145. 168 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 4
193. 43. 246. 250 | srael 147.237.77. 233 atal.idf.il dr op First packet isn't drop 4
2.55.12.194 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
46. 19. 85. 175 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
46. 120. 206. 198 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
40. 77. 169. 102 Lhited Sates 147.237.72. 166 aka.idf.il drop SAMrul e drop 3
176. 13. 250. 239 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 2
37.142. 239. 135 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
94.197.120. 108 Uni ted Ki ngdom 147.237.72. 166 aka.idf.il drop First packet isn't drop 2
109. 66. 0. 13 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
2.53.32.15 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
2.53.32.17 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
199. 203. 130. 254 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
109. 253. 135. 199 | srael 147.237. 72. 156 anan.idf.il drop First packet isn't drop 1
74.82.47.34 Lhited Sates 147.237. 0. 200 mu. i df il drop drop 1
203. 133. 169. 169 Korea, Republic of 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
176. 13. 251. 60 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
77.40.0. 13 Russi an Federation 147.237.0.35 akaws. i df . il drop drop 1
176. 13. 227. 144 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
216.243.31. 2 Lhited Sates 147.237.76. 34 yohal an.i df .il drop drop 1
176. 13. 232. 52 | srael 147.237. 72. 156 anan. i df .il drop First packet isn't drop 1
176. 13. 248. 203 | srael 147.237.77. 243 nobi le.idf.il dr op First packet isn't drop 1
109. 67. 200. 2 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
148. 251. 2. 180 Ger many 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
185.32.179.40 |lsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 95
207.232.27.5 |[lIsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in LR B ock
185. 32. 179. 231 |I srael 147.237.0.19 |[madimatal .idf.il |DOstributed Suspicious Response Code B ock
. . . Unaut hori zed URL Access to
37.26.146. 241 I srael 147.237.77. 243 nobi | e. i df . i | nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1071 Bl ock 5
37.26.149. 194 |Israel 147.237.0.19 |[madimatal .idf.il |Ostributed Suspicious Response Code B ock 5
157.55.39.37 |Lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 4
109. 67. 199. 243 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
176.13.13.51 |Israel 147.237.0.19 |madimatal.idf.il |Suspicious Response Code B ock 3
2.53.11.5 I srael 147.237.0.19 |nmadimatal .idf.il |Ostributed Suspicious Response Qode Bock |3
80. 246. 133. 223 I srael 147.237.77.216|dover.i df .i | D stributed Unaut hori zed URL Access on wawidf.il/error.htm Bl ock 2
2.55. 166. 85 I srael 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response Code B ock 2
40.77.169.97 |Whited Sates [147.237.77.216|dover.idf .il Dstributed I11egal Byte Gxde Character in LR Bock |2
77.125.66.58 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 2
176. 13. 225. 100 |l srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 2
66. 249. 69. 253 |l srael 147.237.0.34 |tikshuv.idf.il Distributed thaut hori zed LR. Access on Bock |2
tikshuv.idf.il/nain/giyus/ general . aspx
212.179.21. 194 || srael 147.237.77. 170 [maar achot . i df . i | D stributed Lhaut hori zed HITP Met hod Bock |2
www. chamat z. aka. i
77.138. 153. 132 [France 147.237.77. 226, . . Wnaut hori zed URL Access to Bock |1
idf.il wav chamat z. aka. i df . i |/t enpl at es/ honepage/ hormepage. aspx
66.249.66.15 |lsrael 147.237.76.86 |navy.idf.il Paraneter Type Mol ation catld in ww navy.idf.il/navy/ general . aspx Bl ock 1
80. 230. 225. 138 |I srael 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
66.249.76.35 |lIsrael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 66.249. 76. 35 B ock 1
212.179.21. 194 |l srael 147.237.77. 170 |maar achot . i df . i | Mil ti pl e Unaut horized URL Access from 212.179. 21. 194 Bl ock 1
46.229.164.99 |lhited Sates [147.237.72. 156 |aman. i df .l D stributed Whaut hori zed URL Access on |ist.ips.gov.il/robots. txt B ock 1
159. 220. 74. 2 zlnt:gom 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for wwwu aka. i df.il/patzar/news/ default.asp  |B ock 1
84. 95. 255. 154 [l srael 147.237.77. 170 |nmar achot . i df . i | Unhaut hori zed URL Access to maarachot.idf.il/pdf/files/1/108971. pdf Bock |1
. . Unaut hori zed Met hod PCST for
2.84.56. 219 G eece 147.237.72. 166 [aka. i df . i | e aka. i df . i | / mai n/ sachar / vi enpays! i p. aspx Bl ock 1
79.180. 44.64 |Israel 147.237.72. 156 [aman. i df . i | Too Many Cookies in a Request - 101 cooki es Bl ock 1
66. 249. 69. 194 |l srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/nain/giyus/ general . aspx B ock 1
40.77.169.103 |Lhited Sates [147.237.77.216|dover.idf .il Dstributed I11egal Byte Gxde Character in URL Bock |1
131.253. 25. 209 [Lhited Sates |147.237.77.216|dover.idf.i | Distributed Lhaut horized UR. Access on v idf.il/error.htm Bl ock 1
80. 230. 225. 140 |l srael 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
. . Unaut hori zed URL Access to
66.249.76.35 |l srael 147.237.72. 166 [aka. i df . i | aka. i o i 1/.vel | -knowy appl e-app- i t e associ at i on Bock |1
212.179. 21. 194 |l srael 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed LRL Access to maarachot.idf.il/sip_storage/files/ 4/ Bock |1
] . . DO stributed Unaut hori zed Met hod for Known URL on
66. 102. 9. 54 Wited Sates [147.237.72. 166 |aka. i df . il v aka. i df . i 1/ mai v hone/ def aul t . aspx Bock |1
Russi an . . D stributed Unaut hori zed Met hod for Known URL on
85. 26. 232. 208 er ati on 147.237.72. 166 |aka. i df . i | v aka. i dff . i 1/ mai n/ hone/ def aul t . aspx Bock |1
. . D stributed Lhaut hori zed URL Access on
79.181.59. 232 |[Israel 147.237.72. 156 |anan. i df . i | vaw ann, i df i1/ htt ps: / vwe anan. i of i1/ Bock |1
207.46.13.127 |hited Sates |147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77. 176/ robot s. t xt Bock |1
66. 249. 69. 224 |l srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 69. 224 B ock 1
46.19.85.1 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
80. 230. 225. 198 |I srael 147.237.77.216|dover.i df .i | D stributed Unaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
66.249.64.56 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
89.139.236.7 |lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
80.178.83.12 |[Israel 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code Bl ock 1
- . . Unaut hori zed URL Access to
66.249.69.249 I srael 147.237.0.34  |tikshuv.idf. il wan ti kshuv. i df.il/tenpl at es/ shared/ user cont rol s/ navnenu/ Bl ock !
46.116. 136. 164 |l srael 147.237.77. 170 |maar achot . i df . i | Distributed Unaut horized HTTP Met hod Bl ock 1
157.55.39. 110 |Uhited Sates |147.237.77.216|dover.i df .i | Dstributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 1
80. 246.133. 54 |Israel 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
2.53.30. 16 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
. . - Unaut hori zed URL Access to
77.138.50.50 |France 147.237.76.200|ei tan. aka. i df . i | v ei tan. aka. i df . i 1/t enpl at es/ honepage/ honepage. asp B ock 1
Gooki e Tanpering on cooki e Logi n: Expected
EEEE RS R R R R R R RS R R R R R R R
185.32.179. 40 |l srael 147.237.0.19 |nadimatal .idf.il [xxeexsmneos dhserved None 1
EEEE RS R R R R R R RS RS R R R R R
*kkkkkkkkk
66. 249. 64. 131 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/appl e-app-site-association Bl ock 1
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