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|Top Attackers | n DDoS- Def ence |

Attacker Address |AttackerCountry |TargetAddress S Signature Device Action |[Count

50. 84. 0. 150 Lhited Sates 147.237.76. 148 ggcenter.aka. idf.il |JLM Under Attack_Con_Tcp drop 1
212.25.74.130 | srael 147.237.77. 233 atal.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Sgnat ure Devi ce Action ‘Count |
77.67.47.7 France 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variabl e Declarati on Evasion B ock 12
213.115.226.16 |Sweden 147.237.77.74 [lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 11
37.228.93.70 Russi an Federation |147.237.76.31 |nakchal .idf.il|6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 9
177.185.192.86 |Brazil 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 8
77.67.47.7 France 147.237.77.74 [lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 6
37.228.93.70 Russi an Federation [147.237.76.31 |[nakchal .idf.il|5670: HTTP. SQ Injection (SALECT) B ock 6
50. 63. 196. 229 Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
216.119.125. 173 |Lhited Sates 147.237.77.233 |atal .idf.il 5670. HTTP. SQ Injection (SALECT) B ock 3
121. 40. 25. 174 Chi na 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 3
31.31.73.93 Czech Republic 147.237.72.166 |aka.idf.il CL000074: HTTP. naj estic bot Per nit 2
31.31.73.93 Czech Republic 147.237.77.216 |dover.idf.il |Cl000074: HITP. najestic bot Per it 2
121. 40. 25. 174 Chi na 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SALECT) Bl ock 2
240. 0. 10. 13 147.237.77.216 |dover.idf.il |0055: IP. Source IP Address Spoofed (Reserved for Testing) B ock 2
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry \Signature

37.228.93.70 147.237.76. 31 Russi an Federati on nakchal .i df .il SQ Injection - Select From 60
213.115. 226. 16 147.237.77. 74 Sweden lawidf.il QA Injection - Select From 48
177.185. 192. 86 147.237.77. 233 Brazil atal.idf.il S Injection - Select From 29
77.67.47.7 147.237.77. 74 France lawidf.il SQ Injection - Select From 20
121. 40. 25. 174 147.237.77. 233 Chi na atal .idf.il QA Injection - Select From 12
50. 63. 196. 229 147.237.77. 74 Lhited Sates lawidf.il S Injection - Select From 8
216.119. 125. 173 147.237.77. 233 Lhited Sates atal.idf.il S Injection - Select From 3
205. 144, 171. 34 147.237.72. 166 Lhited Sates aka.idf.il QA Injection - Select From 3
77.124. 247. 67 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 2
202. 112. 38. 190 147.237.0. 19 Chi na nedi matal .idf.il GPL SCAN nmap TCP 2
82. 81. 46. 240 147.237.76. 42 I srael refuah.idf.il ET SCAN NVAP -sA (2) 1
79.177.119. 30 147.237.77. 216 I srael dover.idf il portscan: TCP D stributed Portscan 1
212.179. 21. 194 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 27. 106. 220 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
133. 242. 3. 168 147.237.77. 216 Japan dover.idf.il ET SCAN NMVAP -sS w ndow 1024 1
108. 29. 44. 222 147.237.72. 14 Lhited Sates dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
84. 229. 43. 238 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
82. 81.217. 88 147.237.77. 216 I srael dover.idf il portscan: TCP D stributed Portscan 1
80. 82. 64. 102 147.237.0. 35 Net her | ands akavs. i of . i | ET SCAN NVAP -sS w ndow 1024 1
212.199. 57. 203 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
77.138. 101. 36 147.237.77. 216 France dover.idf il portscan: TCP D stributed Portscan 1
185. 69. 145. 175 147.237.77. 216 Uni ted Ki ngdom dover.idf.il portscan: TCQP D stributed Portscan 1
89. 139. 189. 167 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
82. 166. 146. 151 147.237.77. 216 I srael dover.idf il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Massage Devi ce Action |Oount ‘
74.208. 192. 137 Lhited Sates 147.237.77.233 |atal.idf.il dr op First packet isn't drop 18
212.33.119. 245 Pal estinian Territory, Qecupied |147.237.77.176 |matpash.idf.il drop First packet isn't drop 13
46. 19. 86. 149 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 7
40. 77. 169. 96 Lhited Sates 147.237.77.216 |dover.idf.il drop SAMrul e drop 7
139. 162. 13. 205 S ngapor e 147.237.0. 17 mny- kosher-kravi .idf.il drop SAMrul e drop 7
139. 162. 13. 205 S ngapor e 147.237.77.235 |sviva.idf.il drop SAMrul e drop 7
100. 92. 249. 106 147.237.72.166 |aka.idf.il drop First packet isn't drop 6
87.68.7.3 I srael 147.237.76. 147 |chinuch. aka.idf.il drop Frst packet isn't drop 6
185. 120. 125. 111 |l srael 147.237.72.167 |ishurimaka.idf.il drop First packet isn't drop 5
109. 253. 243. 247 |l srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 5
176.12. 160. 2 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 4
62. 16. 75. 149 Russi an Federation 147.237.77.216 |dover.idf.il drop First packet isn't drop 4
40.77. 169. 98 Lhited Sates 147.237.72.166 |aka.idf.il dr op SAMrul e drop 4
40.77. 169. 100 Lhited Sates 147.237.77.216 |dover.idf.il dr op SAMrul e drop 4
31.223.176. 126 Pal estinian Territory, Qcupi ed 147.237.77.216 |dover.idf.il dr op First packet isn't drop 3
176. 13. 241. 162 | srael 147.237.72.156 |anan.idf.il drop First packet isn't drop 3
212.143. 142. 56 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 3
83. 110. 105. 76 Lhited Arab Emrates 147.237.77.176 |matpash.idf.il drop First packet isn't drop 2
85.114.113.79 Pal estinian Territory, Qcupied |147.237.77.216 |dover.idf.il drop First packet isn't drop 2
109. 253. 144. 153 |l srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 2
95. 90. 210. 212 Ger many 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
176. 13. 225. 74 | srael 147.237.72.166 |aka.idf.il drop First packet isn't drop 2
134. 35. 162. 10 Lhited Sates 147.237.77.216 |dover.idf.il drop First packet isn't drop 1
185. 120. 125. 111 |l srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 1
176. 13. 8. 106 | srael 147.237.72.166 |aka.idf.il drop First packet isn't drop 1
109. 253. 134. 228 |l srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 1
176. 13. 243. 151 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 1
176. 13. 16. 221 | srael 147.237.72.166 |aka.idf.il drop First packet isn't drop 1
176. 13. 243. 224 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 1
40. 77. 169. 100 Lhited Sates 147.237.77.176 |matpash.idf.il drop SAMrul e drop 1
176.13. 18. 88 | srael 147.237.72.166 |aka.idf.il drop First packet isn't drop 1
77.40.0.13 Russi an Federation 147.237.76. 34 yohal an.idf.il dr op drop 1
176. 13. 248. 203 | srael 147.237.77.243 |nobile.idf.il drop First packet isn't drop 1
139. 162. 37. 147 Lhited Sates 147.237.0.35 akaws.idf.il dr op drop 1
216.243.31. 2 Lhited Sates 147.237. 0. 200 mu. i df.il dr op drop 1
129.56. 2. 38 Ngeria 147.237.76. 34 yohal an.idf .il dr op drop 1
77.40.0. 13 Russi an Federation 147.237.76. 148 |ggcenter.aka.idf.il drop drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
82. 81. 86. 202 I srael 147.237.76.31 |nakchal .idf.il |Dstributed Unauthorized HTTP Met hod B ock 12
82. 81. 86. 202 I srael 147.237.76.31 |nakchal .idf.il [Miltiple Unauthorized URL Access from 82.81. 86. 202 B ock 9
212.29.210. 245 |[Israel 147.237.77.216|dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 6
46. 19. 85. 84 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 4
46. 19. 85. 214 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 4
65. 49. 68. 166 Lhited Sates 147.237.77.216|dover.idf . il Dstributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 3
95. 35. 161. 57 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 3
. - Unaut hori zed URL Access to
212.235.62.200 |[Israel 147.237.77. 216 (dover. i df . i | vaw i dff i 1/ hebr ew or gani zat i on/ nakhal B ock 2
195. 200. 205. 2 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
. . . . D stributed Unaut hori zed Met hod for Known URL on
176.212.17.139 |Russi an Federation 147.237.72.166 |aka. i df . i | vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx Bl ock 2
Paraneter Type Mol ation
89.237.117.47 |France 147.237.77.74 |lawidf.il Mast er $Header 1$ucHeader Sear ch$t xt Search in B ock 2
waw nag. i df . i |/ 206- he/ pat zar . aspx
185.27.105. 71 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 2
. . Uhaut hori zed URL Access to
89.237.117. 47 [France 147.237.77.74 |law i df. il wwn nag. i df.i | /i mages/ 1. he/i nf ocenteri t ent Bl ock 2
2.53.160. 146 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock
212.235.62.200 |[lIsrael 147.237.77. 216 (dover. i df .i | Distributed Unaut horized HTTP Met hod B ock
Unaut hori zed URL Access to
193.222. 81. 163 |Saitzerl and 147.237.77. 176 [mat pash. i df . i|  |www cogat. i df.i1/tenpl at es/ honepage/ waw yout ube. conf v/ 3g51ei |Bl ock 2
5nuhg
82. 81. 86. 202 I srael 147.237.76.31 |nakchal .idf.il [Wauthorized URL Access to nakhal .idf.il/sip_storage/files/2/ B ock
207.232.27.5 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock
. ] D stributed Lhaut hori zed URL Access on
77.139.227.46 |France 147.237.77.233|atal .idf.il 147 237 77. 233/ f avi con. i co B ock 1
62. 0. 60. 82 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1240-he/ atal . aspx  |B ock
150. 70. 173.54  |Japan 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ favi con.ico B ock
87.69. 105. 76 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qoen Mde None 1
. . Unaut hori zed Met hod CPTI ON\S for
31.168.220.100 fIsrael 147.237.72.166 [aka. i df . i | ww aka. i df.i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock !
79.183.52.242 |lIsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ text. css |B ock 1
. . Unaut hori zed URL Access to
66.249.64.116 |l srael 147.237.77. 176 |nat pash.idf . il | cogat i df i 1/ usef ul i nf or mat i on/ news/ pages/ her non. asp Bl ock 1
109. 64. 18. 47 | srael 147.237.77.74 |lawidf.il PHP Attenpt Bl ock 1
40.77.169.101 |wnited Sates 147.237.77. 216 |dover . i df .i | Dstributed I11egal Byte Qde Character in LR B ock 1
85. 114. 113. 79 ga:lcisgi':éa” Territory. {147, 237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 1
212.25.84.200 |[lsrael 147.237.72. 166 |aka. i df . i | Unknown Paraneter x in ww aka.idf.il/nain/sachar/ payslips. aspx [None 1
. - Unaut hori zed URL Access to
79.177.2.96 | srael 147.237.72.156 [anan. i df . i | wan anan. i df . i |/ nodi i n/ resour ces/ i nages/ f avi con/ f avi con. png Bl ock !
157.55.39. 122 |Uhited Sates 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
89.139. 191. 118 |l srael 147. 237.72. 156 |anman. i df . i | Suspi ci ous Response Code B ock
31.223.176. 126 ga:lcisgi':éa” Territory, 1147, 237. 72. 166 |aka. i df . i | Unaut hori zed Mt hod POST for ww aka. i df . i1/ mai n/ kapat 2/ Bl ock 1
80.179.20.132 |[Israel 147.237.76.31 |nakchal .idf.il |Dstributed Unhauthorized HTTP Met hod B ock 1
213.8.245.193 [Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il /v tikshuv.idf.il B ock 1
199. 30. 25. 31 Lhited Sates 147.237.77.216|dover. i df .il Uhaut hori zed URL Access to wawidf.il/error.htm B ock 1
66.249.69. 224 |lIsrael 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to www i df.il/hebrew organi zation/ nahal |B ock 1
109. 64. 18. 47 I srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to v | aw i df .il/wp-1ogin. php B ock 1
40.77.169.103 |thited Sates 147.237.77. 216 |dover . i df . i | Dstributed I11egal Byte Gde Character in LR B ock 1
85. 114. 113. 79 g‘ilcisgi':('ja” Territory, 1147, 237. 77. 216 [dover . i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
79.179.141.50 |israel 147.237.77. 216 |dover . i df . i | Distributed thaut hori zed URL Access on B ock 1
vy i df i |/ https: /v idf.il/
66. 102.9. 76 Lhited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for wwy aka. i df.il/drushind B ock 1
37.26.146.137 |[Israel 147.237.76.42 |refuah.idf.il Ml tipl e Unaut horized URL Access from 37. 26. 146. 137 B ock 1
213.151. 35. 213 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for v aka. idf.il/ml uim B ock 1
] ; ; Unaut hori zed Met hod PCST for
204.79.180.82 |Lhited Sates 147.237.72. 166 |aka. i df . i | aka.i of i1/ nil ui it enpl at es/i nner. asp B ock 1
77.124.54. 23 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
109. 64. 145. 133 |Israel 147.237.72. 156 |anan. i df . i | SSL Wntraceabl e Connection - Cpen Mde None 1
87.69. 37. 146 I srael 147.237.77. 216 |dover . i df .i | PHP At t enpt B ock 1
. - D stributed Lhaut hori zed URL Access on
79.180.79.142 |Israel 147.237.77.233|atal .idf . il 147. 237.77. 233/ 1501- hel at al . aspx B ock 1
212.179. 242. 199|i srael 147.237.72. 156 |aman. i df . i | Wnaut hori zed URL Access to B ock 1

wan anan. i df . il /https:/ww anan.idf.il/
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