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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action [Count |
176. 13. 16. 223 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 27
109. 67. 162. 104 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 6
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
2.53.132.237 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
54.72.0.55 Irel and 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
168. 235. 197. 84 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 3
212.25. 74. 130 | srael 147.237.77. 233 atal.idf.il B ack Li st drop 3
98. 139. 14. 250 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 3
212.25.74. 130 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
77.138.52. 97 France 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
195. 160. 242. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
93. 174. 93. 156 Net her | ands 147.237. 76. 42 refuah.idf.il B ack List drop 1
114. 185. 83. 162 Japan 147.237.76. 202 e halag.idf.il B ack Li st drop 1
82.80.78. 2 | srael 147.237.77. 176 natpash.idf.il |Back List dr op 1
93. 174. 93. 156 Net her | ands 147.237.76. 196 e.sviva.idf.il B ack List drop 1
93. 158. 200. 166 Net her | ands 147.237.76. 177 ncore.idf.il B ack Li st drop 1
93. 158. 200. 166 Net her | ands 147.237. 76. 196 e.svivaidf.il B ack List drop 1
2.53.38.138 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount
178. 137. 160. 45 kr ai ne 147.237.72.166 |aka.idf.i| [ClL000016: HITP. administrator in UR Pernit 8
74.208.192. 137 Lhited Sates 147.237.77.233 |atal .idf.il|5670: HITP. SQ Injection (SALECT) Bl ock 6
216. 26. 128. 28 Lhited Sates 147.237.77. 74 law idf.il |5670: HITP. SQ Injection (SELECT) B ock 6
74.208.192. 137 Lhited Sates 147.237.77.233 |atal .idf.il|6134 HITP. SQ Injection Variabl e Decl arati on Bvasi on Bl ock 6
74.208. 192. 137 Lhited Sates 147.237.77.233 |atal .idf.il|3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 6
213. 60. 255. 71 Spai n 147.237.77.233 atal .idf.il|5670: HTTP. SQ Injection (SELECT) B ock 6
151. 80. 31. 182 France 147.237.72.166  |aka.idf.i| [ClL000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

|At tacker Qountry

Ste

|Signature

74.208. 192. 137 147.237.77. 233 Lhited Sates atal.idf.il |SQL Injection - Select From 35
216. 26. 128. 28 147.237.77. 74 Uhited Sates lawidf.il [SQ Injection - Select From 18
213. 60. 255. 71 147. 237.77. 233 Spai n atal.idf.il |SQL Injection - Select From 9
151. 80. 41. 177 147. 237. 72. 166 France aka.idf.il |ET WEB_SERVER Fake Googl ebot UA 1 | nbound 3
46.120. 122. 219 147.237.72. 166 I srael aka.idf.il |Xenu Link Seuth Wser Agent 2
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
168. 235. 197. 84 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 97
40.77.169. 98 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 22
40. 77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 16
46. 32. 200. 97 Pal estinian Territory, Qcupied 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 16
40.77.169. 96 Lhited Sates 147.237.72.166  |aka.idf.il dr op SAMrul e drop 10
155. 55. 50. 19 Nor way 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 8
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 8
62.0.211.129 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 8
40. 77. 169. 102 Lhited Sates 147.237.72. 166 aka.idf.il drop SAMrul e drop 7
139. 162. 13. 205 S ngapor e 147.237.76. 38 eeneitav.idf.il drop SAMrul e drop 7
139. 162. 13. 205 S ngapor e 147.237.76. 201 e atal .idf.il drop SAMrul e drop 7
46. 32. 200. 97 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
62.0.211. 129 | srael 147.237.77. 233 atal .idf.il drop Frst packet isn't drop 5
40.77. 169. 100 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 5
46. 19. 85. 254 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
62. 0. 197. 205 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 5
2.53.38.138 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 5
80. 74. 118. 200 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
40.77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 4
46.43.92.6 Pal estinian Territory, QGccupied 147.237.77.176 nat pash. i df .i | drop Frst packet isn't drop 4
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
5. 43. 205. 22 Pal estinian Territory, Qccupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
37.8.124.141 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
98. 139. 14. 250 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
101. 178. 206. 92 Australia 147.237.0. 35 akaws. i df . il drop drop 1
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
66. 102. 9. 131 Lhited Sates 147.237.77. 233 atal .idf.il drop Frst packet isn't drop 1
31.168.11. 194 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
92.124.239.7 Russi an Federation 147. 237. 0. 200 mu. i df il drop drop 1
62. 0. 197. 205 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
109. 253. 131. 138 | srael 147.237.72. 156 anan. i df.il drop Frst packet isn't drop 1
73.197.100. 12 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
176.13.0. 20 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
92.124.239.7 Russi an Federation 147. 237.76. 148 gocenter. aka.idf.il  |drop drop 1
74.82. 47. 47 Lhited Sates 147.237. 0. 200 mu. i df il dr op drop 1
178. 238. 229. 218 Cer many 147.237.76. 34 yohal an.idf .il dr op drop 1
184. 105. 247. 230 Lhited Sates 147.237.0. 35 akaws. i df.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site dgnature Action ‘Count
46. 19. 86. 127 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 69
37.26.149.242 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 29
46.19. 86. 181 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 17
2.53.11.5 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
212.117. 140. 170/l srael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Qode Character in URL B ock 3
192. 116. 232. 69 |l srael 147.237.76.42 |refuah.idf.il Mil ti pl e Unhaut horized LRL Access from 192. 116. 232. 69 B ock 3
40.77.169.103 |Lhited Sates |[147.237.77.216|dover.idf.il DOstributed I11egal Byte Gde Character in LRL B ock 2
2.53.152.115  |Israel 147.237.72. 166 |aka. i df . i | m ;L;ftdff’iwmﬁci’isﬁj iu;L. ﬁccess on Bl ock 2
85.64.124.129 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/matash B ock 2
212.235.62. 200 |[lsrael 147.237.77.216|dover.i df .i | D stributed Unaut hori zed HTTP Met hod Bl ock 2
167. 220. 232. 104 |Japan 147.237.77. 216 |dover.i df .i | Dstributed I11egal Byte Gode Character in URL B ock 2
46.19. 86. 108 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
40.77.169.101 |Lhited Sates |[147.237.77.216|dover.idf.il Dstributed I11egal Byte Gde Character in LRL B ock 2
212.235.62.200 |[Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed LRL Access to wa i df . il /hebrew organi zat i on/ nakhal B ock 2
192.116.98. 164 |Israel 147.237.77. 216 |dover. i df . i | m“f Sfo_riilzli‘ij pﬁofgggsfsi Ite.;/ o/ i 263380/ 3209 pg Bl ock 2
84.111. 165. 132 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
40.77. 169. 99 Uited Sates |147.237.77.170|nmarachot.idf.il |Dstributed I11egal Byte Gode Character in URL B ock 1
212.143.91. 229 | srael 147.237.72. 166 |aka. i df . i | mngk“;i??rﬁgmagg;z'/gm pt esou ce, axd None 1
123.125.71.86 |China 147.237.76.86 |navy.idf.il m”;;'\?;_'izd?iﬁi ';fgf;saé; {11 o5/ 3/ i 763380/ 1613 pg Bl ock 1
66.249. 76. 106 | srael 147.237.72. 166 |aka. i df . i | mn;k“;i';alrﬁrﬁttel:riiﬁq;g&"éi”s'gl r;yiozesol der. ssp None 1
192. 116. 232. 69 |l srael 147.237.77. 216 |dover.i df .i | Ml ti pl e Uhaut horized URL Access from 192. 116. 232. 69 B ock 1
46.117.145. 144 |Israel 147.237.0.34 |tikshuv.idf.il mart'?tghgzpf d:f. ?'Ialtésgurztsﬁ’rgri”;&i ot - essage. aspx B ock 1
40.77. 169. 99 Wited Sates |147.237.77.176|mat pash.idf.il [Dstributed I11egal Byte Gode Character in LR B ock 1
212.179. 146. 134|I srael 147.237. 77. 216 |dover . i df . i | e e oo hel dover. aspx Bl ock 1
157.55.39.182 |[Uhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed LRL Access to aka.idf.il/reserve B ock 1
79.177.155.42 |[israel 147.237.77. 216 |dover.i df .i | D stributed Unauthorized URL Access on vwwuidf.il/https:/vwnidf.il/ B ock 1
46. 19. 86. 46 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
192.116. 232. 69 |Israel 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to www i df.il/inages/ 1. he/titlecap. png B ock 1
37.26.149.154 | srael 147.237.72. 166 |aka. i df . i | ;Trwa'aﬁ_egdf%??/ﬂif}/:aﬂhi'ﬁ';gi';rmiOnw Jardlvegi ster . aspx None 1
109.64.5.216 | srael 147. 237.72. 166 |aka. i df . i | 5;;; ;]i(:uit defiwiﬁ :loéii ;uestj g'\::er:‘;?';‘s’gxmom UL on B ock 1
46.120.122.219 |Israel 147.237.72. 166 |aka. i df . i | m“;kh:ri id?‘_aﬂ /'\’:;hr:;‘:am;g;neral aspx Bl ock 1
40. 77. 169. 99 Lhited Sates [147.237.77.216|dover.idf.il DOstributed I11egal Byte Gde Character in LRL B ock 1
80.179.20.132 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ r eset . css B ock 1
194. 90. 128. 185 |l srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wan i df.il/images/ 1. hel/titlecap. png B ock 1
109. 66. 107. 233 |l srael 147.237.77.216|dover. i df .i | SSL Uhtraceabl e Connection - (pen Mde None 1
66.102.9. 76 Lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed Method POST for ww aka. i df . il/drushi m B ock 1
84.108. 190. 247 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
40. 77. 169. 97 Lhited Sates [147.237.77.216|dover.idf.il DOstributed I11egal Byte Gde Character in LRL B ock 1
109. 253. 144. 153|l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
66. 249. 76. 70 I srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to www anan. i df . i |/ appl e- app-si te-associ ation |B ock 1
40.77.169.103 |lhited Sates |[147.237.77.176|nat pash.idf.il DOstributed I11egal Byte Gde Character in LRL B ock 1
2.53.14.112  |[israel 147.237.76.42 [refuah.idf.il  |D30 e hauthori zed ﬁ‘aﬁcgzi; on Bl ock 1
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