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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack List drop 8
109. 253. 217. 92 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 6
212.179. 64. 162 | srael 147.237.72. 156 anan. i df.il B ack List drop 3
115. 230. 125. 146 Chi na 147. 237. 76. 147 chi nuch. aka.idf .i 1 |JLM Under Attack Con_Tcp drop 2
192. 200. 193. 6 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il|JLM Under Attack Con Tcp drop 2
104. 148. 55. 162 Lhited Sates 147.237.76. 176 test.ncore.idf.il |Back List drop 1
185. 89. 217. 226 Net her | ands 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
185.94.111. 1 Russi an Federation 147.237.76. 30 hi nush.idf.il B ack List drop 1
185. 89. 217. 224 Net her | ands 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Count
178. 137. 160. 45 Lkr ai ne 147. 237.77. 216 dover.idf.il |Cl000016: HITP. adninistrator in LR Per it 1
178. 137. 160. 45 Lkr ai ne 147.237.77. 74 lawidf.il C1000016: HITP. adninistrator in R Per mt 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
103. 194. 170. 194 147.237.77. 216 Net her | ands dover.idf.il Xenu Link Seuth User Agent 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 22
5. 43. 210. 222 Pal estinian Territory, QGccupied 147.237.77.176 nat pash. i df .i | drop Frst packet isn't drop 17
40. 77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 16
85. 130. 223. 95 I srael 147.237.0. 34 tikshuv.idf.il drop Frst packet isn't drop 12
85. 130. 130. 150 | srael 147.237.77.170 naar achot . i df . il drop Frst packet isn't drop 11
199. 203. 179. 99 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 8
185. 89. 217. 234 Net her | ands 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 8
40.77.169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 7
139. 162. 13. 205 S ngapor e 147.237.76. 30 hi nush.idf.il drop SAMrul e drop 7
139. 162. 13. 205 S ngapor e 147.237.77. 212 e.dover.idf.il drop SAMrul e drop 7
212.179.21.194 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 7
46. 19. 86. 20 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
185. 89. 217. 231 Net her | ands 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
194. 90. 83. 233 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
46. 19. 86. 47 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
185. 89. 217. 232 Net her | ands 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
185. 89. 217. 227 Net her | ands 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
46. 43. 112. 217 Pal estinian Territory, QGcupied 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 6
185. 79. 100. 122 Russi an Federation 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 6
139. 162. 13. 205 S ngapor e 147. 237. 8. 50 e.tikshuv.idf.il drop SAMrul e drop 6
185. 89. 217. 233 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
46.19.85. 41 | srael 147.237.76. 31 nakchal .idf.il drop Frst packet isn't drop 5
185. 89. 217. 226 Net her | ands 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
185. 89. 217. 228 Net her | ands 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
185. 89. 217. 230 Net her | ands 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
185. 89. 217. 235 Net her | ands 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
40. 77. 169. 96 Lhited Sates 147.237.77. 176 nat pash. i df . i | drop SAMrul e drop 3
77.138.52.97 France 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
185. 89. 217. 224 Net her | ands 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
2.53. 50. 200 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
85. 130. 223. 95 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
5.22.132. 69 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
84.111. 89. 69 | srael 147.237.72. 156 anan. i df.il drop Frst packet isn't drop 2
176.13.2.7 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 2
100. 92. 156. 222 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 2
109. 253. 210. 128 | srael 147.237.0.19 nadi matal .idf.il drop Frst packet isn't drop 2
41. 36. 156. 11 Egypt 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
80. 179. 115. 198 | srael 147.237. 72. 167 ishurimaka.idf.il drop Frst packet isn't drop 2
40. 77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 2
185. 89. 217. 225 Net her | ands 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
176.13. 249. 171 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
115. 230. 125. 146 Chi na 147.237.77. 216 dover.idf.il drop SAMrul e drop 1
184. 105. 247. 238 Lhited Sates 147.237.76. 148 gacenter. aka. i df.il dr op drop 1
129. 56. 2. 38 Ngeria 147. 237.76. 148 gocenter. aka.idf.il |drop drop 1
176.13.7. 187 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
210. 56. 212. 18 Chi na 147.237.76. 34 yohal an.idf.il dr op drop 1
176. 13. 16. 153 | srael 147.237.72. 167 ishurimaka.idf.il drop Frst packet isn't drop 1
109. 253. 216. 64 | srael 147.237.72. 156 anan. i df.il drop Frst packet isn't drop 1
85. 130. 223. 95 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.53.11.5 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 80
46. 19. 85. 229 I srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 63
109. 253. 210. 128]I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 43
79.180.131.72 |lIsrael 147.237.77.216|dover. i df .i | Mil tipl e Unaut horized LRL Access from 79. 180. 131. 72 B ock 15
194. 114. 146. 227 |1 sr ael 147.237.77. 216 |dover . i df . i | Ml tiple Unauthorized URL Access from 194. 114. 146. 227 B ock 6
40.77. 169. 97 Uited Sates |147.237.77.216|dover.idf .il Dstributed Il1egal Byte Gode Qharacter in URL B ock 5
176.13.14.126 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 5
212.150. 236. 249l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for v aka. i df . il/mai n/ gi yus/ general . aspx |B ock 4
40.77.169.101 |whited Sates [147.237.77.216|dover.idf.il Dstributed Il1egal Byte Gode Qharacter in URL B ock 4
185. 89. 217. 231 |Net herl ands 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error.htm Bl ock 3
37.26.148.159 |[Israel 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 3
2.53. 30. 227 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 3
2.53.143. 109 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
87.69.174.197 |[Israel 147.237.72. 166 |aka. i df . i | Mul tipl e Unaut hori zed Method for Known URL from 87.69. 174. 197 B ock 3
40.77. 169. 99 Uited Sates |147.237.77.216|dover.idf .il Dstributed Il1egal Byte Gode Qharacter in URL B ock 3
40.77.169.103 |Whited Sates  |147.237.77.216|dover.idf.il Dstributed |11egal Byte Gode Character in LRL Bl ock 2
89. 169. 86. 36 gz::;”i o 147.237.72. 166 |aka. i df . i | m;zﬂt jfd. illj}arf;hnc/’rgozni? dﬁ;ﬁf?;’;}(m’m R on Bl ock 2
212.179.21.194 |Israel 147.237.77. 170 |m@ar achot . i df . i | [Distributed Unaut hori zed HTTP Mt hod B ock 2
2.55.42. 108 | srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in LRL Bl ock 2
2.53.8.237 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
212.179.21.194 |Israel 147.237.77. 170 |n@ar achot . i df . i | [Mil tipl e Whauthorized URL Access from 212.179. 21. 194 B ock 2
84.95.45. 92 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to www navy.idf.il/f B ock 1
5.102. 242. 96 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df . i |/ nain/ gi yus/ geneal . aspx B ock 1
Uhaut hori zed URL Access to
207.46.13.146 |lLnited Sates |147.237.77.216|dover.idf.i | vy i df . i1/ tenpl ates/articl e/ src="http:/ww yout ube. cont v/ Onwgt cl d1f |Bl ock 1
e
66. 249. 64. 58 I sr ael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1232- he/ at al . aspx Bl ock 1
46.117.128.18 |Israel 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to waw anan. idf.il/https:/ww aman.idf.il/ B ock 1
89.139.221. 152 [Israel 147.237.72. 156 [anan. i df . i | Dstributed Suspici ous Response Code B ock 1
212.235. 62. 200 |lsrael 147.237.77.216|dover. i df . i | Unhaut hori zed LRL Access to waw i df. i |/hebrew organi zati on/ nakhal Bl ock 1
77.139.19. 93 France 147.237.72. 156 [anan. i df . i | D stributed Unaut hori zed URL Access on wwu anan. i df.il/favicon.ico Bl ock 1
64.41.200.105 |lhited Sates |147.237.77.216|dover.idf.il SSL Untraceabl e Gonnection - sigal gs DoS Attack None 1
157.55.39.110 |[Uited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error. htm Bl ock 1
85.250.137.92 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/sip_stor B ock 1
31.13.100. 114 |ireland 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/-arr B ock 1
66.249. 69. 253 | srael 147.237.0.34 |tikshuv.idf.il mutt |h|?srr|1uzve? dtfi‘l /Agﬁ;sz d;lj’sercomrol of header upper B ock 1
185. 89. 217. 233 |Net herl ands 147.237.77.216|dover. i df . i | D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
64.41.200.105 |Wnited Sates |147.237.77.216|dover.idf. il ﬂ;ﬂf&hﬁgeﬂi@_ﬁfi OE”ISEEfr;)mM' 41.200.105 (Frotocal violation|y, o 1
37.26.148.241 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
79. 180. 44. 64 I srael 147.237.72. 156 [anan. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
66. 102. 9. 54 Wited Sates |147.237.72.166aka. i df .il Unaut hori zed Method PCST for www aka. i df .i | / dr ushi n Bl ock 1
194. 114. 146. 227! srael 147.237.77.216|dover.i df . i | Unaut hori zed URL Access to wan i df.il/watch B ock 1
157.55.39. 140 |lnited Sates  [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
46. 19. 85. 50 I srael 147.237.72. 166 |aka. i df . i | L'ulrigezj ; i%’ta;eg?inzza;:;fgoik);cﬁi/fm W kapat 2] [ 1 esi012 B ock 1
31.154.19.5 I srael 147.237.77. 216 |dover.idf .il Ml tipl e Unaut hori zed URL Access from31.154.19.5 B ock
66.249.83.242 |Israel 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on wwww i df.il/error.htm B ock 1
64.41.200.105 |Wnited Sates |147.237.77.216|dover.idf.il g“:);;rp)l e Untraceabl e S Sessions from64.41.200. 105 (thsupported 1y o 1
193.34.57.101 I srael 147.237.72.166 [aka. i df . i | \AL:A]xI/(\zn:kV: |F;:r ?rlnlatn:jr n/(’jl:;r’;dilr:ﬁ]resour ces/ cont r ol s/ capt cha. ashx None !
89.187.219. 147 |Lebanon 147.237.77. 170 |maar achot . i df . i | {Uhaut hori zed UR. Access to maarachot.idf.il/pdf/files/1/113381. pdf. B ock 1
66.102. 9. 95 Lhited Sates |147.237.72.166|aka.idf .il Unaut hor i zed Met hod POST for www aka. i df.i|/mai n/ hone/ defaul t.aspx |B ock 1
195. 200. 205. 35 |Israel 147.237.77. 176 |nat pash. i df . i | m”é:;;ti_f?. m‘siprf_c;?ra;gm | es/'9/4629. | pg Bl ock 1
31.154.19.5 I srael 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to wwu i df . il/inages/ shared/ cl ose_text. gi f B ock 1
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