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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
2.55.147. 22 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
46. 19. 85. 196 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
2.53.161.188 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
2.53.163.182 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
104. 148.117. 90 Lhited Sates 147.237.76. 30 hi nush. i df .i | B ack List drop 1
80. 82. 70. 230 Net her | ands 147.237.76. 38 e.e.neitav.idf.i|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
184. 168. 152. 58 Lhited Sates 147. 237.72. 166 aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
138. 201. 125. 143 Ger many 147.237.77. 74 lawidf.il C1000074: HITP. naj estic bot Per nit 3
64. 16. 214. 100 Lhited Sates 147.237.77. 216 dover.idf.il |C1000003: HTTP: phpM/Admi n access Permit 1
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|Top Attackers In ID|

Attacker Address | Target Address

|Attacker Qount ry |Sl'te |Signature |Count
184. 168. 152. 58 147. 237. 72. 166 Lhited Sates aka.idf.il |SQ Injection - Select From 11
213.229. 77. 24 147.237.77. 74 United Ki ngdom lawidf.il |Tehila - Perl LWP with fake user agent 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
212.179. 215. 221 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 91
46. 244. 93. 132 Pal estinian Territory, Qccupied 147.237.77. 176 nat pash. i df .i | drop Frst packet isn't drop 21
46. 19. 86. 64 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 12
212.179. 215. 221 | srael 147.237.77. 234 hal ag.idf.il drop Frst packet isn't drop 8
178. 85. 206. 94 Net her | ands 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 7
212.179. 215. 221 | srael 147.237.72. 166 aka idf.il drop Frst packet isn't drop 6
199. 203. 179. 99 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
212.179. 215. 221 | srael 147.237.0. 34 tikshuv.idf.il dr op Frst packet isn't drop 4
213. 244. 65. 254 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
176. 13. 236. 85 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
46. 116. 34. 127 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 3
109. 253. 134. 67 | srael 147.237.72. 166 aka idf.il drop Frst packet isn't drop 3
31.13.112. 120 Irel and 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
31.154. 80. 17 | srael 147.237.72. 166 aka idf.il dr op Frst packet isn't drop 2
40. 77. 169. 102 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 2
85. 130. 223. 95 | srael 147.237.0.34 tikshuv.idf.il drop Frst packet isn't drop 2
46.19. 85. 190 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
212.179. 215. 221 | srael 147.237.76. 86 navy.idf.il drop Frst packet isn't drop 2
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
109. 253. 203. 129 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
31.13.100. 116 Irel and 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
92.124.239.7 Russi an Federation 147.237.0.35 akaws. i df . il drop drop 1
216.243.31. 2 Lhited Sates 147.237.76. 34 yohal an. i df .il dr op drop 1
212.179.71.70 | srael 147.237.77. 233 atal.idf.il drop Frst packet isn't drop 1
109. 253. 222. 117 | srael 147.237. 72. 166 aka idf.il drop Frst packet isn't drop 1
31.13.100. 117 Ireland 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
193. 95. 53. 33 Tuni si a 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 1
92.124.239.7 Russi an Federation 147.237.76. 34 yohal an. i df .il drop drop 1
122.172. 67. 246 I ndi a 147.237.77. 176 natpash.idf.il |drop First packet isn't drop 1
31.13.100. 119 Irel and 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
194. 114. 146. 227 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
31.13.102. 108 Ireland 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.0. 33 idf.il drop drop 1
109. 253. 144. 210 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
31.13.100. 115 Ireland 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
176. 13. 245. 190 | srael 147.237. 72. 166 aka idf.il drop Frst packet isn't drop 1
85. 130. 223. 95 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
31. 13.102. 127 Ireland 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.0. 35 akavs. i df.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.53.175. 142 | srael 147.237.0.19 |nmadimatal .idf.il{Ostributed Suspicious Response Code B ock 184
109. 253. 142. 187|l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 65
194. 114. 146. 227l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 194. 114. 146. 227 B ock 9
80.246.138.50 |lsrael 147.237.0.19 |nmadimatal .idf.il{Ostributed Suspicious Response Code B ock 9
40.77.169.103 |Lhited Sates [147.237.77.216|dover.idf.il Ostributed I11egal Byte Qode Character in LR B ock 5
40.77. 169. 98 Uited Sates |147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL B ock 5
192.118.10.10 |Israel 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 192. 118. 10. 10 B ock 5
212.179. 215. 221 srael 147. 237.77. 216 |dover . i df . i | m“it;cfriil 7f2npl-ﬁa_t giiﬁl ;toecontrol of generi o Bl ock 4
109. 253. 137. 1221 sr ael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
40.77.169.100 |Whited Sates |[147.237.77.216|dover.idf.il Dstributed |11egal Byte Gode Character in LR Bl ock 3
40.77.169.101 |hited Sates |[147.237.77.216|dover.idf.il Dstributed I11egal Byte Qode Character in URL B ock 3
194. 114. 146. 227 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/sip storagelfiles/ 0O/ Bl ock 3
40. 77. 169. 97 Lhited Sates |[147.237.77.216|dover.idf.il Dstributed |11egal Byte Gode Character in LR Bl ock 2
109. 253. 241. 26 |l srael 147.237.0.19 |[nmadimatal .idf.il|Ostributed Suspicious Response Code B ock 2
212.179. 215. 221l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/main/ B ock 2
192.118.10.10 |Israel 147.237.77.216|dover. i df .i |l Unhaut hori zed URL Access to waw i df.il/inmages/ 1. he/ sear chback. png Bl ock 1
40. 77. 169. 99 Lhited Sates |147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL B ock 1
79.176.72.174 |israel 147.237.72. 156 [anman. i df . i | Suspi ci ous Response Code Bl ock 1
199. 203. 127. 162|I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237.76. 42/ styl e/ shared/ | ayout 2.css  |Bl ock 1
40.77.169.102 |thited Sates |[147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL B ock 1
157.55.39. 182 |lhited Sates |147.237.72.166|aka. i df.il Unaut hori zed URL Access to wwwv aka.idf.il/default.asp Bl ock 1
84.109. 81. 22 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Qxde Character in URL B ock 1
66. 102. 6. 25 Lhited Sates |[147.237.72.166|aka.idf.il m”;f; riid?eﬁ ?en;hﬁldsﬁ /]:/ioév\paysl i p. aspx B ock 1
192.198. 151. 45 |Eur ope 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for waww aka. i df.il/ishuriniexanpcert/ B ock 1
79. 183. 39. 59 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
212.150.112.56 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
40. 77. 169. 98 Lhited Sates [147.237.77.74 |lawidf.il Dstributed |11egal Byte Gode Character in LR B ock 1
159. 220. 74. 5 zi;;gom 147. 237.72. 166 |aka. i df . i | VL:EI“;::: sz.ei? /?fhrioniam;gayonesol dier. asp Bl ock 1
85. 250. 150. 133 [l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None

66.102. 9. 43 Wited Sates |147.237.72.166(aka.idf.il Unaut hori zed Met hod PCBT for w aka. i df . i1/ drushi ni B ock
46.19.86.87  |[Israel 147.237.76.42 |refuah.idf.il  [D30D0ed ashori zed éﬁaﬁc‘;ﬁ( on Bl ock 1
212.179.21. 194 |israel 147.237.0.19 |madimatal .idf.il ﬁgu;h;r;%?zfﬁ/$;e§43ﬂupdat enakat caunt Ly, asp Bl ock 1
169.253.194.1 |Uited Sates |147.237.72.166|aka. i df.i | Unaut hor i zed Met hod PCST for www aka. i df.il/main/snal i snal i maspx [B ock 1
87.71. 6. 46 I stael 147.237.72. 166 |aka. i df . i | m”;r: iZ?T lalnle;mer mg\!hilﬂﬁim?zsipi None 1
66. 249. 69. 224  |Israel 147.237.77.216|dover.i df . il Unhaut hori zed URL Access to v i df.il/atal 1/izkor/ vi ew i ny. asp B ock 1
40.77.169.102 |thited Sates |[147.237.77.74 |lawidf.il Dstributed I11egal Byte Gode Character in URL B ock 1
2.53.148.79 | srael 147.237.72.167|i shuri maka. i df . ifuntraceabl e SSL Sessi ons: Cpen Mde None 1
131.130. 48. 138 |Austria 147.237.77.216|dover.i df . i Unaut hori zed URL Access to waw i df . il/894-en/i df gdover . aspx B ock 1
81.218.56.171 |[Israel 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to w i df. il /i nmages/ shared/ honetitl eback. gi f |Bl ock 1
62.219. 147. 212 |lIsrael 147.237.77.74 [lawidf.il Unaut hori zed HTTP Met hod B ock 1
212.179.71.70 |Israel 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77. 233/ 1250- he/ at al . aspx B ock 1
40.77. 169. 99 Lhited Sates |147.237.77.176 |mat pash.idf.il Dstributed I11egal Byte Gode Character in URL B ock 1
109. 67.26. 109  |Israel 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to wwu i df . il/hi nush/ site/ hel hi nush. asp B ock 1
66. 249. 76. 75 I srael 147.237.72. 166 [aka. i df . i | D stributed Waut hori zed URL Access on 147.237. 72. 166/ Bl ock 1
199.30.25.115 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/error.htm B ock 1
40.77.169.102 |lhited Sates [147.237.77.176 |nat pash.i df .i | Dstributed |11egal Byte Gode Character in LRL B ock 1
144.76.236. 183 |Ger many 147.237.72. 166 |aka. i df . i | ﬁ“;kr:irgfzﬁ‘? /’gf;thr?;siﬁ?;/gefam (a5 B ock 1
81.218.118.126 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock

62.219. 147. 212 |lIsrael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www | aw i df.il/261-5815- he/ B ock 1
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