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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
8.37.231.15 Lhited Sates 147.237.72. 167 i shuri maka.idf.il|Anonal y- TLS renegotiation-d i dest - reset 479
8.37.231. 15 Lhited Sates 147.237.72. 167 i shurimaka.idf.il|Anonmal y- TLS-renegotiation-Qi f orward 61
109. 253. 202. 44 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 27
84.229. 33. 145 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 7
109. 66. 17. 224 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
217.132.145. 74 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
50. 87. 144. 145 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 4
79.178. 4. 197 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
84.108. 61. 181 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
79.178. 155. 192 | srael 147.237.72. 166 aka.idf.il B ack List drop 3
79.178. 155. 192 | srael 147.237.77. 216 dover.idf.il B ack List drop 3
79.179. 11. 235 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
46.121. 211. 254 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
77.138.102. 232 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
209. 126. 136. 2 Lhited Sates 147.237.76. 198 e.yohalan.idf.il |Back List drop 1
212.179. 215. 221 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker CGountr get Address [Site Sgnature
Russi an wwv, chamat z. aka. i df . o ) ) )
87.242.112. 35 eration 147.237.77. 226 i 6134: HITP. SQ Injection Variabl e Decl aration Evasi on B ock 12
23.91.70.95 Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 6
i wwv. chamat z. aka. i df .
87.242.112.35 |¥SS'an 147.237.77. 226 . 5670: HITP. SQ Injection (SELECT) B ock 6
Federation il
23.91.70. 42 Lhited Sates 147.237.77.74 [lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 6
23.91.70. 46 Lhited Sates 147.237.72.166|aka. i df . i | 5670: HITP. SQ Injection (SALECT) B ock 6
144.76. 29. 66 Ger many 147.237.77.216|dover.idf .il C1000074: HITP. naj estic bot Per nirt 2
89.163.148.22  |Ger many 147.237.72. 166 [aka. i df . i | C1000074: HITP. naj estic bot Per nirt 1
89.163.148.22 |Ger many 147.237.76.42 |refuah.idf.il C1000074: HTTP. maj estic bot Permt 1
89.163. 148.22  |Ger many 147.237.77.216|dover.idf .il C1000074: HITP. naj estic bot Per nirt 1
1.179.134.194 |Thailand 147. 237.77. 216 |dover. i df . i | 13076: HTTP. Apache Struts 2 OGN Command Injection B ock 1
Wl nerability
123. 125. 125. 184|Chi na 147.237.76.200(ei tan. aka. i df . il Cl000071: HTTP: User Agent Sogou+web+spi der Per nirt
89.138.128. 253 |[Israel 147.237.72. 166 [aka. i df . i | 13840: TLS. (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

217.132.3.72 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237.0.19 Chi na nadi matal .idf.il ET SCAN Potential SSH Scan 1
109. 65. 15. 111 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
89. 138. 197. 229 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
62. 0. 102. 190 147.237.77. 216 I 'srael dover.idf.il portscan: TCQP D stributed Portscan 1
213.57.108. 29 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
178. 220. 165. 231 147.237.76. 177 ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
95.211. 191. 158 147.237.76. 30 Net her | ands hi nush. i of .i | ET SCAN NVAP -sS w ndow 1024 1
77.124.19.131 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Count
64.62. 219. 154 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 77
212.179. 215. 221 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop a7
40. 77. 169. 96 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 30
185. 89. 85. 25 Lebanon 147.237.77.216 dover.idf.il drop First packet isn't drop 14
212.199. 34. 114 | srael 147.237.72. 167 ishurimaka.idf.il dr op Frst packet isn't drop 12
40. 77. 169. 96 Lhited Sates 147.237.72. 166 aka.idf.il drop SAMrul e drop 12
109. 253. 135. 120 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 9
178. 215. 221. 63 Pal estinian Territory, QGecupied 147.237.77.216 dover.idf.il drop Frst packet isn't drop 8
82.166. 140. 117 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 8
212.179. 215. 221 I srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 8
109. 253. 220. 202 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 7
87.70.6.1 I srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 6
62.0.212. 225 I srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't drop 6
144. 15. 240. 8 Eur ope 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
64.62. 219. 154 Lhited Sates 147.237.77.216 dover.idf.il drop drop 5
85. 130. 130. 150 I srael 147.237.77. 170 naar achot . i df . il drop First packet isn't drop 4
217.132. 35. 140 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
178. 215. 221. 63 Pal estinian Territory, Qcupied 147.237.77.176 nat pash. i df . i | drop First packet isn't drop 3
212. 143.142.56 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 3
62.128. 48. 84 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
212.179. 215. 221 I srael 147. 237. 76. 147 chinuch. aka.idf.il drop First packet isn't drop 2
79.178.177. 182 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
192.118. 10. 10 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
77.138.52.97 France 147.237.77.216 dover.idf.il drop First packet isn't drop 2
8.37.231.15 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 2
176. 13. 241. 236 | srael 147.237.77. 243 nobi le.idf.il dr op Frst packet isn't drop 2
100. 92. 117. 4 147.237.77.216 dover.idf.il drop First packet isn't drop 2
141. 226. 164. 96 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
176. 13. 245. 225 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 2
79.178. 4. 197 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 2
185.120. 125. 24 I srael 147. 237.76. 42 refuah.idf.il drop First packet isn't drop 2
109. 253. 212. 202 | srael 147.237.0.19 nadi matal .idf.il dr op Frst packet isn't drop 1
190. 183. 60. 253 Argentina 147.237.76. 34 yohal an.i df .il drop drop 1
176.13.2.10 I srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
46. 19. 86. 138 | srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 1
176. 13. 238. 119 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
100. 92. 51. 83 147.237.77.216 dover.idf.il drop First packet isn't drop 1
184.105. 139. 124 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
139. 162. 37. 147 Lhited Sates 147.237.0. 33 idf.il drop drop 1
84.108. 61. 181 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
77.138. 102. 232 France 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
212.199. 34. 114 I srael 147.237.76. 31 nakchal .idf.il drop First packet isn't drop 1
31.154. 49. 49 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
85. 64. 24. 58 | srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
109. 253. 206. 232|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 148
2.53.158. 241 I srael 147.237.0.19 |[nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 57
109. 253. 212. 202|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 49
46. 19. 85. 206 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 26
2.53.183. 199 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 25
46.19. 85. 107 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 12
40. 77. 169. 99 Lhited Sates 147.237.77.216|dover . i df . i | Dstributed |11egal Byte Gode Character in LRL B ock
80.246.138.50 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock
176.13.14. 195 |Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock
77.139.78.157  |France 147. 237.72. 166 |aka. i df . i | m;:(guit;é ilﬂa:;ihn(;rr:oii‘/j dﬁ;ﬂ??g;xmm UL on B ock 2
2.55. 145. 126 I srael 147.237.0.19 |madi matal .idf.i[Dstributed Suspicious Response Qode B ock 2
2.53.9.216 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 2
176. 13.225. 100 |Israel 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LR B ock 2
64. 62. 219. 84 Lhited Sates 147.237.77. 216 |dover . i df . i | D stributed Lhauthori zed UR. Access on ww i df.il/error.htm B ock 2
40.77.169.100 |thited Sates 147.237.77. 216 |dover . i df . i | Ostributed I11egal Byte Qde Character in LR B ock 2
40.77. 169. 96 Wited Sates 147.237.77. 176 |nat pash. i df .i| |Ostributed I11egal Byte Gde Character in LR Bl ock 2
40.77.169.101 |Lhited Sates 147.237.77.216|dover. i df . il Dstributed I11egal Byte Gode Character in URL B ock 2
167. 220. 232. 104|Japan 147.237.77. 216 |dover .i df . i | Ostributed I11egal Byte Qde Character in LR B ock 2
40.77. 169. 98 Wited Sates 147.237.77. 216 |dover . i df . i | Dstributed I11egal Byte Qude Character in LRL B ock 1
77.138.210.22 |France 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
212.179. 215. 221 |l srael 147.237.72.166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/nain/ B ock 1
66.249. 64. 163 | srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt eh.?r(;lef? | g;eggrcy‘isemztesn <t ohi | ddocunent s/ 1770 B ock 1
46.121. 243. 222 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 253. 211. 208l srael 147.237.72. 156 |anan. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
40.77.169.102 |wnited Sates 147.237.77. 216 |dover . i df .i | Ostributed I11egal Byte Qode Character in LR B ock 1
79.183. 39. 59 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.75.75  [Israel 147. 237.77. 216 |dover . i df . i | D e e 3 el i gdover . aspx Bl ock 1
31.173.39. 89 Russi an Federati on 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for wawv aka. i df .il/mai n/kapat z/ B ock
64.62.219.158 |Lhited Sates 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to wawidf.il/error. htm B ock 1
81.218.56.171 | srael 147.237.77. 216 |dover . i df . i | mﬂt :folriif/?‘:ms;/ gﬁ;eesjr:a‘j’lthi ol ose. prg Bl ock 1
40.77. 169. 99 Lhited Sates 147.237.77.74 |lawidf.il Illegal Byte Code Character in URL /351-en/ pat zar. aspx#011404 |B ock 1
212.199. 118.19 |Israel 147.237.77.216|dover. i df . i | Mil tipl e Waut hori zed URL Access from 212.199. 118. 19 B ock 1
66.249. 66. 182 I srael 147.237.76.42 |refuah.idf.il ﬂ?.ng;ri?ééjy?p g:tcoisasg;/cf’i s/ 5/ 2685, | pg Bl ock 1
64. 62. 219. 76 Lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Lhauthori zed URL Access on wawwidf.il/error.htm B ock 1
80. 246. 130. 145 |Israel 147.237.76.42 |refuah.idf.il ;2?_“;:; r;éfg, lsﬁ/l gff_e;:/ ;C? ol e/ <ki . css B ock 1
40.77.169.104 |lhited Sates 147.237.77.234|hal ag. i df . il Dstributed I11egal Byte Gode Character in URL B ock 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
Pal estinian Territory, . i Uhaut hor Z?d LRL Access to .
37.8.33.120 Qecupi ed 147.237.77. 176 [mat pash. i df . i|  |www cogat . i df.i1/tenpl at es/ honepage/ wa yout ube. coni v/ 3g51ei [Bl ock 1
5nuhg
64.62.219.163 |lnited Sates 147.237.77. 216 |dover . i df . i | D stributed Lhaut hori zed UR. Access on www i df.il/error.htm B ock 1
93.173.239. 208 |[Israel 147.237.77.216|dover . i df .i | SSL Untraceabl e Connection - Cpen Mde None
46.19.86.209  |Israel 147.237.77. 234|hal ag.i df . i | i;f rzé?ﬁ?ézéi?ﬁizgsﬁiaﬁ osess fréi . Bl ock 1
77.139.116.235 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for aka.idf.il/giyus/ B ock 1
5.102.242.218 |lsrael 147.237.72.166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
212.199.118.19 |[Israel 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to wwwidf.il/images/ 1. he/trigger.png |B ock 1
66.249. 66. 185 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
147. 236.238. 41 |Israel 147.237.76.31 |nakchal .idf.il [Dstributed Wauthorized HITP Met hod Bl ock 1
80. 246. 130. 165 |l srael 147.237.76.42 |refuah.idf.il ﬂ?“;g;’ e efyﬁliﬁiiﬁehf’ dat epi cker . css Bl ock 1
46. 19. 85. 37 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Qode B ock
66.249.81.212 |lsrael 147.237.77.216|dover . i df .i | Ostributed Waut horized URL Access on waw idf.il/error.htm Bl ock 1
40. 77. 169. 96 Lhited Sates 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in URL B ock 1
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