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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack forward 4
2.53.18. 160 | srael 147.237.77.216 dover.idf.il |TQP handshake violation, first packet not syn dr op 3
82.80.78.2 | srael 147.237.72. 166 aka.idf.il B ack List dr op 2
93. 158. 200. 166 Net her | ands 147.237.76. 196 e.sviva.idf.il |Back List drop 1
31.154. 49. 49 | srael 147.237.77. 216 dover.idf.il |TQP handshake viol ation, first packet not syn drop 1
104. 148. 55. 162 Lhited Sates 147.237.76. 44 e.refuah.idf.il|B ack List drop 1
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn drop 1
2.53.141. 169 | srael 147.237.77.216 dover.idf.il |TQP handshake violation, first packet not syn dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount

91.197. 233. 201 Russi an Federation 147. 237.77. 216 dover.idf.il |24910. HTTP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

79. 180. 226. 238 [147.237.76.42 |lIsrael refuah.idf.il ET SCAN NVAP -sA (2) 2
46.172.71.251 |147.237.77. 233 |krai ne atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 106. 206. 10 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
5. 255. 90. 133 147.237.77.19 |[Nether| ands lawforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
133.242.3.168 [147.237.8.14 |Japan e.orchot.idf.il |ET SCAN NVAP -sS w ndow 1024 1
2.53.137.29 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
129. 56. 2. 38 147.237.76.197 [N geria ehinush.idf.il |ET SCAN NVAP -sS w ndow 1024 1
94.102.53.196  |147.237. 77. 233 |Net her | ands atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
91.195. 163. 116 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 246. 136. 181 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
66.249. 64. 103 |147.237.77.170|W0ited Sates |mmarachot.idf.il |ET SCAN NVAP -sA (2) 1
194. 90. 36. 155  |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 167 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
133.242.3.168 [147.237.8.28 |Japan e.mobi | e-ks.idf .i|ET SCAN NVAP -sS w ndow 1024 1
5.29. 208. 235 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
132.64.199.50 [147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 135. 120|147. 237. 77. 216 |I srael dover . idf.il portscan: TP Dstributed Portscan 1
94102 53.196  |147. 237 77. 233 |Net her | ands atal il ET SCAN Behavi gral Lhusual |y fast Terminal Server Traffic, Potential 1
Scan or Infection
89.237.118.66 [147.237.77. 216 |Fance dover.idf.il portscan: TCP Distributed Portscan 1
80. 246. 136. 177 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
77.127.9.25 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stri buted Portscan 1
202.155.58.28 |147.237.76.42 |Indonesia refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
31.154.23.74 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 36
141. 0. 14. 145 Eur ope 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 32
89. 108. 144. 115 Lebanon 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 25
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 15
212.179. 215. 221 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SWN drop 11
81.138. 8. 36 Uni ted Ki ngdom 147.237.72. 156 anan.idf.il dr op First packet isn't SYN drop 8
79.181. 204. 232 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 8
139. 162. 13. 205 S ngapor e 147.237.77. 227 e hanaz.idf.il drop SAMrul e drop 7
109. 253. 241. 17 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 6
46. 19. 86. 57 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 6
79.183. 0. 145 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SN drop 5
212.179. 215. 221 | srael 147.237.77. 170 naar achot . i df . il dr op First packet isn't SYN drop 4
212.179. 215. 221 | srael 147.237.0.15 kosher-kravi .idf.il dr op First packet isn't SN drop 3
109. 253. 135. 120 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 3
79.178. 202. 32 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 3
100. 92. 111. 197 147.237.72. 167 ishurimaka.idf.il dr op First packet isn't SN drop 3
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 2
85. 64. 24. 58 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 2
212.179. 215. 221 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 2
79.181. 220. 68 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SWN drop 2
212.143.134. 129 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 2
46. 19. 86. 239 | srael 147.237.72. 167 ishurimaka.idf.il dr op First packet isn't SN drop 2
176. 13. 13. 112 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't SWN drop 2
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 2
109. 253. 128. 179 | srael 147.237.72. 167 ishurimaka.idf.il dr op First packet isn't SN drop 1
176. 13. 228. 133 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SWN drop 1
109. 253. 195. 43 | srael 147.237.0.19 nadi matal .idf.il dr op First packet isn't SYN drop 1
161. 202. 72. 185 Japan 147.237. 76. 148 gacenter. aka. i df . i dr op drop 1
176. 13. 241. 222 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SWN drop 1
109. 253. 217. 215 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SYN drop 1
176.13.8.76 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 1
109. 253. 146. 28 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SWN drop 1
176. 13. 8. 235 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 1
109. 253.150. 1 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 1
109. 253. 158. 192 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site dgnature Acti on ‘Count
77.127.54.177 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 306
2.53. 143. 109 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 291
2.53.166. 120 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 93
109. 253. 195. 43 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 34
109. 253. 231. 76 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 32
2.53.183. 199 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 28
60. 181. 141. 124 |Chi na 147.237.77. 216 |dover.i df . il Mil tipl e Unaut horized URL Access from 60. 181. 141. 124 Bl ock 17
176.13.231.68 |lIsrael 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobile.idf.il/nilluindindex B ock 8
60.181. 141. 124 |China 147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 6
2.55.149. 177 | srael 147.237.77.243|nobi l e. i df . i | Mil tipl e Unhaut horized URL Access from 2.55. 149. 177 B ock 4
58. 71. 34. 238 Phi | i ppi nes 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HITP Met hod B ock 4
212.179. 215. 221 i srael 147.237.77. 216 |dover . i df . i | mult:forl iﬁf‘;ﬁpﬁ :scl‘iisnfm ;fecomrol o generi cf B ock 4
2.55.149. 177 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
213.151.35.212 [israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock

84. 95. 208. 20 I 'srael 147.237.77. 226 V\TA:N chanat z. aka. i df Mil ti pl e Unaut horized URL Access from 84. 95.208. 20 Bl ock 3
212.179. 215. 221 i srael 147. 237.77. 216 |dover . i df . i | miréfb.“itﬁc: eﬁ;?‘;tt gi;ﬁ; ;ﬁcoﬁ?ileggne” g B ock 3
82.80.131.234 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Gode B ock

95. 35. 203. 94 I srael 147.237.0.19 |nmadimatal .idf.il O stributed Suspicious Response Code Bl ock
77.139.40.168  |France 147.237. 72. 166 |aka. i df . i | m“;grii dzf‘ijl ?f;ﬂgrdi Ear:pz;r y B ock 3
58.71.34.238  |Philippines 147.237.76.31 |nakchal .idf.il mu;alﬂ .Ziegf .Li'?;sip;i;s;;goe, fileg 2l B ock 3
37.26.149.146 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
212. 25.102. 63 | srael 147.237.77. 226 V\TA:N chamat z. aka. i df Ml ti pl e Unauthori zed URL Access from 212. 25. 102. 63 B ock 3
46. 19. 86. 185 I srael 147.237.77.243|nobi | e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login  |B ock 3
107.182.228.50 |Whited Sates  [147. 237.72. 166 |aka. i df . i | m”;?:riidzf?l'/\‘an;]hg/dgip)ﬁ;ifnigrmiOn_ aspx Bl ock 2
66.249. 69. 224 I srael 147.237.77. 216 |dover. i df . i | mﬁt;"ﬂif/? o rcess etvzl gt 0p. 850 Bl ock 2
108. 171. 128. 166|Uni ted Ki ngdom|147. 237. 72. 166 |aka. i df . | mt;i;‘ijszji masurfur:‘i’rrilzed Method for Known LRL on B ock 2
2.55.149.177  |Israel 147.237.77. 243 |nobi 1 e. i df . i | ﬁ;ﬂt eh?ro'lfz‘f? , gegpgf;sem;es” <t ohi 1 ddocument </ 1162 Bl ock 2
2.53.48. 41 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
46. 19. 86. 34 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 2
2.55.132. 123 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
2.55. 145. 126 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
84. 95. 208. 20 I srael 147.237.77. 226 V\TA:N chamat z. aka. i df Dstributed PHP Attenpt B ock 1
78.25. 120. 93 gj::;”i o 147.237. 72. 166 |aka. i df . i | m;:(;’_”it;d_ ma:;ihn‘;rrioﬁ? d';f;ﬁf’f_;;’gxmo"‘” L on Bl ock 1
176.13.234.33  |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from176.13.234.33 |B ock 1
40.77.169.101 |Whited Sates  |147.237.77.216|dover.idf .il Illegal Byte Qode Character in URL /1500-en/ dover. aspx#011200 |B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt B ock 1
212. 143. 134. 129|I srael 147.237.77.216|dover. i df . il Mil ti pl e Uhaut hori zed URL Access from 212. 143. 134. 129 B ock 1
54.81.168.187 |lnited Sates  [147.237.72.166|aka. i df .il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
2.53.15.62 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 1
81.218.241.26 |lsrael 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from 81. 218. 241. 26 B ock 1
207.46.13. 73 Wited Sates  [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to 147.237.77.216/robots. t xt B ock 1
46.19. 85. 136 I srael 147.237.76.31 |nakchal .idf.il D stributed Suspici ous Response Code B ock 1
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 1
77.125.63.189 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (Qpen Mvde None 1
85.65.239.190 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
60. 181. 141. 124 |Chi na 147.237.77.216|dover.i df . il Unaut hori zed URL Access to wa i df.il/index. asp Bl ock 1
207.46.13.188 |lhited Sates  |147.237.0.16 Fy_ kosher-kravi . idf.i Lhaut hori zed URL Access to vww ny- kosher-kravi . idf.il/ B ock 1
108. 171. 128. 166|Uhi t ed Ki ngdom|147. 237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for waw aka.idf.il/ishurinimain/ Bl ock

84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df . il Mil tipl e Unaut horized URL Access from 84. 95. 208. 20 Bl ock

58. 71. 34. 238 Fhi | i ppi nes 147.237.76.31 |nakchal .idf.il Ml tipl e Unaut horized URL Access from58. 71, 34. 238 B ock 1

08-24-2016-11:04:05 to 08-24-2016-12:04:05




