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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
77.138.138. 2 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
2. 55. 36. 245 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
2.53.141. 86 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 6
213.57. 147. 32 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
81. 218. 70. 243 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 4
109. 65. 74. 61 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
87.69. 73. 12 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
194. 56. 215. 218 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
52.193. 243. 138 Japan 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
212.199. 34. 114 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
77.138.52. 97 F ance 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
94.177.160. 214 Romani a 147.237. 76. 200 eitan. aka.idf.i|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnature Devi ce Action |Oount
52.193. 243. 138 Japan 147.237.77.216  |dover.idf.i| |25004: HTTP. WérdPress Pingback Redirect Request B ock 3
199. 58. 86. 211 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per nirt 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
91. 201. 236. 155 [147.237.77. 170 |Ukrai ne naar achot . i df .i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
85. 64. 29. 37 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
217.78.63.213 [147.237.77.216 g‘z'cisgiig;a” Territory: Joover. i . il ET SCAN NVAP -sA (2) 1
82.166.199.42 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
202.155.58.28 [147.237.8.24 |Indonesi a elifestyleidf.il ET SCAN NVAP -sS w ndow 1024 1
58.218. 204. 245 |147.237.76. 197 |Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
179.224.80.65 [147.237.77.179 |Brazi e.nazi.idf.il ET SOAN Behavi oral .Unusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
58. 218. 204. 245 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
133.242.3.168 |147.237.76.31 [Japan nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
31.168. 17. 67 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
122.72.53.188 [147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
2.53.45.116 147.237. 77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
103.207.38.14 |147.237.76.39 |V etnam nobi | e. nei tav.idf. il ET SCAN NVAP -sS wi ndow 1024 1
91.201.236. 155 |147.237.77. 170 |Lkrai ne maar achot . i df .i | ET SCAN NVAP -f -sS 1
89.114.97. 11 147.237. 76. 201 |Port ugal eaal.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
84.108. 166. 194 |[147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
212.179.21. 194 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
62.219.162.95 |147.237.77.216|Israel dover.idf.il portscan: TCQP D stributed Portscan 1
195. 88. 208. 193 |147.237.0.200 |Russian Federation . i df i | ET SCAN NVAP -sS wi ndow 1024 1
58.218. 204. 245 |147.237.76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
178. 165. 131. 229|147. 237. 77. 216 |Austria dover.idf.il portscan: TCP DO stributed Portscan 1
52.193.243. 138 [147.237.77. 216 |Japan dover.idf.il portscan: TCP D stributed Portscan 1
133.208.21.66 |147.237.76. 42 [Japan refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.53.138. 134 147.237. 77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
117.27.240.24  |147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
91.201.236. 155 |147.237.77. 170 |Lkrai ne maar achot . i df .i | ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
52.193. 243. 138 Japan 147.237.77. 216 dover.idf.il dr op SAMrul e drop 769
77.87.228.68 Ger nany 147.237.77.216  |dover.idf.il drop First packet isn't drop 127
52.193. 243. 138 Japan 147.237.77. 216 dover.idf.il drop drop 55
62.0.244.1 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 10
52.193. 243. 138 Japan 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 9
192. 0. 81. 17 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 8
139. 162. 13. 205 S ngapor e 147.237.76. 39 nobi | e. nei tav.idf.il |drop SAMrul e drop 7
212.199. 34. 114 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 7
139. 162. 13. 205 S ngapor e 147.237. 72. 156 anan. i df il drop SAMrul e drop 7
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
40.77.169. 103 Lited Sates 147.237.77.216  |dover.idf.il dr op SAMrul e drop 5
81.218. 70. 243 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
37.142.181. 132 I srael 147.237.72. 166 aka idf.il drop First packet isn't drop 4
193. 56. 244. 58 France 147.237.77. 176 nat pash. i df . il dr op Frst packet isn't drop 4
212.235. 16. 213 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
192. 0. 80. 167 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
109. 253. 223. 240 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
46. 19. 86. 99 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
176. 13. 250. 76 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
185. 24. 207. 123 | srael 147.237. 72. 167 ishurimaka.idf.il drop First packet isn't drop 3
85. 64. 184. 92 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
176. 13. 251. 130 | srael 147.237. 72. 166 aka.idf.il drop First packet isn't drop 3
109. 253. 210. 185 I srael 147.237. 72. 167 ishurimaka.idf.il drop First packet isn't drop 2
109. 65. 74. 61 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
213. 244. 65. 246 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
2.53.29. 228 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
46.120. 122. 169 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
192. 0. 83. 49 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
109. 253. 207. 210 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
85.114. 106. 248 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
176.13.12. 179 I srael 147.237. 77. 243 nobi | e.idf.il drop First packet isn't drop 1
194. 218. 27. 162 Sweden 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
176.13. 241. 14 | srael 147.237. 72. 166 aka.idf.il drop First packet isn't drop 1
109. 226. 40. 40 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
137.116. 71. 170 Lhited Sates 147.237.0.33 idf.il dr op drop 1
85. 64. 24. 58 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
209. 88. 157. 240 I srael 147.237.76. 34 yohal an.i df .il drop drop 1
109. 253. 136. 212 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
213.244.105.5 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
2.53.141. 86 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Acti on ‘Count
46. 19. 86. 34 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 76
2.53. 166. 120 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 52
2.53.149. 130 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 25
123.152. 37. 237 |China 147.237.76.200|ei tan. aka. i df . i | Mil tipl e Waut horized URL Access from 123.152. 37. 237 B ock 17
176. 13. 3. 130 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 15
81.218.241.26 |[Israel 147.237.77.216|dover.i df .i | Ml tipl e Unaut hori zed URL Access from 81.218. 241. 26 B ock 7
109. 253. 146. 11 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 7
123. 152. 37. 237 [China 147.237.76.200|ei tan. aka. i df .i | PHP At t enpt B ock 6
176.13.16. 110 |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 6
212.143. 134. 129l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod Bl ock 5
212.143. 134. 129l srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/sip storage/files/2/ B ock 5
109. 67. 243. 176 |l srael 147.237.77. 170 [maar achot . i df . i | Distributed Waut horized HTTP Met hod B ock 5
46.19. 86. 73 | srael 147.237.72.166|aka. i df . i | Dstributed |11egal Byte Gode Character in LRL B ock 4
80. 246. 136. 115 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
31.173.39.89 :32::1”' on 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for www aka. i df . il/main/ kapat z/ B ock 3
2.53.23.85 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 226. 44. 156 |l srael 147.237.77. 216 |dover.i df .i | O stributed Wnaut horized URL Access on waw i df.il/error.htm B ock 2
212.150.189.2 [Israel 147.237.72. 166 [aka. i df . i | Ostributed I11egal Byte Qode Character in URL B ock 2
109. 67. 243. 176 |l srael 147.237.77. 170 maar achot . i df . i | Ml tipl e Unauthorized URL Access from 109. 67.243. 176 Bl ock 2
66. 249. 76. 72 I srael 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to www anan. i df . il /nobil e/ B ock 1
209. 88. 157. 240 |lIsrael 147.237.76.200(ei tan. aka. i df . i | Unaut hori zed URL Access to 147.237.76. 200/ B ock 1
31.154.27.186 |[lIsrael 147.237.77.74 [lawidf.il Ml tipl e Unauthori zed URL Access from 31.154. 27. 186 Bl ock 1
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 1
79. 180. 44. 64 I srael 147.237.72. 156 [anan. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
46.116.44.172 |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1501-he/ atal . aspx |B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 1
66.249.93.107 |[Israel 147.237.77. 216 |dover . i df .i | Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
31.154.27.186 |Israel 147.237.77.74 |lawidf.il Lhaut hori zed LR Access to wan lawidf.il/sip storage/files B ock 1
123. 152. 37. 237 [China 147.237.76.200(ei tan. aka. i df . il Uhaut hori zed Met hod HEAD for www eitan. aka. i df.il/ None 1
84.95.208.20  |Israel 147.237.77.233atal . i df .il e ot Tff’entﬁatﬁcsfﬁiﬁe ;a‘; v tem Bl ock 1
65. 49. 68. 182 Lhited Sates  |147.237.77.216|dover.idf.i | D stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 1
2 53 183. 63 srael 147. 237.72. 166 |aka. i df .i | Unknown Par aret er ct| 00$ct | 00$cphMai n$cphSachar $ct | 51 in None 1

wan aka. i df . i | / nai n/ sachar/ paysl i ps. aspx
. . Unaut hori zed URL Access to
109. 253. 141. 35 (I srael 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ 1518- he/ r ef uah. aspx Bl ock 1

Uhaut hori zed URL Access to

84.95.208. 20 | sr ael 147.237.77. 216 dover . i df . i1 wan i df . i |/ tenpl at es/ shar ed/ user cont r ol s/ header upper / B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.229.39 |lhited Sates |147.237.76.31 [nakchal .idf.il vaw nakhal i df i 1/ 1117- he/ nakhal . asp Bl ock 1
123.152. 37. 237 |China 147.237.76.200(ei tan. aka. i df . il Lhaut hori zed LRL Access to wan ei tan. aka. i df.il/index. asp B ock 1
: . . D stributed Whaut hori zed URL Access on
208.80.194.26 |Wnited Sates |147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl el shar ed/ 960. css B ock 1
66.102. 9. 76 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed Met hod POST for wwy aka. i df . i |/ drushi ni B ock
2.55.24. 39 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None
www, chamat z. aka. i d ) .
84. 95. 208. 20 | srael 147.237.77. 226 £l Mil tipl e Uhauthorized URL Access from 84. 95. 208. 20 Bl ock 1
68.180.230.171 |Wnited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to www i df.il/894-he B ock 1
. . D stributed WUhaut hori zed URL Access on
132.70.66.10  [Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
2.53.59. 137 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
. . Uhaut hori zed URL Access to
81.218.241.26 |Israel 147.237.77. 216 |dover.i df .i | vow i df i1 /i p storagelfiles/ 8/ 5328 png B ock 1
209. 88. 157. 240 |l srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ B ock 1
66. 249. 75. 64 I srael 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock
2.55.149. 129 | srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None
wwwv. chamat z. aka. i d i
84.95.208.20  |israel 147.237.77. 226 | thaut hori zed LRL Access to o B ock 1
foil ww charat z. aka. i df . i |/t enpl at es/ honepage/ di v.item
79.180.13.131 [Israel 147.237.77. 216 |dover . i df .i | SSL Untraceabl e Connection - Cpen Mde None 1
213.90. 45. 75 Austria 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCBT for www aka. i df.il/ishurim B ock 1
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