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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
87.145. 89. 70 Ger nany 147.237.76. 201 eatal.idf.il JLM Under At tack_Con_Tcp drop 2
93. 158. 200. 166 Net her | ands 147.237.76. 199 e.nakchal .idf.il B ack List drop 1
93. 158. 200. 166 Net her | ands 147.237. 76. 200 eitan. aka.idf.il B ack List drop 1
71.6.135. 131 Lhited Sates 147.237.76. 148 gogcenter.aka.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

188. 120. 135. 101(147. 237. 77. 233 |I srael atal.idf.il ET SCAN NVAP -sA (2) 30
91.125.184. 101 |[147.237.77.74 |Wnited Ki ngdom |l awidf.il Tehila - Perl LWP with fake user agent 2
182. 186. 19. 245 |147.237. 77. 216 |Paki stan dover.idf.il portscan: TCP DO stributed Portscan 1
133.208.21.66 |147.237. 72. 167 [Japan i shuri maka. i df.il ET SCAN NMAP -sS wi ndow 1024 1
109. 253. 128. 123|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
77.138. 168. 205 |[147.237.72. 166 |France akaidf.il portscan: TCP O stributed Portscan 1
66.249.76.112 |147.237.72.166|lhited Sates  |akaidf.il ET SCAN NVAP -sA (2) 1
198. 20. 69. 98 147.237.76.34 |Uhited Sates  |yohalan.idf.il ET DRCP Bshiel d B ock Listed Source 1
12. 68. 215. 78 147.237.72. 156 |Lhited Sates  |aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
103 251 37 56 |147 237 0.33  |France il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
188. 120. 154. 56 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
185.32.179. 159 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
133.242.4.52 147. 237. 76. 177 |Japan ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
120.50. 126. 120 |147.237.0. 16 okfrea’ Republic oo \osher-kravi.idf. il Potential Sean or Brite ForZe 1
66.249.76.117 |147.237.72.166 |Liited Sates  [akaidf.il SER.’\/ER-APAO—E.Apache mod_ssl non-SS. connection to SS. port 1
deni al of service attenpt

46.120. 122. 219 (147.237.77. 216 |l srael dover.idf.il Xenu Link Seuth User Agent 1
195. 88.208. 193 [147. 237. 7. 233 gj;:lnim atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
192.116.40.18 |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1




08-24-2016-09:04:04 to 08-24-2016-10:04:04

|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
52.193. 243. 138 Japan 147.237.77. 216 dover.idf.il dr op SAMrule drop 1264
139. 162. 13. 205 S ngapor e 147.237. 76. 200 eitan aka.idf.il drop SAMrul e drop 7
139. 162. 13. 205 S ngapor e 147.237.0.15 kosher-kravi .idf.il dr op SAMrul e drop 7
52.193. 243. 138 Japan 147.237.77. 216 dover.idf.il dr op drop 5
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SWN drop 4
85. 250. 99. 175 | srael 147.237.76. 86 navy.idf.il dr op First packet isn't SYN drop 4
176. 13. 4. 156 | srael 147.237.76. 42 refuah.idf.il dr op First packet isn't SN drop 3
77.138.138.2 France 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 3
212.199. 34. 114 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 3
62.219. 208. 70 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 2
82. 166. 40. 154 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SWN drop 2
216. 218. 206. 106 Lhited Sates 147. 237. 0. 200 mu. i df . il dr op drop 1
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 1
66. 249. 65. 153 | srael 147.237.0. 33 idf.il dr op drop 1
109. 253. 199. 198 | srael 147.237.0.19 nadi matal .idf.il dr op First packet isn't SYN drop 1
122.170. 198. 111 I'ndi a 147.237.77. 176 nat pash. i df .i | dr op First packet isn't SN drop 1
212. 235. 33. 100 | srael 147.237.72. 167 ishurimaka.idf.il dr op First packet isn't SWN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 199. 198l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 28
2.53.24.103 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁbﬂ? %Tﬁf:ﬁgﬁlﬁgﬂ;@ﬁsﬁfﬁwd tn B ock 13
93.172.203. 144 |[Israel 147.237.76.31 |nakchal .idf.il [Miltiple Unauthorized URL Access from 93.172.203. 144 B ock 7
2.53.48. 41 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 4
66.249.69.224 [Israel 147.237.77. 216 |dover.i df .i | Mil tipl e Unhaut hori zed URL Access from 66. 249. 69. 224 B ock 4
2.53.9.216 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 4
79.177.239.85 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 79.177.239. 85 B ock 4
80. 246. 136. 115 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
46. 19. 85. 166 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.53.60. 44 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
85. 64. 249. 85 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 85. 64. 249, 85 B ock 3
2.53.35.57 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
190.131.17.10 |Ecuador 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for wwn aka. i df.il/giyus B ock 2
66.249.76.112 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 66. 249. 76. 112 B ock 2
190.131.17.10  |Ecuador 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 190.131.17. 10 B ock 2
66.249.64.116 I srael 147.237.77. 176 [nat pash. i df . i | muégga:tl.zi?j?.T;cﬁcofc(iis:attioongaza/ gover nnent rr epr esent ati ve Bl ock !
40.77.169.101 |thited Sates [147.237.77.216|dover.idf.il Dstributed I11egal Byte Gode Character in URL B ock 1
157.55.39.91  |[hited Sates |147.237.77.170 |maar achot . i df . i | Xmiu,,tth;ri,ieiam Access to maarachot. idf.il/pdf/files/2/112922. pdt>2 g oo\ 1
85. 64. 249. 85 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter docld in ww aka.idf.il/main/giyus/ None 1
66.249.76.117 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: Protocol violation (SSL_GON QI ENT_HALQ  [None 1
66.102. 9. 54 Lhited Sates [147.237.72.166aka.idf.il Mil ti pl e Unaut hori zed Method for Known URL from 66. 102. 9. 54 B ock 1
176.13.10. 176 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
85. 64. 249. 85 I srael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter docld in ww aka. i df.il/nai n/ hone/ def aul t. aspx None 1
66.249.93.215 |[lIsrael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in URL from66.249. 93. 215 B ock 1
192.198. 151. 43 |Eur ope 147.237.72. 166 |aka. i df . i | m“;grii dzﬁd”'\/’e;i?%? mpfgpf ot es/ hone. asp B ock 1
66. 249. 64. 16 I srael 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to waw atal .idf.il/894-he B ock 1
109. 253. 128. 68 |Israel 147.237.77. 234 |hal ag. i df .i | o ;';;”t?‘;dzgl‘;"ftngge';‘;iaru:(‘j/ﬁfﬁsef fgi . Bl ock 1
66. 249. 76. 47 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/iturinasp/iturinp B ock 1
176.13.12.179 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
65. 49. 68. 182 Whited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
85.65.219.200 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
194. 114. 146. 227|I srael 147.237.77.216|dover.i df .i | Mil tipl e Unaut hori zed URL Access from 194. 114. 146. 227 B ock 1
66.249.64.41  |Israel 147.237.72.166 |aka. i df . i | 1D4S7t rzisb?‘ftf; ;gg;’tegmiiiaﬁ‘e:fgfzz Z’;p B ock 1
31.154. 232. 220 |lsrael 147.237.77.216|dover. i df . i | Dstributed PHP At tenpt Bl ock 1
85. 64. 249. 85 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter catld in ww aka. idf.il/nain None 1
66. 249. 76. 77 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ edi mi yoran/ enl ar ge. asp  |B ock 1
188. 120. 135. 101 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ 960. css Bl ock 1
65. 49. 68. 193 Lhited Sates [147.237.77.216|dover.idf .il Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock 1
87.70.3.123 I srael 147.237.77. 216 |dover . i df . i | mﬂt:f(fri'lffgsﬁcepfu‘;‘szoffmesourcelcreate/ Bl ock 1
79.177.239.85 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/main/giy B ock

203. 127. 96. 247 |9 ngapore 147.237.77. 216 |dover.i df .i | Distributed Waut hori zed URL Access on waw idf.il/error. htm B ock 1
66.249.64.113 [ srael 147.237.72. 166 |aka. i df . i | g‘sﬁmﬁfﬁfﬁﬁg Protocol violation None 1
31.154. 232.220 |Israel 147.237.77. 216 |dover.i df .i | Dstributed Waut horized URL Access on waw i df.il/wp-Iogin. php B ock 1
157.55.39.24  |Whited Sates |147. 237.72. 166 [aka. i df . i | mn;:: iZ?r_?Tftn:irnlffrfgii?aLrt_aspx None 1
85. 64. 249. 85 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter catld in ww aka.idf.il/main/giyus None 1
65. 49. 68. 193 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wanidf.il/error.htm B ock 1
91.221.50.21  |Germany 147.287.77. 218 dover. i df i1 [ B ock 1
79.183. 31. 98 I srael 147.237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
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