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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
93.173.175. 108 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 52

85. 64. 131. 192 | srael 147.237.77.216 dover.idf.il |SYNHood out of context dr op 10
2.53.50. 64 | srael 147.237.77.216 dover.idf.il |TCP handshake violation, first packet not syn dr op 4
2.55.139. 52 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 2

104. 156. 245. 113 Lhited Sates 147.237.76. 201 e.atal.idf.il |Back List drop 1
185.94. 111. 1 Russi an Federation 147.237.76. 44 e.refuah.idf.il|B ack List drop 1

93. 158. 200. 166 Net her | ands 147.237.76. 201 e.atal.idf.il |Back List drop 1

46. 19. 86. 80 | srael 147.237.77.216 dover.idf.il |Back List dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address ‘Site |Sgnature Devi ce Action |Count
195. 154. 209. 110 France 147.237.77. 176 nat pash. i df . i | C1000016: HTTP. administrator in R Pernit 2
89.248.172. 16 Net her | ands 147.237.76. 176 test.ncore.idf.il ]13840: TLS (penSSL Heartbeat Packet Bl ock 1

151. 80. 41. 169 France 147.237.77.176 nat pash. i df.il C1000074: HTTP. naj estic bot Per it 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|8'te |Signature |Count\
91.201. 236. 158 [147.237.77.19 |lkraine lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
80.246. 136. 43  [147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
66.249. 66. 238  |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 1
8. 26. 94. 207 147.237.0.16 [Canada ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
193. 201. 225. 138|147. 237. 76. 196 |Lkr ai ne e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
133.242.4.52 147. 237. 76. 202 [Japan e halag idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.236.246.40 |147.237.76.31 gjj:tnim nakchal .idf .l ET DROP Dshiel d B ock Listed Source 1
91.224.160.106 |[147.237.0.17 |[Netherlands mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
91.201. 236. 158 [147.237.77.19 |Wraine law forumi o .i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
80. 246. 130. 206 [147. 237. 77. 233l srael atal.idf.il ET D5 Large amount of TCP ZeroWndow - Possible Niller2 1
DDos attack
12. 68. 215. 78 147.237.76. 198 |Lhited Sates e.yohalan.idf.il ET SCAN NVAP -sS w ndow 1024 1
199. 203.68. 10  |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
193. 201. 225. 138(147. 237. 72. 217 |kr ai ne eidf.il ET SCAN NVAP -sS wi ndow 1024 1
117.135.131. 60 |147.237.76.39 |China nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.76.30 [Netherlands hi nush. i df . i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
52.193. 243. 138 Japan 147.237.77. 216 dover.idf.il dr op SAMrule drop 831
213. 206. 32. 194 Uzbeki st an 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 30
37.26.149.174 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 9
139. 162. 13. 205 S ngapor e 147.237.0. 34 tikshuv.idf.il dr op SAMrul e drop 7
139. 162. 13. 205 S ngapor e 147.237.72. 167 ishurimaka.idf.il drop SAMrul e drop 7
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
176. 13. 225. 13 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
212.179.21.194 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
144. 139. 140. 64 Australia 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
109. 253. 213. 81 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 1
82.102. 168. 38 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
137.116. 71. 170 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
8. 26. 94. 207 Canada 147.237.76. 148 gacenter. aka. i df . i dr op drop 1
185. 125. 4. 222 Pol and 147.237.77.234 hal ag.idf.il dr op SAMrul e drop 1
82.102. 168. 38 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 1
192. 168. 173. 102 147.237.77. 216 dover.idf.il dr op drop 1
109. 201. 154. 145 Net her | ands 147.237. 76. 148 gacenter. aka. i df . i dr op drop 1
216. 218. 206. 74 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
201. 238. 202. 219 Qile 147.237.8. 14 e.orchot.idf.il dr op SAMrule drop 1
109. 253. 209. 194 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
85. 64. 93. 103 I srael 147.237.77.216|dover.i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 4
212.179. 159. 253l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhauthorized URL Access from 212.179. 159. 253 B ock 3
2.53.23.85 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 3
66.249. 69. 224 |l srael 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized URL Access from 66. 249. 69. 224 B ock 3
66.249.76.112 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 66.249. 76. 112 B ock 2
64.137. 244. 235 [Canada 147.237.72. 166 [aka. i df . i | Adnin Bl ocki ng B ock 1
85. 64. 68. 213 I srael 147.237.77. 170 |maarachot . i df . i| [PHP Attenpt B ock 1
66.249. 76.106 |l srael 147.237.72.166 |aka. i df . i | mngk‘“; i?_??‘;tk:“;fg;dl ier”ylshov\pi cture. asp None 1
37.142.104.207 |israel 147. 237.72. 166 |aka. i df . i | m”;)k‘“:'i??w;g mcégfﬁijt;angicgzﬁngPhsaChar$°t' 77in None 1
157. 55. 39. 37 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to waw idf.il/error.htm B ock

80. 246. 136. 188 |[lIsrael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None
64.137.244.235 |canada 147.237.72.166 |aka. i df . i | m“;grii;eﬂlﬁanﬁfii;wsi wgldi rectived | ndexd Bl ock 1
212. 179. 159. 253l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/sip storage/files/8/ B ock 1
85. 64. 68. 213 I srael 147.237.77. 170 [maarachot . i df . i| [Uhauthorized URL Access to maarachot.idf.il/wp-1ogin. php B ock 1
40.77.169.100 |Whited Sates [147.237.77.216|dover.idf.il Illegal Byte Code Character in URL /1500-en/ dover . aspx#011200 B ock 1
182.73.13.118 |India 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to www i df . il/894-en/i df gdover. aspx B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi . i df . i|Uhaut hori zed URL Access to wan kosher-kravi.idf.il/defaul t.aspx Bl ock 1
66.102.9. 54 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Method PCST for www aka. i df .il/mai n/ hone/ defaul t.aspx |B ock 1
2.53.129. 237 I srael 147.237.77. 216 |dover.i df .i | SSL Untraceabl e Connection - Cpen Mde None 1
66.249.76.112 |lIsrael 147.237.72. 166 |aka. i df . i | Uhknown Par anet er Sear chParami n waw aka. i df . i | / mai n/ sachar/ None 1
46.19.85.171 I srael 147.237.77.234|hal ag.i df . i | Unaut hori zed URL Access to 147.237.77.234/i nages/ shared/bul et 1. gif |B ock 1
207. 46. 13. 18 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt Bl ock 1
66. 249. 64. 24 I srael 147.237.77. 234 [hal ag. i df . i | V\L:v;a\llult:g(i)rsltizig. aﬁ .’?Cd(f:?flslttgnpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
37.46. 38. 42 I srael 147.237.77. 216 |dover.i df .i | Dstributed PHP At tenpt B ock

87.69. 17. 105 | srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwu aka.idf.il/wantikshuv.idf.il B ock
75.82.117.252 |whited Sates [147.237.72.166|aka.idf .il Uhaut hori zed Met hod PCST for aka.idf.il/giyus/ B ock 1
46.19.85.187  |israel 147.237. 72. 166 |aka. i df . i | el i?’tageeg’?ing:a’;:g;/eéoi)’;c&i’ Y kapatzl[resfor2 Bl ock 1
207.46.13.118 |Uited Sates [147.237.72. 156 |aman. i df . i | m“;::r:.'izdeﬁ iﬁﬂgfﬁ; :)fst or ace! Fil e/ 4/ 68624 Bl ock 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. idf.il/nain/rabanut/ piw k. php B ock 1
37.46.38.42 I srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
147. 236.238.22 |Israel 147. 237.77. 216 |dover . i df . i | (SSSLSE; tcrgflif_b;\gpﬁngﬁli gz;g&:‘;%&%g on None 1
80 246. 130. 148 |1 srael 147.237.76.42 |refuah.idf.il Paraneter Type M ol ation ctl 00$Cont ent P acetbl der 1$t xt Last Nane i n B ock 1

wan refua. atal .idf.il/1518-he/ref uah. aspx
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