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At acks

M aka. idf.il
M dover.idf.il
M Kkosher-kravi.idf.il
M nat pash. i df . i |
M nadimatal .idf.il
B mny-kosher-kravi.idf.il
[ refuah.idf.il
Matal.idf.il

waw chanat z. aka. i df . i |
Miawidf.il

M 106. 38. 241. 105
139. 162. 13. 205
I 46. 120. 122. 219

212. 143. 142. 56
H 66. 249. 69. 224
M 212.116. 72. 226

Top Attackers

I 31.168. 19. 37

Il 84. 95. 208. 20
185. 32. 179. 41

M 66.249. 93. 19
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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Signature Device Action Count
206. 123. 70. 38 Lhited Sates 147.237.77. 176 nat pash. i df . i | Inval i d TGP H ags drop 1
206. 123. 70. 35 Lhited Sates 147.237.77.176 nat pash. i df . i | Invalid TGP H ags drop 1
206. 123. 70. 39 Lhited Sates 147.237.77.176 nat pash. i df.il Invalid TGP H ags dr op 1
206. 123. 70. 36 Lhited Sates 147.237.77.176 nat pash. i df .i | Invalid TGP H ags drop 1
206. 123. 70. 37 Lhited Sates 147.237.77. 176 nat pash. i df . i | Inval i d TCP A ags drop 1
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|Top Attackers In IPS|

Attacker Address

|At tacker Qountry

Target Address

|Site

‘Sgnature

Devi ce Action |Count

106. 38. 241. 105 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 23
151. 80. 31. 160 France 147.237.0. 34 tikshuv.idf.il [Cl000146: HITP. AhrefBot craw er B ock 1
106. 120. 188. 146  |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der Per mt 1
123. 126. 68. 99 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

Potential Scan or Brute Force

46.120. 122. 219 (147. 237. 77. 216 |I srael dover.idf.il Xenu Link Seuth User Agent 3
133.242.4.52 |147.237.77.61 |Japan e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
66.249.93.19  |147.237.77. 226 |Eur ope wan chanat z. aka. i df il |ET SCAN NVAP - sA (2) 1
8. 26. 94. 207 147.237.0.33 |Canada idf.il ET SCAN NMAP -sS wi ndow 1024 1
212.116.72. 226 |147.237.0.17 |Sweden mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
177. 200. 192. 50 [147. 237. 77. 234 |Brazil hal ag.idf.il ET SCAN NVAP -sS wi ndow 3072 1
103. 207. 36. 31 |147.237.76. 44 |V et nam e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
212.116. 72. 226 [147.237.0.17 |Sweden mny-kosher-kravi.idf.il |[ET SCAN NMAP -sS wi ndow 4096 1
002712120 |147. 237 76.34 |india yoal an.i o i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

Attacker Address ‘Attacker Gountry Target Address |Signature Message Devi ce Action

139. 162. 13. 205 S ngapor e 147.237.0.15 kosher-kravi .idf.il drop SAMrul e drop 7
212.143.142. 56 | srael 147.237.77.216 dover.idf.il dr op First packet isn't SN drop 3
139. 162. 37. 113 Lhited Sates 147.237. 76. 148 gacenter. aka. i df il drop drop 1
192. 243. 55. 133 Lhited Sates 147.237.77. 74 lawidf.il dr op First packet isn't SN drop 1




08-24-2016-07:04:06 to 08-24-2016-08:04:06

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
66.249. 69. 224 |l srael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 69. 224 B ock 2
31.168. 19. 37 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wwuidf.il/defaul t.aspx B ock 2
185.32.179.41 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 2
66. 249. 66. 185 I srael 147.237.76.42 |refuah.idf.il thauthori zed LRL Access to B ock 1

147.237.76. 42/ si p_storage/ fi | es/ 5/ 3385. j pg
waw, chamat z. aka. i df [unaut hori zed URL Access to

79.180.57. 113 | srael 147.237.77. 226 R waw. chamat z. aka. i df . i1/t enpl at es/ honepage/ honepage. aspx Bl ock !
66. 249. 64. 56 I srael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/ 1486-he/ atal . aspx |B ock 1
. . . Unhaut hori zed Met hod PCST for
209.6.196.173 |[Lhited Sates [147.237.72.166|aka.idf.il vow aka. i i 1/ mai v smal i i snal i m aspx B ock 1
66. 249. 64. 60 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
. . Uhaut hori zed URL Access to
66.249.76.112 |lIsrael 147.237.72. 166 |aka. i df . i | v aka. i df i1/ vel | - known/ appl e- app-i  e- associ at i on B ock 1
40.77.169.101 |Lhited Sates |147.237.77.216|dover.idf.il Illegal Byte Code Character in URL /1500-en/ dover. aspx#011200 |B ock 1
174.129. 237. 157 |Wnited Sates [147.237.77.216|dover.idf .il Lhaut hori zed URL Access to wwidf.il/894-ar B ock 1
66.249. 64,105 I srael 147.237.72. 166 |aka. i df . i | Wnaut hor zed URL Access to B ock 1

wwy aka. i df.il/.well-know assetlinks. j son
Paraneter Type Mol ati on PageNumin

waw cogat . i df . i | /2027- he/ cogat . aspx

] . . D stributed Unaut hori zed Method for Known URL on
50.171.209.84 |lnited Sates |147.237.72.166aka.idf.il vow aka i df . i 1/ mai v hore/ def aul t . aspx B ock 1

Unaut hori zed URL Access to

68.180.228.231 |lhited Sates |147.237.77.176|nat pash.idf.il Bl ock 1

66. 249. 66. 182 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_storagel fi | es/ 4/ 3334. | pg B ock 1
68.180.230. 171 |Wnited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df. il /kesher B ock 1
66. 249. 64. 41 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
204.79.180. 222 |wited Sates [147.237.72.166|aka.idf.il Wnaut hori zed Method PCST for B ock 1

aka.idf.il/nilui nitenpl ates/inner.asp
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