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Top Attackers 

106.38.241.105

139.162.13.205

46.120.122.219

212.143.142.56

66.249.69.224

212.116.72.226

31.168.19.37

84.95.208.20

185.32.179.41

66.249.93.19
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Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
206.123.70.38 United States 147.237.77.176 matpash.idf.il Invalid TCP Flags drop 1

206.123.70.35 United States 147.237.77.176 matpash.idf.il Invalid TCP Flags drop 1

206.123.70.39 United States 147.237.77.176 matpash.idf.il Invalid TCP Flags drop 1

206.123.70.36 United States 147.237.77.176 matpash.idf.il Invalid TCP Flags drop 1

206.123.70.37 United States 147.237.77.176 matpash.idf.il Invalid TCP Flags drop 1
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Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count

106.38.241.105 China 147.237.72.166 aka.idf.il C1000071: HTTP: User Agent Sogou+web+spider Permit 23

151.80.31.160 France 147.237.0.34 tikshuv.idf.il C1000146: HTTP:  AhrefBot crawler Block 1

106.120.188.146 China 147.237.72.166 aka.idf.il C1000071: HTTP: User Agent Sogou+web+spider Permit 1

123.126.68.99 China 147.237.77.216 dover.idf.il C1000071: HTTP: User Agent Sogou+web+spider Permit 1
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Top Attackers In IDS
Attacker
Address

Target Address
Attacker
Country

Site Signature Count

46.120.122.219 147.237.77.216 Israel dover.idf.il Xenu Link Sleuth User Agent 3

133.242.4.52 147.237.77.61 Japan e.cogat.idf.il ET SCAN NMAP -sS window 1024 1

66.249.93.19 147.237.77.226 Europe www.chamatz.aka.idf.il ET SCAN NMAP -sA (2) 1

8.26.94.207 147.237.0.33 Canada idf.il ET SCAN NMAP -sS window 1024 1

212.116.72.226 147.237.0.17 Sweden m.my-kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1

177.200.192.50 147.237.77.234 Brazil halag.idf.il ET SCAN NMAP -sS window 3072 1

103.207.36.31 147.237.76.44 Vietnam e.refuah.idf.il ET SCAN NMAP -sS window 1024 1

212.116.72.226 147.237.0.17 Sweden m.my-kosher-kravi.idf.il ET SCAN NMAP -sS window 4096 1

202.71.21.20 147.237.76.34 India yohalan.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1
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Top Attackers In FW

Attacker Address Attacker Country Target Address Site Signature Message Device Action Count

139.162.13.205 Singapore 147.237.0.15 kosher-kravi.idf.il drop SAM rule drop 7

212.143.142.56 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 3

139.162.37.113 United States 147.237.76.148 gqcenter.aka.idf.il drop drop 1

192.243.55.133 United States 147.237.77.74 law.idf.il drop First packet isn't SYN drop 1
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Top Attackers In WAF

Attacker Address
Attacker
Country

Target Address Site Signature
Device
Action

Count

66.249.69.224 Israel 147.237.77.216 dover.idf.il Multiple Unauthorized URL Access from 66.249.69.224 Block 2

31.168.19.37 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 2

84.95.208.20 Israel 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/default.aspx Block 2

185.32.179.41 Israel 147.237.0.19 madim.atal.idf.il Distributed Suspicious Response Code Block 2

66.249.66.185 Israel 147.237.76.42 refuah.idf.il
Unauthorized URL Access to
147.237.76.42/sip_storage/files/5/3385.jpg

Block 1

79.180.57.113 Israel 147.237.77.226
www.chamatz.aka.idf
.il

Unauthorized URL Access to
www.chamatz.aka.idf.il/templates/homepage/homepage.aspx

Block 1

66.249.64.56 Israel 147.237.77.233 atal.idf.il Unauthorized URL Access to 147.237.77.233/1486-he/atal.aspx Block 1

209.6.196.173 United States 147.237.72.166 aka.idf.il
Unauthorized Method POST for
www.aka.idf.il/main/smalim/smalim.aspx

Block 1

66.249.64.60 Israel 147.237.77.233 atal.idf.il Unauthorized URL Access to 147.237.77.233/robots.txt Block 1

66.249.76.112 Israel 147.237.72.166 aka.idf.il
Unauthorized URL Access to
www.aka.idf.il/.well-known/apple-app-site-association

Block 1

40.77.169.101 United States 147.237.77.216 dover.idf.il Illegal Byte Code Character in URL /1500-en/dover.aspx#011200 Block 1

174.129.237.157 United States 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/894-ar Block 1

66.249.64.105 Israel 147.237.72.166 aka.idf.il
Unauthorized URL Access to
www.aka.idf.il/.well-known/assetlinks.json

Block 1

68.180.228.231 United States 147.237.77.176 matpash.idf.il
Parameter Type Violation PageNum in
www.cogat.idf.il/2027-he/cogat.aspx

Block 1

50.171.209.84 United States 147.237.72.166 aka.idf.il
Distributed Unauthorized Method for Known URL on
www.aka.idf.il/main/home/default.aspx

Block 1

66.249.66.182 Israel 147.237.76.42 refuah.idf.il
Unauthorized URL Access to
147.237.76.42/sip_storage/files/4/3334.jpg

Block 1

68.180.230.171 United States 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/kesher Block 1

66.249.64.41 Israel 147.237.72.166 aka.idf.il Unauthorized URL Access to 147.237.72.166/robots.txt Block 1

204.79.180.222 United States 147.237.72.166 aka.idf.il
Unauthorized Method POST for
aka.idf.il/miluim/templates/inner.asp

Block 1
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