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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
62. 90. 169. 64 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 8
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 6
202. 62. 120. 58 Fji 147.237.77.216 dover.idf.il SYN H ood out of context drop 5
213.57.218.213 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
82.80. 78. 2 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
115. 230. 125. 146 Chi na 147.237.77. 61 e.cogat.idf.il JLMPurple Gon Limt Htp drop 1
94.177.160. 214 Ronani a 147.237.76. 38 eeneitav.idf.il B ack List drop 1
77.138.52. 97 France 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 1
104. 148.117. 90 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il B ack List drop 1
69. 162. 116. 83 Lhited Sates 147.237.76. 201 eatal.idf.il B ack List drop 1
93. 158. 200. 166 Net her | ands 147.237.76. 39 nobi l e.neitav.idf.il |Back List drop 1




08-24-2016-06:04:03 to 08-24-2016-07:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
5.9.151. 22 Ger many 147.237.76. 86 navy.idf.il |Cl000074: HITP. najestic bot Per mit 2
5.9.151.22 Ger many 147.237.77. 216 dover.idf.il [Cl000074: HITP. najestic bot Per nit 2

36. 110. 147. 67 Chi na 147.237.77. 216 dover.idf.il |Cl000071: HTTP. User Agent Sogou+web+spi der Permit 2
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|Top Attackers In |D|

Attacker Address ‘Target Addr ess Attacker Gountry |Ste Signature

46.120.122.219  [147.237.77.170 |Israel maar achot . i of .i | Xenu Link Seuth User Agent 52
46.120.122.219 |147.237.77.216 |[Israel dover.idf.il Xenu Link Seuth User Agent 42
46.120.122.219 [147.237.77.74  |Israel lawidf.il Xenu Link Seuth Wser Agent 12
46.120.122.219 [147.237.76.86  |Israel navy.idf.il Xenu Link Seuth User Agent 8
46.120.122.219 [147.237.72.166 |l srael akaidf.il Xenu Link Seuth User Agent 4
46.120.122.219 |147.237.77.176 |lIsrael nat pash. i df . Xenu Link Seuth Wser Agent 4
66. 249. 66. 131 147.237.77.74  |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 3
46.120.122.219 |147.237.77.234 |Israel hal ag.idf.il Xenu Link Seuth User Agent 2
46.120.122.219 |147.237.76. 42 I srael refuah.idf.il Xenu Link Seuth Wser Agent 2
46.120.122.219  [147.237.0.34 I srael tikshuv.idf.il Xenu Link Seuth User Agent 2
133. 208. 21. 66 147.237.77.216 |Japan dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
116. 31. 116. 12 147.237.76.197 [China e. hinush. i df . i | ET SCAN Potential SSH Scan 1
94. 102. 48. 195 147. 237. 8. 45 Net her | ands e.eitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 50 147.237.0.17 Lkr ai ne mny- kosher -kravi . i df .i1 ET SCAN NVAP -sS w ndow 2048 1
8. 26. 94. 207 147.237.0.17 Canada mny- kosher -kravi . i df.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 50 147.237.0. 17 Lkr ai ne m ny-kosher - kravi .i df . il ET SCAN NVAP -f -sS 1
58.218.204. 245 |147.237.76.34  [China yohal an. i df .| ET SCAN Potential SSH Scan 1
58.218.204. 245 |147.237.0.33 Chi na idf.il ET SCAN Potential SSH Scan 1
176. 47. 24. 205 147.237.77.176 |Saudi Arabia nat pash. i df . i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
133.242.4.52 147.237.76.197 |Japan e hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
133. 208. 21. 66 147.237.0.16 Japan ny-kosher-kravi . i df . il ET SCAN NVAP -sS wi ndow 1024 1
116. 31. 116. 12 147.237.0.19 Chi na nadi matal .idf.il ET SCAN Potential SSH Scan 1
93.174.91. 29 147.237.77.74  |Netherl ands lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 50 147.237.0.17 Lkr ai ne mny- kosher -kravi . i df.il ET SCAN NVAP -sS w ndow 1024 1
58.218. 204. 245  |147.237.0.35 Chi na akaws. i df il ET SCAN Potential SSH Scan 1
58.218. 204. 245  |147.237.0.15 Chi na kosher-kravi .i df .i | ET SCAN Potential SSH Scan 1
133.242. 4. 52 147.237.76.201 |Japan eata.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
40.77. 169. 99 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 7
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SWN drop 4
169. 229. 3. 91 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il dr op First packet isn't SYN drop 1
169. 229. 3. 91 Lhited Sates 147.237.77. 170 naar achot . i df .il dr op First packet isn't SN drop 1
184. 105. 139. 67 Lhited Sates 147.237.8. 28 e.nobil e-ks.idf.il dr op SAMrule drop 1
46. 166. 190. 205 Net her | ands 147.237. 76. 148 gqacenter. aka. i df . i dr op drop 1
184. 105. 247. 199 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
115. 230. 125. 146 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

Devi ce

A tacker

count ry Target Address |Site Sgnature Acti on ‘Count
79.178.241.58 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 66
. . . Uhaut hori zed URL Access to
176. 228. 24. 128 |I srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1071 B ock 4
176. 228. 24. 128 |l srael 147.237.77.243|nobi | e.i df . i | Mil tipl e Unhaut horized LRL Access from 176. 228. 24. 128 B ock
84.95.208.20 |Israel 147.237.77.74 |law i df.il Mil ti pl e Uhaut horized URL Access from 84.95. 208. 20 B ock
. . . Uhaut hori zed URL Access to
66.249.76.30 |lIsrael 147.237.77.243|nobi l e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1746 B ock 2
84.95.208.20 [Israel 147.237.77.74 |lawidf .il PHP Attenpt B ock
66. 249. 69. 224 |l srael 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to wawnidf.il/error. htm B ock
46.120. 122. 219 |I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 46.120. 122. 219 B ock
66.249. 66. 182 |Israel 147.237.76.42 |refuah.idf. |  |authorized UL Access to B ock 1

147.237. 76. 42/ si p_storage/ fi | es/ 4/ 3384. j pg

. . . Uhaut hori zed URL Access to
66. 249. 76. 2 | srael 147.237.77.243|nobi | e.i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1682 B ock 1

Uhaut hori zed URL Access to

66. 249. 66. 185 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_storagel fi | es/ 2/ 2312. | pg B ock 1
207.46.13.18 |lnited Sates 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
37. 144. 80. 204 gzz::; on 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for waw aka. i df . i |/ mai n/ home/ def aul t. aspx |Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 188 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 7/ 2827. | pg B ock 1
68. 180. 230. 171 [hited Sates 147.237.77. 216 |dover.i df .i | Paranet er Type M ol ati on PageNumin waw i df . i|/1393-en/ dover . aspx B ock 1
. . D stributed Waut hori zed Met hod for Known URL on
46.120. 122. 219 |l srael 147.237.72. 166 |aka. i df . i | wiw aka. i of i 1/ rai v/ snal i nd sl | m aspx B ock 1
176. 13. 249. 139 |I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
77.138.129. 44 |France 147.237.72. 166 |aka. i df . i | Distributed Uhaut hori zed Method for Known LR on B ock 1

wwy aka. i df . i |/ mai n/ hone/ def aul t . aspx
D stributed Uhauthori zed URL Access on

66. 249. 69. 228 |l srael 147.237.77.216|dover.i df . il wiw i df i 1/ at al 1/ Zkor/ vi ew i n. asp B ock 1
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