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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
109. 253. 156. 100 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
82.80.78. 2 | srael 147.237.77.176 nat pash.idf.il |Back List drop 2
183. 60. 48. 25 Chi na 147.237.76. 42 refuah.idf.il |JLM Under Attack Con Tcp drop 2
82.80.78.2 | srael 147.237.76. 86 navy.idf.il B ack List drop 2
94.177.160. 214 Ronani a 147.237.76. 86 navy.idf.il B ack List drop 1
192. 162. 101. 50 Russi an Federati on 147.237. 76. 197 e hinush.idf.il |Back List drop 1
23. 82. 46. 210 Lhited Sates 147.237.76. 202 e halag.idf.il |Back List drop 1
94.177.160. 214 Ronani a 147.237.76. 196 e.svivaidf.il |Back List drop 1
200. 126. 209. 32 Argentina 147.237.77. 243 nobile.idf.il |JLMPurple Gon Linit Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount
162. 210. 196. 98 Wited Sates 147.237.77.234 hal ag. i df.il |Cl000074: HITP. majestic bot Permit 2
5.189.188. 111 Ger many 147.237.77. 216 dover.idf.il |24910: HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count
46.120. 122. 219 147.237.77. 170 I srael naar achot . i df .i | Xenu Link Seuth User Agent 164
46.120. 122. 219 147.237.77. 216 I srael dover.idf.il Xenu Link Seuth User Agent 88
46.120. 122. 219 147. 237. 76. 86 I srael navy.idf.il Xenu Link Seuth User Agent 10
46.120. 122. 219 147.237. 72. 166 I srael aka.idf.il Xenu Link Seuth User Agent 9
46.120. 122. 219 147. 237. 76. 200 I srael eitan aka idf.il Xenu Link Seuth User Agent 8
46.120. 122. 219 147.237.77. 74 I srael lawidf.il Xenu Link Seuth User Agent 6
46.120. 122. 219 147.237.0. 34 I srael tikshuv.idf.il Xenu Link Seuth User Agent 6
46.120. 122. 219 147.237.77. 176 I srael mat pash. i df .i | Xenu Link Seuth User Agent 2
195. 88. 208. 193 147. 237. 76. 86 Russi an Federation navy.idf.il ET SCAN NVAP -sS wi ndow 1024 2
178. 220. 169. 35 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -f -sS 1
94.102. 48. 195 147.237.8. 27 Net her | ands e.nadimatal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.172.71. 251 147.237.72. 14 kr ai ne dover.idf.il(old) ET SCAN NVAP -sS wi ndow 1024 1
202. 155. 58. 28 147.237.77.121 | ndonesi a e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
178. 220. 169. 35 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
133. 208. 21. 66 147. 237.72. 217 Japan eidf.il ET SCAN NVAP -sS wi ndow 1024 1
46.172.71. 251 147. 237.72. 156 Wrai ne anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
195. 88. 208. 193 147.237.77. 243 Russi an Federation nobi | e. i df.il ET SCAN NVAP -sS wi ndow 1024 1
178. 220. 169. 35 147.237.0. 34 tikshuv.idf.il ET SCAN NMAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
109. 75. 78. 69 Lebanon 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 28
40.77.169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 6
212. 143.142. 56 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 3
74.82.47.35 Lhited Sates 147.237.0. 35 akaws.idf.il dr op drop 1
184. 105. 139. 83 Lhited Sates 147.237.0. 33 idf.il drop drop 1
89.151.191.4 Russi an Federation 147.237.76. 34 yohal an.i df .il drop drop 1
185. 125. 4. 222 Pol and 147. 237. 76. 200 eitan aka.idf.il drop SAMrul e drop 1
185. 125. 4. 222 Pol and 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
137.116.71. 170 Lhited Sates 147.237.0. 35 akaws.idf.il dr op drop 1
66. 249. 65. 161 | srael 147.237.0. 33 idf.il dr op drop 1
137.116. 71. 170 Lhited Sates 147.237.76. 148 gacenter. aka. i df il dr op drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count
49.77.131.235 [China 147.237.77. 176 [mat pash. i df .i|l |Miltiple Wauthorized URL Access from49.77. 131. 235 Bl ock 15
49.77.131.235 |China 147.237.77. 176 [mat pash. i df . i| |PHP Attenpt B ock 6
46.120. 122. 219 [I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 46.120. 122. 219 B ock 4
46.19.86.132 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
109. 253. 140. 42 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.180. 232. 241 |l srael 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 3
84.95.208.20 |Israel 147.237.77.74 |lawidf.il Mil tipl e Unaut horized URL Access from 84. 95. 208. 20 Bl ock 2
84.95.208.20 |[lIsrael 147.237.77.74 |lawidf .il PHP Attenpt B ock 2
109. 253.159. 1 |Israel 147.237.0.19 |[madi matal . i df. i |Suspici ous Response Code B ock 1
49.77.131.235 |China 147.237.77. 176 |nat pash. i df . i | Unhaut hori zed URL Access to waw cogat . i df.il/index. asp Bl ock 1
83.24.68.182 |Pol and 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method HEAD for www aka. i df.il/main/smalimsnalimaspx |B ock 1
46.120. 122. 219 (I srael 147.237.77.216|dover . i df . il Mil ti pl e Unaut hori zed LRL Access from 46. 120. 122. 219 B ock 1
119. 224. 35. 156 |New Zeal and  |147. 237. 72. 166 |aka. i df . i | m;(:.uit;d. ilﬂa#;ihn(;rr:oﬁ(/j d';f;ﬁ??' ;Z;Xmom UL on Bl ock 1
50. 205. 250. 182 |Lhited Sates |147.237.72. 166 |aka. i df .i | m“;grii (jfé?llfrrtmhﬁ(/jr:gn-ru: ot act s, asix Bl ock 1
46. 120. 222. 245 |l srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f Bl ock 1
157.55.30.104 |Uited Siates [147.237.77. 216 [dover. i df il [ooar! ii%ﬁpfg?is;ggx"zwx;fcég el g‘c‘zﬂfﬂmﬁ « B ock 1
66. 249. 69. 224 |l srael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to v idf.il/atal 1/i zkor/ vi ew i ng. asp Bl ock 1
183. 160. 115. 80 |Chi na 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to ww aka. i df.il/ml uinitrackback/ B ock 1
66. 249. 76. 100 |l srael 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
46. 120. 122. 219 |l srael 147.237.76.200|ei tan. aka. i df . i | [Mul tipl e Unhaut horized Method for Known URL from 46.120. 122. 219 None 1
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