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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
149. 56. 200. 203 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il |Back List drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 34 yohal an. i df .i | B ack List drop 1
195. 154. 172. 204 France 147.237.0. 200 ndu. i df.il JIMPurple Gon Limt Htp dr op 1
195, 154. 172, 204 Fr ance 147. 237. 72. 166 aka.idf.il JLMPurple Gon Linmit Htp drop 1
64.74.97. 49 Lhited Sates 147.237.76. 176 test.ncore.idf.il B ack List drop 1
204. 42. 253. 2 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack List drop 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

8.22.212.102 [147.237.0.17 |Uited Sates mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 2
8.22.212.102 |147.237.0.35 |lhited Sates |akavs.idf.il ET SCAN Potential SSH Scan 1
920, 132, 101. 33 |147. 237 8. 24 |Tai van e lifestyleidf.il ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
178. 220. 169. 35 |147. 237. 77. 178 e. mat pash. i df .i | ET SCAN NMAP -sS wi ndow 4096 1
128. 199. 70. 132 |147. 237. 77. 227 |S ngapore e. hamaz. i df . il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
118.170. 66. 60 |[147.237.72.14 |[Tai wan dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
91. 201. 236. 155 [147.237.0. 200 |lkrai ne . i df il ET SCAN NMAP -sS wi ndow 3072 1
85.104. 101, 65 |147.237.76.31 |Turkey vekehal id il ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
195. 88. 208. 193 |147. 237. 76. 34 ?;Z:;:pion yohal an. i df . ET SCAN NVAP -sS wi ndow 1024 1
133.242.4.52  |147.237.77. 233 |Japan atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
118. 170. 66. 60 |147. 237. 72. 166 |Tai wan aka.idf.il ET SCAN Potential SSH Scan 1
93.174.91.29 [147.237.76. 177 |Net her| ands ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 155 [147. 237.0. 200 |lkrai ne . i df i | ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 5
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 4
197.42.22.1 Egypt 147.237.77.234 hal ag.idf.il dr op First packet isn't SYN drop 2
89.151.191.4 Russi an Federation 147.237. 76. 148 gacenter.aka. i df il drop drop 1
180. 97. 106. 162 Chi na 147.237.0. 33 idf.il dr op drop 1
185. 125. 4. 222 Pol and 147.237.77. 170 naar achot . i df . i | drop SAMrul e drop 1
195. 154. 172. 204 France 147.237.76. 34 yohal an.idf.il dr op drop 1
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D stributed Whaut hori zed Met hod for Known URL on

191. 103. 209. 40 |Col onbi a 147.237.72. 166 |aka. i df . i | vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx Bl ock
84.95.208.20 |lIsrael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock
. . . Unaut hori zed URL Access to
66.249.76. 2 I srael 147.237.77. 243 nobi | €. i df . i | nobi | e.idf.il/categorytenpl ates/|istchilddocunent s/ 1673 Bl ock
98.169. 61. 8 Lhited Sates [147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: (pen Mde None
66.249.76.39 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/appl e-app-site-association B ock
120. 76. 146. 29 |Chi na 147.237.72. 156 |anan. i df . i | Dstributed PHP At enpt B ock
. - - Unaut hori zed Met hod PCBT for
73.250.57.135 [Wnited Sates |[147.237.72.166|aka.idf.il v aka. i dff i 1/ mai n/ hone/ def aul t . aspx Bl ock
120. 76. 146. 29 |thi na 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to waw anan. i df.il/wp-1ogin. php B ock
-kosher-kravi . i df.
66. 249. 64. 21 | srael 147.237.0. 16 :’le Unaut hori zed LRL Access to wwu ny- kosher-kravi.idf.il/ Bl ock
. . . Unknown Par anet er SearchText in
84.95.208.20 |Israel 147.237.76.200|ei tan. aka. i df . i | vowy i tan. aka. i df . i 1/ 938- he i t an. aspx None
66. 249. 64. 124 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/key/ aswd56425csa B ock
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