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|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
84. 95. 208. 20 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
77.138.52. 97 France 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 4
157. 55. 39. 194 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
8. 37.231. 203 Lhited Sates 147.237.77. 216 dover.idf.il |JLM Under Attack GCon Htp drop 3
46.101. 182. 173 Ger many 147.237. 76. 196 e.svivaidf.il |Back List drop 1
149. 56. 200. 203 Lhited Sates 147.237.76. 86 navy.idf.il B ack List drop 1




08-24-2016-03:04:02 to 08-24-2016-04:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

59. 67. 64. 13 147.237.0.19 |China nadi matal .idf.il |GPL SCAN nmap TCP 2
202.155.58.28 [147.237. 76. 199 |l ndonesi a e.nakchal .idf.il [ET SCAN NMAP -sS w ndow 1024 1
_ , L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
186. 170. 230. 221|147. 237. 0. 34  |Col onbi a tikshuv.idf.il ) 1
Potential Scan or Brute Force
133.242.3.168 |147.237. 77. 235 [Japan svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
94.102.48.195 |147.237.76.39 |Netherlands nobi | e. neitav.idf.i|ET SCAN NVAP -sS w ndow 1024 1
66.240.213.93 |147.237.76.30 |lLhited Sates hi nush. i df . il ET SCAN NVAP -sS wi ndow 1024 1
202.155.58.28 [147.237.77.19 |Indonesia lawforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
195. 88. 208. 193 |147. 237. 8. 46 EZZli}on e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
_ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
186. 170. 212. 135|147. 237.0. 34  |Col onbi a tikshuv.idf.il ) 1
Potential Scan or Brute Force
133.242.3.168 |147.237. 76. 177 [Japan ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
. e SERVER APACHE Apache nod_ssl non-SSL connection to SSL port
66.249. 76. 117  [147.237.72. 166 |Lited Sates aka.idf.il ) ) = 1
deni al of service attenpt
66.240.213.93  [147.237.8.27 |wited Sates e.madimatal .idf.il [ET SCAN NMAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
8. 37.231. 203 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 67
8. 37.231. 203 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 38
212. 143.142. 56 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 4
40. 77. 169. 98 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 3
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
77.138.52.97 France 147.237.77.216 dover.idf.il drop First packet isn't drop 2
157.55. 39. 34 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 1
180. 97. 106. 37 Chi na 147.237.0. 200 mu. i df il dr op drop 1
89.151.191.4 Russi an Federation 147.237.76. 34 yohal an.i df .il drop drop 1
133.242.3. 168 Japan 147.237.76. 148 gacenter. aka. i df i | drop drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 102
84. 95. 208. 20 I srael 147.237.76.200|ei t an. aka. i df . i{Mil tipl e Unhauthori zed URL Access from 84. 95. 208. 20 B ock 84
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 8
72.239.171.246 |Wited Sates 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod POST for wwy aka. i df.il/mai n/ hone/ def aul t. aspx |Bl ock 7
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP At t enpt B ock 6
66.249. 69. 224  |Israel 147.237.77.216|dover.idf.il |Miltiple Unauthorized URL Access from 66.249. 69. 224 B ock 4
93.172.218.33 |[lIsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in URL Bl ock 2
79.180. 41. 143  |Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
46.119. 127. 129 |Wkrai ne 147.237.77. 176 |mat pash. i df . i | |Dstributed P Attenpt B ock 1
220. 202. 123. 178|Chi na 147.237.77. 216 |dover.i df . il Dstributed Ml forned LR Bl ock 1
68.180.228.231 |United Sates  [147.237.77.176 |mat pash. i df . i | ma';f;gjt%‘f’e u /Oiglg?ﬁef?gnggsgx Bl ock 1
157.55.39.132 |lhited Sates 147.237.76.31 [nakchal .idf.il |Unauthorized URL Access to 147.237.76.31/ B ock 1
79. 180. 44. 64 I srael 147.237.72. 156 [aman. i df . i | Too Many Cookies in a Request - 101 cooki es Bl ock 1
46.119.127.129 |Wkrai ne 147.237.77. 176 [mat pash. i df . i | |Miltiple Wauthorized URL Access from46. 119. 127. 129 B ock 1
84. 95. 208. 20 I srael 147.237.77.216|dover.idf .i| |PHP Attenpt B ock 1
71.6.135. 131 Wited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to 147.237.76. 86/ robot s. t xt B ock 1
178.154.149. 7 gj:::ﬂ on 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/ml ui mhebrew asp/default.asp |B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock

42.200. 34. 83 Hong Kong 147.237.77.216|dover.idf .i|l |Dstributed PHP Attenpt B ock

192. 243.55. 137 |Uited Sates 147.237.72. 166 [aka. i df . i | Dstributed Unhaut horized URL Access on waw aka. i df.il/giyus/kadatz —|Bl ock
66.249.75.64 I srael 147.237.77. 216 |dover i df i1 [Jho noriZed L OSeSS Lo adover . aspx Bl ock 1
79.180.41. 143 |[israel 147.237.72. 166 [aka. i df . i | Mil tiple Untraceabl e SSL Sessions from79. 180. 41. 143 (Qpen Mode) None 1
42.200. 34. 83 Hong Kong 147.237.77. 216 |dover.i df . i Unaut hori zed URL Access to waw i df . il /wp-1 ogin. php B ock 1
219.75.81.197 |S ngapore 147.237.77. 216 |dover.idf . i D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
84. 95. 208. 20 I srael 147.237.77.216|dover.idf.il Ostributed PHP At tenpt B ock 1
66.249.76. 117 i srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e (nnection - Protocol violation None 1

(SSL_CONN CLI ENT HELLO)
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