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I kosher-kravi .idf.il
M navy.idf.il
hal ag.idf.il
M tikshuv.idf.il
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123.136. 104. 2
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
77.138.52. 97 France 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 12036
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 7549
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2893
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 2317
118. 98. 46. 161 | ndonesi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 503
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 274
203. 187. 160. 133 Chi na 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 101
213. 165. 155. 190 Uni ted Ki ngdom 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 38
123. 136. 104. 2 Ml aysi a 147.237.77. 216 dover.idf.il SYN H ood out of context drop 14
123.136. 104. 2 Ml aysi a 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 13
118. 98. 46. 161 | ndonesi a 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 13
152. 26. 91. 86 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 12
173. 161. 0. 225 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 11
118. 98. 46. 161 | ndonesi a 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
173. 161. 0. 225 Lhited Sates 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 6
213.165. 155. 190 Uni ted Ki ngdom 147.237.77.216 dover.idf.il SYN H ood out of context drop 6
109. 226. 40. 40 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 5
119. 88. 128. 77 Chi na 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 5
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
119. 88. 128. 73 Chi na 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 4
84. 95. 208. 20 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
119. 88. 128. 78 Chi na 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 4
112.112.70. 116 Chi na 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 3
119. 88. 128. 79 Chi na 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 3
77.138.52. 97 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
120. 52. 72. 56 Chi na 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
120.52. 72. 24 Chi na 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
120. 52. 72. 59 Chi na 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
42.51.4.25 Chi na 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 2
119. 88. 128. 79 Chi na 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2
165. 183. 168. 14 Gile 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
23.244. 43. 146 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
221. 4.169. 82 Chi na 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 2
89. 163. 133. 110 Ger nany 147.237.76. 42 refuah.idf.il B ack List drop 1
58. 247. 30. 222 Chi na 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
223.19. 212. 30 Hong Kong 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
94. 23. 115. 136 France 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
173.161. 0. 225 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
124. 133. 230. 250 Chi na 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
59. 38. 110. 214 Chi na 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
120. 52. 72. 47 Chi na 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
119. 88. 128. 76 Chi na 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1
89. 163. 133. 110 Ger nany 147.237.76. 38 eeneitav.idf.il B ack List drop 1
123. 125. 122. 205 Chi na 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 1
58. 42. 237. 29 Chi na 147.237.0. 15 kosher-kravi.idf.il |bl ock-sp-trafl forward 1
94.177. 160. 214 Ronmani a 147.237.76. 147 chinuch. aka.idf.il |Back List drop 1
124.202. 166. 171 Chi na 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 1
120. 52. 72. 52 Chi na 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
114.215. 196. 195 Chi na 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
89. 163. 133. 110 Ger many 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount
149. 202. 48. 176 France 147.237. 72. 166 aka.idf.il C1000074: HITP. naj estic bot Per mit 2
164.132. 161. 43 Italy 147.237.77. 234 hal ag.idf.il |Cl000146: HITP: AnhrefBot craw er Bl ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

186. 118. 19. 33 |147.237.0.34 |Col onbi a tikshuv.idf.il .

Potential Scan or Brute Force
94.102.53.196 [147.237.8.14 [Netherlands e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024

L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

1.53.57.82 147.237.76. 31 |M et nam nakchal .idf.il .

Potential Scan or Brute Force
195. 88. 208. 193 |147. 237. 8. 45 :Z;;“ion eeitanidf.il ET SCAN NVAP -sS wi ndow 1024
95.211.217. 224 |147.237.0. 17  |Net her| ands mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024

87.236.194. 161

147.237.72. 217

Czech Republic

e.idf.il

ET SCAN NVAP -sS w ndow 1024
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
118. 98. 46. 161 I ndonesi a 147.237.77. 216 dover.idf.il drop First packet isn't drop 4560
123. 136. 104. 2 Ml aysi a 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1451
213. 165. 155. 190 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il drop First packet isn't drop 938
185. 56. 146. 127 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't drop 654
165. 183. 168. 14 Cile 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 636
119. 90. 62. 104 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 262
115. 182. 15. 27 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 173
120.52.72. 20 Chi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 162
173.161. 0. 225 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 136
118.187.10. 11 Chi na 147.237.77.216 dover.idf.il drop First packet isn't drop 127
58.59.8.72 Chi na 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 124
120. 52. 72. 58 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 121
120.52.27.7 Chi na 147.237.77.216 dover.idf.il drop First packet isn't drop 115
13. 67. 60. 58 S ngapor e 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 113
120. 52. 72. 59 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 111
120.52.72. 24 Chi na 147.237.77.216 dover.idf.il drop First packet isn't drop 84
119. 88. 128. 78 Chi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 75
120. 52. 72. 56 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 74
120. 52.72.55 Chi na 147.237.77.216 dover.idf.il drop First packet isn't drop 68
119. 88. 128. 77 Chi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 65
120. 52.72.19 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 60
120.52.72.21 Chi na 147.237.77.216 dover.idf.il drop First packet isn't drop 59
120.52. 72. 47 Chi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 56
152. 26.91. 86 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 55
119. 88. 128. 79 Chi na 147.237.77.216 dover.idf.il drop First packet isn't drop 54
193.124.176. 24 Russi an Federation 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 52
213. 165. 155. 190 Uni ted Ki ngdom 147.237.77.216 dover.idf.il drop drop 50
120. 52.72. 53 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 47
119. 88. 128. 73 Chi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 44
120. 52. 72. 52 Chi na 147.237.77.216 dover.idf.il drop First packet isn't drop 44
120. 52.72. 48 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 42
101. 200. 169. 110 Chi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 37
123.136. 104. 2 Ml aysi a 147.237.77.216 dover.idf.il drop drop 37
118.193. 185. 83 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 34
89. 163. 242. 132 Ger many 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 34
113. 10. 206. 156 Hong Kong 147.237.77.216 dover.idf.il drop First packet isn't drop 32
123. 125. 122. 205 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 31
123.125.122. 224 Chi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 31
119. 88. 128. 76 Chi na 147.237.77.216 dover.idf.il drop First packet isn't drop 29
106. 75. 128. 90 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 28
124. 133. 230. 238 Chi na 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 27
61.174.10. 22 Chi na 147.237.77.216 dover.idf.il drop First packet isn't drop 26
124. 133. 230. 250 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 26
124. 206. 133. 227 Chi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 26
124. 133. 230. 244 Chi na 147.237.77.216 dover.idf.il drop First packet isn't drop 24
203. 187. 160. 133 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 24
42.51.4.25 Chi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 23
77.138.52.97 France 147.237.77.216 dover.idf.il drop First packet isn't drop 23
112.112.70. 116 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 22
124. 133. 230. 234 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 21
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|Top Attackers In V\AF|

Devi ce

A tacker

Count ry Target Address |[Site Sgnature Action ‘Count
84.95.208.20 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 133
80. 246.138.50 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 116
84.95.208.20 |lsrael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 105
80. 246. 138.50 |l srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 86
84.95.208.20 |lsrael 147. 237.77. 226 V\:A:N chamat z. aka. i df Mil tipl e Unaut horized URL Access from 84.95.208. 20 B ock 25
84.95.208.20 |[lIsrael 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock 13
84.95.208.20 |[lsrael 147.237.77. 226 \A:A:W chanat z. aka. i df PHP At t enpt B ock 10
84.95.208.20 |lsrael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 9
84.95.208.20 |Israel 147.237.76.200|ei tan. aka. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 5
84.95.208.20 |[lIsrael 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 5
84.95.208.20 |Israel 147.237.76.86 [navy.idf.il Mil tiple Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 5
84.95.208.20 |Israel 147.237.0.15 |kosher-kravi.idf.il Mil tipl e Unauthorized URL Access from 84.95. 208. 20 B ock 4
66. 249. 69. 224 |l srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 69. 224 B ock 4
84.95.208.20 |Israel 147.237.77. 234 |hal ag. i df .| Mil tiple Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 4
84.95.208.20 |Israel 147.237.77.233|atal .idf.il PHP Attenpt B ock 3
212. 235. 77. 225 [l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
84.95.208.20 |lsrael 147.237.0.34 |tikshuv.idf.il Ml tipl e Unauthorized URL Access from 84.95. 208. 20 B ock 3
109. 253.230. 7 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
131. 253. 25. 169 [Lhited Sates |147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 2
84.95.208.20 |Israel 147.237.77. 176 |mat pash. i df . i | Mil tiple Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 2
84.95.208.20 |Israel 147.237.72. 156 |anan. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 1
66.249. 64. 105 I srael 147.237.72. 166 [aka. i df . i | m“;?:riidf?l&pfgae;;sﬁ?e_ sssoci ation Bl ock 1
157.55.39. 110 |Uhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unaut hori zed URL Access from 157.55. 39. 110 B ock 1
84.95.208.20 I srael 147.237.77. 226 V\:A:N chamatz.aka. il \Auxzjuuf::grrniatzf.dalgq:_i Qcclelslst etn(:)I at es/ honepage/ di v.item B ock !
84.95.208.20 |Israel 147.237.76.86 [navy.idf.il PHP Attenpt Bl ock
192. 243.55. 134 |Lhited Sates |147.237.72. 166 |aka. i df. il Uhaut hori zed URL Access to v aka. i df.il/chinuch/gal | ery Bl ock
84.95.208.20 |[lsrael 147.237.72. 156 |anman. i df . i | PHP At t enpt B ock 1
157.55.39.110 [United Sates |147.237.77.216 [dover. i df .i | O 2 e O ver. aspx <a href= Bl ock 1
192. 243.55. 138 |Lhited Sates |147.237.72.166aka.idf.il Uhaut hori zed URL Access to ww aka. i df.il/giyus/ kadat z B ock 1
84.95.208.20 |lsrael 147.237.0.15 |kosher-kravi.idf.il PHP At t enpt B ock
38.111.147.88 |lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unaut hori zed URL Access from 38.111. 147. 88 B ock
84.95.208.20 |Israel 147.237.77. 216 |dover . i df . i | mult E?r: sztdenlﬁafg;esjn;:age/ i vi k. pho Bl ock 1
66.249.76. 112 I srael 147. 237.72. 166 |aka. i df . i | m”;gr:sfedl s i shou 0. aspx Bl ock 1
192. 243.55. 129 |Lhited Sates |147.237.72.166aka.idf.il Uhaut hori zed URL Access to waw aka. i df.il/ishuri niexanpcert B ock 1
58.42.237.29 |China 147.237.0.15 |kosher-kravi.idf.il Mal formed URL sear ch. yahoo. com 443 B ock 1
143. 159. 47. 32 LKJ?i;;gom 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to waw i df.il/dover/sitel nai npage. asp B ock 1
192.243.55. 130 |Lhited States |147.237.72.166 |aka. i df . i | mugﬂzr: é?.di :Jllnaﬁ;:gis;uts;’gener al . aspx?cat i d=58339&doci d=63703 B ock !
84.95.208.20 |[Israel 147.237.77. 176 |nat pash. i df . i | PHP Attenpt B ock 1
84.95.208.20 |Israel 147.237.0.34 |tikshuv.idf.il PHP Att enpt B ock 1
58.42.237.29 |China 147.237.77. 216 |dover.idf . il Mal formed URL sear ch. yahoo. com 443 B ock 1
157.55.39.38 |Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on waww i df.il/error.htm B ock 1
192. 243.55. 133 |Wnited Sates |147.237.72. 166 |aka. i df . i | E\;;f ;Lg_“it;d. ith}ZLfterf/ikiZZtlzﬂ Access on B ock 1
84.95.208.20 |Israel 147.237.77. 234 |hal ag. i df .| PHP Attenpt Bl ock 1

08-24-2016-02:04:08

to 08-24-2016-03:04:08




