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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
77.138.52. 97 France 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2705
108. 165. 2. 22 Lhited Sates 147.237.76. 199 e. nakchal .idf.il JLMPurple Gon Limt _Htp drop 1

123. 151. 42. 61 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|Block Udp All Nets Con Limt drop 1

123. 249.0. 134 Chi na 147.237.77.74 lawidf.il JLMPurple Gon Lint_Tcp drop 1
79.176. 139. 225 | srael 147. 237. 72. 166 aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
54.204.171. 23 Lhited Sates 147.237.77.216 |dover.idf.il| [25004: HTTP. VérdPress Pingback Redirect Request B ock 81
190. 210. 182.135 [Argentina 147.237.77.216 |dover.idf.il |25004: HITP. WérdPress Pingback Redirect Request B ock 6
198. 245. 49. 215 Canada 147.237.77. 216 dover.idf.il |Cl000074: HTTP. najestic bot Per nirt 2
52.174. 167. 114 Lhited Sates 147.237.77.216 |dover.idf.il [19791: HITP. WérdPress N-Media PHP File Ul oad B ock
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

202.155.58.28 |147.237.0.34 |Indonesi a tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
186. 116. 80. 129 1147 237 0. 34 |0l onbi & Cikshov.idf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
133.242.3. 168 [147.237.76. 44 [Japan e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
133.208. 21. 66 [147. 237. 77. 205 [Japan prishaidf.il ET SCAN NVAP -sS w ndow 1024 1
101. 178. 206. 92 |147. 237. 77. 170 |Austral i a naar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
94.102.53.196 [147.237. 72. 166 |Net her| ands akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186.21. 112 |147. 237. 76. 197 |Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
93.174.91.29  |147.237.77. 170 [Net her| ands naar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
222.186.21.112 |147. 237.76.86 |thina navy.idf.il ET SCAN Potential SSH Scan 1
66.249. 66. 131 |147.237.77.74 |Uhited Sates [lawidf.il ET SCAN NVAP -sA (2) 1
216. 81. 230. 167 [147. 237. 76. 200 [Lhited Sates [eitan. aka idf.il ET SCAN NVAP -sS w ndow 1024 1
202. 155.58. 28 [147.237.0.33 [Indonesi a idf.il ET SCAN NMAP -sS wi ndow 1024 1
133.242.4.52 |147.237.0.35 [Japan akavs. i df il ET SCAN NVAP -sS w ndow 1024 1
133.242.3.168 [147.237.0.16 [Japan ny-kosher-kravi .idf.il |ET SCAN NVAP -sS w ndow 1024 1
128. 199. 70. 132 |147. 237. 77. 205 |9 ngapor e prisha idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
95. 211. 217. 224 [147.237.8.46  |Net herl ands e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186. 21. 112 [147. 237. 76. 201 [Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
94.102. 48.195 |[147.237.77. 227 [Net her| ands e. hanaz. i df.il ET SCAN NMAP -sS wi ndow 1024 1
222.186.21. 112 |147. 237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
87.236. 194. 161 [147. 237. 8. 45 %{ij‘;ﬂc eeitanid.il ET SCAN NVAP -sS wi ndow 1024 1
222.186.21.112 |147.237.0.34 |China tikshuv. idf.il ET SCAN Potential SSH Scan 1




08-24-2016-01:08:13 to 08-24-2016-02:08:13

|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action ‘Count
118. 98. 46. 161 I ndonesi a 147.237.77. 216 dover.idf.il drop First packet isn't drop 1120
213. 165. 155. 190 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 571
123.136. 104. 2 Ml aysi a 147.237.77. 216 dover.idf.il drop First packet isn't drop 548
185. 56. 146. 127 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't drop 239
58.59.8.72 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 77
165. 183. 168. 14 Qile 147.237.77. 216 dover.idf.il drop First packet isn't drop 73
213. 165. 155. 190 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il drop drop 50
13. 67. 60. 58 S ngapor e 147.237.77. 216 dover.idf.il  |drop First packet isn't drop 50
120. 52.72.20 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 46
119. 90. 62. 104 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 39
173. 161. 0. 225 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 38
123.136. 104. 2 Ml aysi a 147.237.77. 216 dover.idf.il drop drop 37
118.187.10. 11 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 32
123.125. 122. 205 Chi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 31
123. 125. 122. 224 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 31
101. 200. 169. 110 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 30
106. 75. 128. 90 Chi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 28
120. 52. 72. 56 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 26
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 23
120.52.27.7 Chi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 23
112.112.70. 116 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 22
42.51.4.25 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 21
120.52. 72. 47 Chi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 20
61.174.10. 22 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 19
89. 163. 242. 132 Ger many 147.237.77. 216 dover.idf.il drop First packet isn't drop 18
120. 52. 72. 59 Chi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 18
120.52.72.21 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 16
120. 52.72.55 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 16
213. 165. 155. 190 United Ki ngdom 147.237.77. 216 dover.idf.il drop SAMrul e drop 15
120. 52. 72. 52 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 14
58. 247. 30. 222 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 14
124. 133. 230. 250 Chi na 147.237.77. 216 dover.idf.il dr op First packet isn't drop 14
119. 88. 128. 78 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 14
152.26.91. 86 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 14
23.244. 43. 146 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 13
124. 133. 230. 236 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 13
120. 52. 72. 58 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 12
119. 88. 128. 77 Chi na 147.237.77. 216 dover.idf.il dr op First packet isn't drop 12
124. 133. 230. 244 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 12
59. 38. 110. 214 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 11
123. 126. 32. 102 Chi na 147.237.77. 216 dover.idf.il dr op First packet isn't drop 11
87.7.40. 209 Italy 147.237.77. 216 dover.idf.il drop First packet isn't drop 11
124. 133. 230. 238 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 10
112.112.70.115 Chi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 10
124. 133. 230. 234 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 10
119. 88. 128. 79 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 10
221.4.169. 82 Chi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 10
114. 215. 196. 195 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop 9
124. 133. 230. 235 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't drop

52.78.110. 30 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop
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|Top Attackers In V\AF|

At acker

Target Address

Site

dgnature

Devi ce

‘Count

Country Action
197.1.160.49  |Tunisia 147.237.77. 176 [nat pash. i df . i mezg(;gtz.?%fl.‘?_l /Atcecrfljsatt ((a)s/ honepage/ wawv. yout ube. cond v/ 3g51ei 5nuhg Bl ock 5
99. 250. 122. 131 |Canada 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for wwu aka. i df .i|/mai n/ gi yus/ pni ot . aspx B ock 2
46.229.164.99 |Uhited Sates [147.237.72. 156 [anan. i df .| Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
157.55.12.92 |Wited Sates [147.237.77. 216 |dover.i df . il Ostributed Lhaut hori zed UR. Access on wwwv idf.il/error. htm B ock 1
77.138.221. 130 |France 147.237.72. 166 [aka. i df . i | Uhaut hor i zed Met hod PCST for v aka. i df . i |/ mai n/ hone/ def aul t. aspx B ock 1
87.70.11.115 |Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to www | awidf.il/sip_storagelfiles/6/486.]jpg Bl ock 1
66. 249. 69. 224 |l srael 147.237.77. 216 |dover. i df .i | Mil tipl e Lhaut hori zed UR. Access from 66. 249. 69. 224 B ock 1
192. 243.55. 132 |Lhited Sates |[147. 237. 72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwwu aka.idf.il/giyus/general B ock 1
84.95.208.20 |Israel 147.237.0.15 |kosher-kravi . i df . i|Waut hori zed URL Access to wwwu kosher-kravi.idf.il/defaul t.aspx Bl ock 1
66. 249. 69. 224 |l srael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to wwidf.il/atal 1/izkor/ vi ew pi ctures. asp B ock 1
84.95.208.20 |Israel 147.237.72. 156 [anan. i df . i | D stributed Waut hori zed URL Access on ww anan. i df .il/robots. txt B ock 1
Unknown Par anet er
37.26.149. 229 |Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl acetbl der $et | 13%ct | 02%ct | 03$txt Fiel d in None 1
aka. i df.il/main/gi yus/ questionnai re. aspx
109. 226. 28. 222 |I srael 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to ww i df.il/hi nush/sitel he/ hi nush. asp B ock 1
66.249.76.72 |Israel 147.237.72. 156 |anman. i df . i | Lhaut hori zed URL Access to vww aman. i df.il/robots. txt B ock 1
207.46.13.25 |Whited Sates [147.237.0.34 |ti kshuv.idf.il Uhaut hori zed LRL Access to tikshuv.idf.il/tenpl ates/ news/ news.in.aspx  [B ock 1
84.95.208.20 |[lIsrael 147.237.72. 156 |anan. i df . i | Mil tipl e Uhaut horized URL Access from 84. 95. 208. 20 B ock 1
46.19.85.109 |Israel 147.237.76.200(ei tan. aka. i df.i| |Uhknown Paraneter SearchText in ww eitan. aka.idf.il/938-he/eitan. aspx |None 1
157.55.12.66 |Lhited Sates [147.237.77.216|dover. i df.i | Uhaut hori zed LRL Access to wawidf.il/error.htm B ock 1
66.249.76. 112 |Israel 147. 237.72. 166 |aka. i df . i | mu;:zr: éffji Iﬂogflceef:mtr?/sm i i shows g, espx Bl ock 1
84.95.208.20 |Israel 147.237.72. 156 [anan. i df . i | PHP At t enpt B ock 1
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