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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
52.16. 5. 197 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
192. 243. 55. 129 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 1
94.177.160. 214 Romani a 147.237. 76. 39 nobile.neitav.idf.il |Back List drop 1
198. 20. 69. 98 Lhited Sates 147. 237. 76. 86 navy.idf.il B ack List drop 1
58. 42. 237. 29 Chi na 147.237.72. 156 anan. i df.i | JLMPurple Con Linit_Tcp drop 1
94.177.160. 214 Romani a 147.237.76. 177 ncore.idf.il B ack List drop 1
58. 218. 204. 245 Chi na 147.237.76. 199 e. nakchal .idf.il JLM Under At tack_Con_Tcp drop 1
137.74.157. 88 Hong Kong 147.237. 76. 197 e hinush.idf.il B ack List dr op 1
23.82.46.210 Lhited Sates 147.237.76. 176 test.ncore.idf.il B ack List drop 1
89. 248. 168. 21 Net her | ands 147, 237. 76. 200 eitan. aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

A tacker

Signature

Count ry
125. 212. 233. 35 [147. 237. 76. 86 |Vi et nam navy.idf.il ET SCAN Potential SSH Scan 1
14.17.93. 26 147.237.76.31 |China nakchal .idf.il ET SCAN Potential SSH Scan 1
94, 102. 48. 195 |[147.237. 77. 216 |Net her | ands dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102. 48.195 |[147.237.77. 176 |Net her| ands nat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
78.172.53.230 |147. 237.76.30 |Turkey himsh i df | ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
66.249. 66. 190 [147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 1
58. 218. 204. 245 |147. 237. 76. 39 |[Chi na nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
133.242. 3. 168 [147.237. 76. 199 |Japan e. nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
58. 218. 204. 245 [147.237.8.14 |China e.orchot.idf.il ET SCAN Potential SSH Scan 1
133.208. 21. 66 |147.237. 77. 226 |Japan waw chamat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 1024 1
46.19. 85.224  [147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
125. 212. 233. 35 |147. 237. 76. 201 |M et nam e.atal.idf.il ET SCAN Potential SSH Scan 1
14.17.93.26 147.237.76.42 |hina refuah.idf.il ET SCAN Potential SSH Scan 1
95, 211. 217. 224 [147. 237. 76. 30 |Net her| ands hi nush. i of . i | ET SCAN Potential SSH Scan 1
14.17.93. 26 147.237.0.35 |China akaws. i df .i | ET SCAN Potential SSH Scan 1
94.102. 48.195 [147.237.77. 205 |Net her| ands prishaidf.il ET SCAN NMAP -sS wi ndow 1024 1
87.70.24.41 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
66.249. 76. 117 |147.237.72.166|lhited Sates |aka idf.il SER.\/ER-APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
58. 218. 204. 245 |147. 237. 76. 147 |Chi na chinuch. aka. i df .i | ET SCAN Potential SSH Scan 1
202.83.21.48 |147.237.76.148|India ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 |147. 237. 76. 34 |Chi na yohal an. i df .il ET SCAN Potential SSH Scan 1
133.208.21. 66 |147.237. 77. 234 |Japan hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
58. 218. 204. 245 [147.237.0.33 |Chi na idf.il ET SCAN Potential SSH Scan 1
133.208.21.66 |[147.237.8.46 |Japan e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
14.17.93. 26 147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Addr ess ‘S’te ‘Signature Action ‘Count
192. 168. 173. 102 147. 237 77. 216 |dover icr.i1 | €M ng Engi ne: S TCP segrrent out of naxi mumalloved |, 128
Segnent Limt Enforcenent sequence. Packet dropped.
64.62.219. 154 |lhited Sates 147.237.72. 166 |aka. i df .i| drop SAMrul e drop 23
64.62.219.158 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
66.249.81.218 |Europe 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
66.249.81.215 |Russian Federation [147.237.77.216 |dover.idf.il |dr op First packet isn't SYN drop 8
66.249.81.212 |Europe 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
40.77.169. 98 Lhited Sates 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 6
185. 130. 6. 49 Li t huani a 147.237.77. 176 |nat pash. i of . i l{dr op SAMrul e drop 6
176.13.15.206 |l srael 147.237. 72. 156 |anan.i df . il drop First packet isn't SYN drop 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
109. 253. 159. 118l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
5. 43. 194. 202 g";'cis;iig;a” Territoryls 47 237. 77. 176 |nat pash. i o .i1|dr op First packet ismt SWN drop 3
5.28.154. 36 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 2
89.139.138.33 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 2
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 2
176.13.0.122 | srael 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 2
46.4.120.3 Ger many 147.237.72. 166 |aka. i df . il drop SAMrul e drop 2
192. 168. 173. 102 147.237.77. 216 |dover.idf.il |dr op drop 1
84.128. 69. 46 Ger many 147.237.76.42 |refuah.idf.il |drop Frst packet isn't SYN drop 1
46.117.29.134 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 1
217.132. 35.252 |Israel 147.237.72. 156 |anan.i df . il dr op Mrtual defragnentation error: Tineout |drop 1
139. 162. 37. 147 |lhited Sates 147.237.76.34 |yohal an.idf.il|dr op drop 1
66.249.81.215 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 1
5. 43, 194. 202 gjcis;ii:(ijm Territony 1 47. 237. 77. 216 |dover.if.il |dr op Frst packet isn't SWN drop 1
109. 226. 40.40 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 1
216.243.31.2 Lhited Sates 147.237.0. 35 akaws.idf.il |dr op drop 1
2.87.114.97 QG eece 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 1
79. 98. 148. 82 Pol and 147.237.72. 156 |anan.idf .il drop First packet isn't SYN drop 1
216.243.31.2 Lhited Sates 147.237.0.200 [mu.idf.il dr op drop 1
109. 253. 222. 189l srael 147.237.0.34 |tikshuv.idf.il|dr op First packet isn't SN drop 1
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46. 19. 85. 26 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
2.53.50. 163 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
176.13.251. 80 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
66.249. 81. 218 |l srael 147.237.77. 216 |dover. i df . i | Distributed Lhaut horized UR. Access on www idf.il/error.htm Bl ock 3
176. 228. 176. 39 [l srael 147.237.72. 166 |aka. i df . i | O stributed Lhaut hori zed URL Access on ww aka. i df.il/gius B ock 3
66.249. 81. 215 |Israel 147.237.77. 216 |dover.idf . il Ostributed Whaut horized URL Access on waw i df.il/error.htm Bl ock 2
46.19.85.142 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
89. 138. 186. 178 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.26.146.220 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
79.98.148.82 |Poland 147.237.72. 156 |anan. i df . i | Mil tiple Untraceabl e SSL Sessions from79.98. 148. 82 ((Qpen Mde) None 2
66.102. 9. 54 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Method POST for www aka. i df .il/mai n/ home/ defaul t.aspx  |Bl ock 1
192. 243.55. 133 |Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to waw aka.idf.il/eitan/pratinpirteytkufa Bl ock 1
84.109. 139. 174 |I srael 147. 237.72. 156 |anan. i df . i | mugzsr:' izdefd. itﬁ_m)pé:iciensﬁjetfoaul ¢ aspd i ndex. php B ock 1
37.142.73.234 [israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock

79.98.148.82  |Pol and 147.237.72. 156 |aman. i df . i | Lhaut hori zed URL Access to wwu aman.idf.il/favicon.ico B ock

66.249. 64. 169 I srael 147.237.77. 243 |nobi l e. i df . i | ﬁ;“lt : ?ro'nsz , tz_eggrcy?[sesnptlc;esll <t ohi | ddocumant </ 1690 Bl ock 1
192. 243.55. 136 |Lhited Sates [147.237.72.166|aka.idf.il Dstributed Unhaut hori zed URL Access on waw aka. i df . il/gi yus/ kadat z Bl ock 1
85. 64.249.24  |Israel 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
79.181.31.158 |[Israel 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
66. 249. 69. 228 [lIsrael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngt op. asp Bl ock 1
207.46.13.126 |Uhited Sates |147.237.72.166|aka.idf.il Unknown Paraneter docid in aka.idf.il/kamar/gallery/ None 1
89.69.119.17 |Pol and 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method POST for wwwe aka. i df.il/edinilibrary/ general doc. asp |Bl ock 1
71.230. 164. 150 |Lhited Sates |147.237.72. 166 |aka. i df . i | Dstributed thauthor zed d';f;:??_;g;xmo‘m R on Bl ock 1
192.243.55.130 |Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to v aka. idf.il/giyus/kadat z Bl ock 1
83. 215. 224. 133 |Austria 147.237.72. 156 [anan. i df . i | Ostributed Waut hori zed URL Access on waw anan. i df .il/favi con.ico Bl ock 1
66.249. 76. 106 [l srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 76. 106 Bl ock 1
77.139.102. 77 |France 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code Bl ock 1
46.19. 86. 81 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 1
192.243.55. 132 |Unted Sates 147.237.72. 166 |aka. i df . | mugﬂg.”i Z?.di Iullr'raiAr:VCZiS;uts?gener al . aspx?cat i d=59269&doci d=75196 Bl ock !
84.109. 139. 174 (I srael 147.237.72. 156 |anman. i df . i | PHP At t enpt Bl ock 1
66.249. 76. 117 |l srael 147.237.72. 166 |aka. i df . i | (Sg‘SLU_T‘ Og\cﬁﬂfE%‘i‘ecﬂ“fg - Protocal vidation None 1
176. 13. 250. 241 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
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