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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site |Signature |Device Action  [Count |
79.176. 139. 225 | srael 147.237.72. 166 aka.idf.il B ack Li st drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
89. 248. 168. 21 Net her | ands 147.237.76. 42 refuah.idf.il |Back List drop 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

88.249.106.23 (147.237.8.50 |Turkey e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
66.240. 213. 93 |147.237.76.39 |lhited Sates  |nobile. neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
216. 81. 230. 167 [147.237.76.31 |lhited Sates nakchal . i df il ET SCAN NVAP -sS w ndow 1024 1
61.240. 144. 65 |[147.237. 77. 205|Chi na prisha.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
195. 88. 208. 193 |147. 237. 72. 14 RF;Z;:I’}O” dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 65 |147.237.77. 176 |Chi na nat pash. i df . i | ET SCAN Potential VNC Scan 5800- 5820 1
133.208. 21. 66 [147.237. 72. 156 |Japan anan.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.240. 144. 65 |[147.237. 76. 201 |Chi na eatal.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
95.211. 217. 224 |147. 237. 77. 121 |Net her | ands e navy.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 65 |[147.237. 72. 156 |Chi na anan. i df il ET SCAN Potential WNC Scan 5800- 5820 1
95, 211. 217. 224 |147. 237. 76. 196 |Net her | ands e svivaidf.il ET SCAN Potential SSH Scan 1
61.240. 144. 65 [147.237.0.15 |[China kosher-kravi .idf.il ET SCAN Potential WNC Scan 5800- 5820 1
95. 211. 217. 224 |147. 237. 76. 147 |Net her | ands chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
23.228.99. 146 [147.237.76.38 |lhited Sates eenetav.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 |147. 237. 77. 234 |krai ne hal ag.idf.il ET SCAN NMAP -sS wi ndow 3072 1
23.228.99.146 |147.237.0.19 |lhited Sates |nadimatal .idf.il ET SCAN Potential SSH Scan 1
79.177.81.13  |147.237.77. 226l srael v chanat z. aka. i df .i1 [ET SCAN NVAP -sA (2) 1
65. 156. 199. 242 |147.237.76.34 |thited Sates  |yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
202. 155. 58. 28 [147.237. 76. 196 || ndonesi a e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 65 |147.237.77.178|Chi na e. mat pash. i df il ET SCAN Potential VNC Scan 5800- 5820 1
190. 219, 88. 249 |147. 237 76.30 |Panama hivmsh i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
61.240. 144. 65 |147.237.76. 202 |Chi na e halag.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
107. 191. 53. 122 [147. 237. 77. 235 |Japan svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
61.240. 144. 65 |147.237. 76. 148|Chi na gacenter. aka. i df il ET SCAN Potential VWNC Scan 5800- 5820 1
95. 211. 217. 224 |147. 237. 76. 197 |Net her | ands e hinush.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 65 [147.237.8.50 [China e tikshuv.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
95. 211. 217. 224 |147. 237. 76. 148 |Net her | ands gacenter. aka. i df il ET SCAN Potential SSH Scan 1
23.228.99.146 |147.237.76.176|lhited Sates |test.ncore.idf.il ET SCAN Potential SSH Scan 1
94.102.53.196 [147.237.0.15 |Netherlands kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
23.228.99. 146 |147.237.76.30 |[Lhited Sates hi nush. i df . i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
176.13. 1. 229 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 13
40.77.169. 100 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 7
77.138.10. 69 France 147.237.72. 166 aka.idf.il drop First packet isn't drop 6
212. 143.91. 229 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
62.128.62.1 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 4
128. 242. 249. 12 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
79.98. 148. 82 Pol and 147.237.72. 156 anan.idf.il drop First packet isn't drop 3
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
212.117.140. 170 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
46. 19. 86. 103 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
85. 140. 2. 108 Russi an Federation 147.237.72. 166 aka.idf.il drop First packet isn't drop 2
192. 243. 55. 129 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
66. 102. 9. 163 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
109. 253. 132. 255 | srael 147.237.77. 243 nobi le.idf.il dr op First packet isn't drop 1
157. 55. 39. 34 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
109. 253. 145. 113 I srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
61. 240. 144. 65 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
109. 253. 156. 69 | srael 147.237.77. 243 nobi le.idf.il drop First packet isn't drop 1
62. 128. 45. 204 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
185. 125. 4. 222 Pol and 147.237.77. 235 sviva.idf.il dr op SAMrul e drop 1
31.217.176.21 G eece 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
109. 253. 223. 20 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry ‘Target Address |Site Sgnature Acti on ‘Count
2.53.9.179 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 103
2.53.47.85 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 20
66.249. 76. 106 I srael 147. 237.72. 166 |aka. i df . i | thautt hori zed LRL Access Lo Bl ock 3

v aka. i df . il /nai n/ ml ui miscriptresource. axd
Unaut hori zed URL Access to

46.116.99.58 |[Israel 147.237.77. 176 |nmat pash. i df . i | waw cogat . i df . i |1/ tenpl at es/ horepage/ waw: yout ube. comd v/ 3g51ei 5 [Bl ock 3
nuhg
66. 249. 81. 218 |lIsrael 147.237.77. 216 |dover.i df . i | Dstributed Lhauthori zed URL Access on v idf.il/error.htm B ock 3
84.108. 236. 213 |I srael 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code Bl ock 3
37.26.149.184 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
79. 179. 150. 106 [l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
46.117.78.109 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
66.249. 81. 215 |[lsrael 147.237.77. 216 |dover.i df . i | Distributed Lhaut horized UR. Access on www idf.il/error.htm Bl ock 1
66.102.9.68  |Wnited Sates |147.237.72.166|aka. i df . il Distributed Uhauthori zed Method for Known LR. on Bl ock 1

wan aka. i df . i1/ mai n/ hone/ def aul t . aspx
Unaut hori zed URL Access to

2.55.173.125 |israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages! shar ed/ bul | et 1. gi f Bl ock 1
89. 139. 196. 240 [l srael 147.237.77. 216 |dover.i df .i | D stributed Waut hori zed URL Access on waw i df.il/error.htm B ock 1
79.177.219.77 |israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/gius Bl ock 1
. . . Unaut hori zed URL Access to

180.76.15.28  |China 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9236- he/ r ef uah. aspx B ock 1
80.230.231.16 |Israel 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on waidf.il/error.htm Bl ock 1
66.249.66.75 |Israel 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to navy.idf.il/yohal an/foruns/foruns.asp |B ock

5.29.124. 47 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1407- he/ at al . aspx B ock

. . D stributed Unaut hori zed Method for Known URL on

89. 237. 69. 83 France 147.237.72. 166 |aka. i df . i | wan aka. i df . i |/ mai n/ hone/ def aul t . aspx B ock 1
79. 178. 157. 172 |I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qxde Character in LR Bl ock 1
66.249.79.37 |[Israel 147.237.77. 216 |dover.i df .i | Mul ti pl e Unaut hori zed URL Access from 66. 249. 79. 37 B ock 1
207.46.13.126 |Uhited Sates |147.237.72.166|aka.idf.il Unhknown Par aneter pagenumin aka.idf.il/chi nuch/ gal | ery/ None 1
46.116. 195. 114 |l srael 147.237.77. 216 |dover . i df . i | Distributed Uhauthori zed LR Access on Bl ock 1

wn i df i |/ https: /wwidf.il/

. . . Uhaut hori zed URL Access to
84.52.185.106 |9 ovenia 147.237.77.216|dover.i df . il ww i df i 1/si p storagel files/ 2/ 4912. png B ock 1

77.138. 144. 199 |France 147.237.72. 166 |aka. i df . i | Wnaut hor i zed Method PCST for B ock 1
wan aka. i df . i1/ ml ui nitenpl at es/ hone. asp

Unaut hori zed URL Access to

66.249.66. 78  |lIsrael 147.237.76.86 |navy.idf.il navy. i df . i1/ i yus/ f or und asp/ show or um asp B ock 1
37.19.116.11  |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df. i1/ mai n/ sachar B ock 1
109.66.30.31  |Israel 147.237.77. 234 |hal ag. i df . i | O stributed Uhaut hori zed LR. Access on Bl ock 1

147.237. 77. 234/ i nages/ shared/ bul | et 1. gi f

. . Unaut hori zed URL Access to
66.249.79. 108 |l srael 147.237.77. 176 |nat paSh' idf.il vy cogat . i df . i | /usefulinfornation/idkoni ni pages/ 02112010. aspx Bl ock !

. . Uhaut hori zed Met hod PCBT for
77.139.190. 82 |France 147.237.72. 166 |aka. i df . i | wiw aka, i df i |/ il Ui n t enpl at es/ i nner . asp B ock 1

Uhaut hori zed URL Access to

66. 249. 66. 142 |l srael 147.237.72. 156 [anan. i df . i | vaw aman. | df i 1/ _vel | - known/ asset | i nks. j son Bl ock 1

157.55.39. 231 |[lhited Sates [147.237.77.176|nat pash. i df . il D stributed Suspicious Response Code B ock 1

37.19.116.11 |israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwu aka.idf.il/main/sacha B ock 1

80. 99. 178. 60 Hungary 147. 237.72. 166 |aka. i df . i | Dstri bu_t ed .Lhaut‘horl zed Method for Known URL on B ock 1

wn aka. i df . i |/ mai n/ hone/ def aul t . aspx

66. 249. 81. 212 |israel 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1

46.117.197.2  |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/Toy B ock 1
www. chanat z. aka. i d i

85. 250. 58. 114 |Israel 147.237.77. 226 |, Wnaut hori zed UR. Access to Bl ock 1
foil waw. chanat z. aka. i df . i1/t enpl at es/ honepage/ honepage. aspx

79.98.148.82 |Fol and 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1

. . . Uhaut hori zed URL Access to

66. 249.76. 30 | sr ael 147.237.77. 243 [nobi | e. i df . i1 nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1751 Bl ock !

176.13.233.75 |l srael 147.237.77.243|nobi l e. i df . i | Unaut hori zed LRL Access to nobile.idf.il/nekudot/index B ock 1

80. 230.231.12 |Israel 147.237.77.216|dover . i df .i | D stributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 1
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