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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address | site |Signature  |Device Action  |Count |
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack Li st drop 2
104. 156. 245. 113 Lhited Sates 147.237. 76. 148 ggcenter.aka.idf.il B ack List dr op 1
23.82.46.210 Lhited Sates 147.237.76. 198 e.yohal an.i df.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 21
123. 126. 68. 139 Chi na 147.237.77. 216 dover.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per it 9
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

Potential Scan or Brute Force

79.180. 218. 80 [147.237.77. 226l srael v chanat z. aka. i df il [ET SCAN NVAP -sA (2) 3
195. 88. 208. 193 |147. 237. 76. 86 ?éj;i::’ion navy. i df .l ET SCAN NVAP -sS wi ndow 1024 1
133.242.4.52  |147.237.72.14 |Japan dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
103. 207. 39. 11 |147. 237. 72. 167 |M et nam i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 155 |147.237.8.50 |krai ne e tikshuv.idf.il ET SCAN NVAP -sS w ndow 4096 1
87.236.194. 161 |147. 237.76. 38 [Czech Republic |e.e neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
66.240. 213.93 [147.237.77.61 |lLnited Sates [e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
31.168. 178. 121 [147. 237. 72. 166 || sr ael aka.idf.il portscan: TCP O stributed Portscan 1
195. 88. 208. 193 |147. 237. 77. 227 RF;Z:::;O” e hanaz. i df . ET SCAN NVAP -sS wi ndow 1024 1
8.37.225.236 [147.237.77.216|lited Sates  |dover.idf.il portscan: TCP O stributed Portscan 1
133.242.4.52  |147.237.72. 167 |Japan i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
133.242.3. 168 [147.237.77.19 |Japan I awforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 155 |147.237.8.50 |Wkraine e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 |147.237.8.50 |krai ne e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 246. 133. 224 |147. 237. 77. 233 || srael atal.idf.il ET D05 Large anmount of TCP ZeroWndow - Possible N ller2 1
DDos attack
66.249. 64. 113 [147.237.72.166 |Lhited Sates  |aka.idf.il MAPAO_E_ Apache ned_ssl non-SSL connection to S8 port 1
deni al of service attenpt
66.212.179. 106 |147.237.8.50 [Canada e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
14.910.15.30  |147. 237 8. 24 |cni na e lifestyleid.il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address Ste |Signature |Message Devi ce Action |Oount |
37.46.37.194 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 40
85.130. 129. 175 | srael 147.237.77.226 |ww chanatz. aka. i df.il dr op First packet isn't drop 15
154.107.146.5 Tuni si a 147.237.77.176 |natpash.idf.il drop First packet isn't drop 14
31.168. 201. 87 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 6
109. 253. 193. 58 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 5
40. 77. 169. 102 Lhited Sates 147.237.77.216 |dover.idf.il drop SAMrul e drop 4
212. 143.142.56 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 4
130. 255. 67. 238 Pal estinian Territory, Qccupied 147.237.77.176 |natpash.idf.il dr op First packet isn't drop 4
77.138.52.97 France 147.237.77.216 |dover.idf.il drop First packet isn't drop 3
192.117. 240. 48 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
85.130. 129. 175 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
40. 77. 169. 103 Lhited Sates 147.237.77.216 |dover.idf.il drop SAMrul e drop 2
70.197.137.13 Lhited Sates 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
2.53.155.90 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 2
94.77.196. 82 Saudi Arabia 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
84.108. 250. 249 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
100. 92. 160. 167 147.237.72.166 |aka.idf.il dr op First packet isn't drop 1
5. 255. 90. 133 Net her | ands 147.237.0. 35 akaws. i df . il dr op drop 1
192.243.55. 131 Lhited Sates 147.237.77.216 |dover.idf.il drop First packet isn't drop 1
109. 253. 147. 74 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 1
176. 13. 230. 218 | srael 147.237.72.166 |aka.idf.il drop First packet isn't drop 1
5. 255. 90. 133 Net her | ands 147.237. 0. 200 ndu.idf.il dr op drop 1
176. 13. 249. 118 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 1
87.69. 94. 255 | srael 147.237.72.167 |ishurimaka. idf.il drop First packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
109. 253. 196. 217 |l srael 147.237.72.166 |aka.idf.il drop First packet isn't drop 1
185. 125. 4. 222 Pol and 147.237.72.167 |ishurimaka. idf.il drop SAMrul e drop 1
5. 255. 90. 133 Net her | ands 147.237.0. 33 idf.il dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13.234.65 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 233
109. 253. 132. 28 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode Bl ock 146
95. 35. 223. 64 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code Bl ock 83
95.35.173.136 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 82
37.26.149.194 |[Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response CQode Bl ock 64
80. 246. 136. 114 |[Israel 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code Bl ock 43
176.13.250.10 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 40
2.53.179. 169 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode Bl ock 32
89.139.114. 230 |[Israel 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code Bl ock 20
109. 253.230.7 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 12
89.138.149.13 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode Bl ock 6
46.19. 85. 87 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 5
66. 249. 79. 37 | srael 147.237.77.216|dover. i df .i | Mil tipl e Unaut hori zed URL Access from 66. 249. 79. 37 B ock 5
79.180.235.96 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode Bl ock 5
67.63. 160. 38 Lhited Sates |[147.237.72.166|aka.idf.il Ml ti pl e Unaut horized Method for Known URL from 67.63. 160. 38 [B ock 4
2.53. 144. 187 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
213.57.243.227 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode Bl ock 3
. . Ml ti pl e Uhaut horized Method for Known URL from
77.139.233. 166 |France 147.237.72. 166 |aka. i df . i | 27 139, 233. 166 B ock 3
197.48.45.179 |Egypt 147.237.77.216|dover. i df .i | O stributed Lhauthori zed URL Access on www i df.il/error.htm B ock
66.249.76.112 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 76. 112 Bl ock
67.63.160.38  |Unted Sates [147.237.72. 166 |aka. i df .| Lhauit hori zed Mt hod FEAD for Bock |2
wan aka. i df . i |/ mai n/ sachar/ def aul t. aspx
2.53.19. 17 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode Bl ock
80. 246. 130. 178 |[Israel 147.237.77. 216 |dover.idf . il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock
2.53.51. 145 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
- - D stributed Lhaut hori zed URL Access on
80. 246. 133. 224 [l srael 147.237.77.233|atal .idf . il 147. 237.77. 233/ 1134- hel at al . aspx Bl ock 1
66.102.9.1 Uited Sates [147.237.72.166|aka.idf .il Unaut hori zed Method PCST for aka.idf.il/mai n/ hone/ def aul t.aspx |[B ock 1
. . D stributed Lhaut hori zed URL Access on
213.57.138.132 |Israel 147.237.77.233|atal . i df . il 147. 237.77. 233/ 1134- hel at al . aspx B ock 1
79.177.204.123 [israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 79. 177. 204. 123 Bl ock 1
66.249.79.58  |Israel 147. 237.77. 216 |dover . i df . i | thauit hor | zed LRL Access to : . Bl ock 1
wwy i df . i | /. wel | - known/ appl e- app- si t e-associ ati on
. . Unaut hori zed URL Access to
66.249. 64. 105 |l srael 147.237.72. 166 |aka. i df . i | vown aka. i df i 1/ mobi | f mai 1V gi yus/ gener al . aspx B ock 1
89. 139. 114. 230 |Israel 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 1
- . Unaut hori zed URL Access to
46.121.243.222 |Israel 147.237.72.166 |aka. i df . i | o aka, i f i1/ i v sl i rd undef i ned B ock 1
197. 49. 168.86  |Egypt 147.237.77.216|dover . i df .i | Ostributed Whaut hori zed URL Access on waw i df.il/error. htm Bl ock 1
. . D stributed Lhaut hori zed URL Access on
79.181.193. 254 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
77.138.206.85 |France 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ f avi con. i co Bl ock 1
. . Paraneter Read Qhly Molation in
5.22.132.78 I srael 147.237.72. 166 |aka. i df . i | v aka i o i 1/ nai 1V sachar / egi strati onwi zardi regj st er . aspx None 1
138.201. 30. 66  |Ger nany 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock
66. 249. 76. 46 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/aman B ock
109. 65. 98. 174 | srael 147.237.77.216|dover. i df .i | Unaut hori zed HTTP Met hod B ock 1
] . . D stributed Unaut hori zed Method for Known URL on
66. 102. 9. 43 Lhited Sates 147.237.72. 166 |aka. i df . i | o aka. i df . i | / nai v/ hore/ def aul t . aspx B ock 1
. . DO stributed Unaut hori zed URL Access on
46. 19. 86. 89 I srael 147.237.77.233|atal . i df . il 147. 237.77. 233/ 1134- hel at al . aspx B ock 1
192. 116. 164. 241 |l srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from192. 116.164. 241 |B ock 1
79.177.204.123 |[israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df .il/sip_storage Bl ock 1
. . . Paranet er Type M ol ati on ct| 00$Cont ent A acetbl der 15t xt Mobi I e in
109. 253.132. 28 |l srael 147.237.0.19 [nadi matal .idf.il madi m at al i df i |/ nobi | e/ 1088- he/ ner et 7. asp Bl ock 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
66.249. 64. 113 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO None 1
Russi an . . D stributed Unaut hori zed Met hod for Known URL on
91.191. 247. 18 er ati on 147.237.72. 166 |aka. i df . i | vw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
65. 55. 218. 34 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
m ny- kosher - kravi . i _
212.129.62. 79 France 147.237.0. 17 of il Unaut hori zed URL Access to 147.237.0. 17/ B ock 1
. . D stributed Lhaut hori zed URL Access on
79.183.52. 8 I sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . DO stributed Unaut hori zed URL Access on
5.28. 160. 141 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
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