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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
91.214.5. 87 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
2.55.47. 20 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 5
77.138.52. 97 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
82.80.78.2 | srael 147.237.76. 86 navy.idf.il B ack Li st drop 3
79.177.42.2 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
8. 37. 225. 236 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 2
68. 180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
31.154. 81. 23 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
94, 23. 115. 136 France 147.237.76. 148 ggcenter.aka.idf.il |Back List drop 1
46. 19. 85. 205 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
180. 154. 175. 245 Chi na 147.237.76. 200 eitan.aka.idf.il B ack List drop 1
66. 249. 64. 124 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - reset 1
192. 243. 55. 136 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action ‘Count

195. 154. 209. 110 France 147.237.77. 176 nat pash. i df . i | Cl000016: HTTP. administrator in UR Pernit 2
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

77.124.7.175 147. 237.76. 86 I srael navy. i df il ET SCAN NVAP -sA (2) 6
88. 249. 106. 23 147.237.77. 235 Tur key sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 34. 160. 65 147. 237. 0. 200 Russi an Federation mau. i df il ET SCAN NMVAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 0. 200 Chi na rdu. i of i | ET SCAN Potential SSH Scan 1
58. 218. 204. 245 147.237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
133. 242. 3. 168 147.237.76. 176 Japan test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
58. 218. 204. 245 147. 237.76. 34 Chi na yohal an. i df.il ET SCAN Potential SSH Scan 1
117. 169. 85. 170 147. 237.76. 196 Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
45.79. 156. 96 147. 237. 72. 167 Lhited Sates i shuri maka.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
117. 169. 85. 170 147. 237. 76. 30 Chi na hi nush. i df . il ET SCAN Potential SSH Scan 1
37.48.83.137 147. 237.8. 27 Net her | ands e.madi matal .idf.il ET SCAN Potential SSH Scan 1
202. 155. 58. 28 147.237.77. 216 I ndonesi a dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 67. 51. 227 147.237.72. 156 I srael anan. i of . i | ET SCAN NVAP -sA (2) 1
2.53.41.36 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
201. 238. 209. 182 147.237.0. 19 GQile nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
95. 211. 217. 224 147.237.77. 216 Net her | ands dover.idf.il ET SCAN Potential SSH Scan 1
200. 6. 210. 78 147. 237. 76. 147 Quat enal a chi nuch. aka. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
95, 211. 217. 224 147. 237. 8. 45 Net her | ands e.eitanidf.il ET SCAN NVAP -sS w ndow 1024 1
193. 34. 160. 65 147. 237.76. 176 Russi an Federation test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
77.139. 8. 34 147.237.77. 233 France atal .idf.il ET SCAN NVAP -sA (2) 1
183. 60. 48. 25 147.237.76. 31 Chi na nakchal . i df il ET SCAN Potential SSH Scan 1
66.212. 179. 106 147. 237. 76. 39 Canada nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 147. 237. 76. 147 Chi na chi nuch. aka. i df i ET SCAN Potential SSH Scan 1
117. 169. 85. 170 147. 237. 76. 200 Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
45.79. 156. 96 147.237.77. 176 Lhited Sates nat pash. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
117. 169. 85. 170 147. 237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
37.48.83. 137 147. 237.72. 217 Net her | ands e.idf.il ET SCAN Potential SSH Scan 1
202. 155. 58. 28 147.237.77. 226 I ndonesi a Wi chanat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
117. 169. 85. 170 147. 237.0. 35 Chi na akavs. i df . i | ET SCAN Potential SSH Scan 1
37.48.83.137 147.237.8. 24 Net her | ands elifestyleidf.il ET SCAN Potential SSH Scan 1
201. 238. 209. 182 147.237.0. 34 Gile tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
95, 211. 217. 224 147. 237.77. 226 Net her | ands waw chanat z. aka. i df . i | ET SCAN NMVAP -sS wi ndow 1024 1
200. 6. 210. 78 147. 237.76. 176 Quat enal a test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
95.211. 217. 224 147.237.77.178 Net her | ands e. nat pash. i df . i | ET SCAN Potential SSH Scan 1
195. 88. 208. 193 147. 237. 76. 199 Russi an Federati on e. nakchal .idf.il ET SCAN NMVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
8. 37.225. 236 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 235
77.124.42. 147 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 27
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 7
185. 130. 6. 49 Li t huani a 147.237.77. 233 atal .idf.il dr op SAMrul e drop 6
40.77.169. 100 Lhited Sates 147.237.77.216  |dover.idf.il dr op SAMrul e drop 6
5.43.223.18 Pal estinian Territory, Qcupied 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 5
100. 92. 151. 173 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 4
37.8.109. 194 Pal estinian Territory, QGccupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
109. 253. 131. 149 | srael 147.237.72. 156 anan. i df.il drop Frst packet isn't drop 3
82.166. 112. 22 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
62. 16. 75. 149 Russi an Federation 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 3
91.214.5. 87 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
109. 253. 221. 245 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 3
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
46. 19. 86. 173 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
185. 24. 207. 102 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 2
62. 16. 75. 149 Russi an Federation 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
133. 208. 21. 66 Japan 147.237.0. 33 idf.il dr op drop 1
180. 97. 106. 37 Chi na 147.237.72. 14 dover.idf.il (ol d) drop SAMrul e drop 1
109. 253.197. 1 | srael 147.237.77. 243 nobi le.idf.il drop First packet isn't drop 1
180. 97. 106. 37 Chi na 147.237.72. 166 aka.idf.il dr op SAMrul e drop 1
109. 253. 213. 11 | srael 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 1
31.154.81.23 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
216.243.31.2 Lhited Sates 147. 237. 76. 148 gocenter. aka.idf.il  |drop drop 1
185. 125. 4. 222 Pol and 147.237.0. 34 tikshuv.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
2.53.24.103 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 94
109. 253. 132. 28 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 75
77.125.41.222 |israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 52
109. 66. 124.36 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
46. 19. 86. 105 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
176.13.2.1 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
2.53.188. 37 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84.109. 127.194 |[Israel 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code Bl ock 3
80. 246. 139. 167 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
66. 108. 29. 139 Lhited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed Method PCBT for waww aka.idf.il/ishurimmain/ B ock 2
79.181.183. 138 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwwy aka. i df.il/main/ Bl ock 1
71.174.186.4  |United Sates |147.237.72. 166 |aka.i df .| Dstributed thauthor zed dﬁ;:??.zgxmom R on B ock 1
185. 120. 125. 109l srael 147.237.77. 216 |dover. i df . i | Lhaut hori zed URL Access to v idf.il/https:/wwnidf.il/ Bl ock 1
66.102.9. 76 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Met hod POST for v aka.idf.il/mai n/ hone/ defaul t.aspx |B ock 1
157. 55. 39. 64 Lhited Sates |147.237.72.166|aka.idf.il Unhknown Paranet er pagenumin aka.idf.il/chi nuch/ gal | ery/ None 1
84.108. 155. 142 |l srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
77.125.45.242  |israel 147.237.77.234|hal ag. i df . i | i;t ;'33‘“7‘;‘1Zﬁﬁ?gggsfiiaﬁlﬁffsg ﬂi . Bl ock 1
66.249. 64. 166 |l srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/appl e-app-site-association B ock

176. 13. 235. 217 |l srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f |Bl ock

79.176. 30. 19 I srael 147.237.77. 216 |dover.idf . il O stributed Unauthorized LRL Access on wwwvidf.il/https: /v idf.il/ Bl ock
37.26.146.242 I srael 147.237.77. 234 |hal ag. i df . i | i;t r2|32m73d2;2#:1:;:572?15\%/@?5?8; fr;i . Bl ock 1
66.249.76.112 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka. i df.il/defaul t.aspx Bl ock
184.190.7.139 |Uhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx Bl ock
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