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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site |Signature |Device Action |Count |
79.182. 46. 152 | srael 147.237. 76. 42 refuah.idf.il |Back List drop 6
79.182. 46. 152 | srael 147.237.77. 216 dover.idf.il |Back List drop 4
0.0.0.0 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 3
68.180. 230. 171 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 3
105. 111. 123. 49 Ageria 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn drop 3
176. 13. 11. 109 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2
176. 13. 244. 151 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 2
77.138.52. 97 France 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1
2.55.3.0 | srael 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn drop 1
62. 207. 60. 228 Net her | ands 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 1
41. 33. 231. 86 Egypt 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 1
212.7.199. 208 Net her | ands 147.237. 76. 202 e halag.idf.il|lJLMPurpl e Gon_Limit_Tcp drop 1
46. 19. 86. 171 | srael 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry et Address |Site |Sgnature Devi ce Action |Count |
46.4.120. 3 Ger many 147.237.77.216 |dover.idf.il CL000074: HTTP. naj estic bot Per mit 75
106. 38. 241. 105 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mt 24
46.4.120.3 Ger many 147.237.76. 86 navy.idf.il C1000074: HTTP. naj estic bot Per it 13
46.4.120. 3 Ger many 147.237.72.166 |aka.idf.il CL000074: HTTP. naj estic bot Per mit 9
46.4.120.3 Ger many 147.237.77. 74 lawidf.il C1000074: HITP. naj estic bot Per nit 9
46.4.120.3 Ger many 147.237.77.170 |m@arachot.idf.il |Cl000074: HTTP. majestic bot Per it 2
46.4.120. 3 Ger many 147.237.77.176  |mat pash.idf.il CL000074: HTTP. naj estic bot Per mit 2
106. 120. 188. 159 |Chi na 147.237.77. 74 lawidf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mt 1
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212.179.21. 194 |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
66.212.179. 106 |147.237.77. 227 |Canada e. hanez. i df .il ET SCAN NVAP -sS w ndow 1024 1
202.155.58.28 |147.237.76.38 |l ndonesi a eeneitav.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
46.117.136.16  |147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
100.220.3.231 |147.237.76.38 |Argentina o o e tanid i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
37.26.147.178 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
167 0.137. 94 147 237 0.35  |col onbi a akavs. i df il ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5.255. 90. 133 147.237.76.31 [Netherl ands nakchal . i df.il ET SCAN NMAP -sS wi ndow 1024 1
133.242.4.52 147.237.0.35 |Japan akavs. i df . i ET SCAN NVAP -sS w ndow 1024 1
123. 123. 119. 180|147. 237. 77. 212 |Chi na e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
105. 111. 123. 49 |147.237.77.216|A geria dover.idf.il portscan: TQP Distributed Portscan 1
89.114.97. 11 147.237.77. 212 |Fort ugal e.dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
80. 246. 130. 200 |[147.237.77. 216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
012 7 199,208 |147 237 0.33  |Net her| ands il ET SCAN Behavi pral Lhusual |y fast Terminal Server Traffic, Potenti El
Scan or Infection
46.120.243.57 [147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
202.155.58.28 |147.237.76.30 |l ndonesia hi nush. i df . il ET SCAN NMAP -sS wi ndow 1024 1
46. 19. 85. 213 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
186. 170. 196. 1961147 237 0.35  |col onbi & akavs. i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5.255. 90. 133 147.237.76.39 |[Netherl ands nobi | e.neitav.idf.i [ET SCAN NVAP -sS w ndow 1024 1
133.242.4.52 147. 237. 77. 234 |Japan hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.53. 150. 237 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
123. 123. 119. 180|147. 237. 77. 234 [Chi na hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
106. 38. 241. 105 |147. 237. 72. 166 |Chi na aka.idf.il SER.’\/ER-APAO—E.Apache mod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
93.172.56. 95 147.237.77. 216 |I srael dover . idf il portscan: TCP O stributed Portscan 1
81.218. 136. 213 |[147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker (buntry|Target Address |[Ste \Signature| Message

105. 111. 123. 49 |Ageria 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 314
105.111. 123.49 |Ageria 147.237. 77. 216 |dover.idf.il drop Unexpect ed post SYN packet - RST or SYN expected |drop 142
105. 111. 123. 49 |Ageria 147.237.77. 216 |dover.idf.il dr op drop 101
148.177.96.118 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 52
46. 19. 85. 33 | srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 26
41. 224. 36. 53 Tuni si a 147.237.77. 176 |nat pash. i df . il drop First packet isn't SYN drop 24
62. 207. 60. 228 Net her | ands 147.237.77.74 [lawidf.il dr op First packet isn't SYN drop 18
79.177.134. 141 |lsrael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SN drop 18
31. 168. 55. 34 | srael 147.237.72. 167 |i shurimaka.idf.il drop First packet isn't SYN drop 16
196. 151. 255. 186 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
84.108. 66. 20 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 11
46. 19. 86. 232 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
176. 13. 16. 37 | srael 147.237.72. 156 |anan.idf .i | drop First packet isn't SN drop 10
109. 253. 196. 59 |l srael 147.237.77. 226 |waw chanat z. aka. i df . i | |dr op Frst packet isn't SN drop 7
5.22.132. 26 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
40. 77. 169. 98 Lhited Sates 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 6
185. 130. 6. 49 Li t huani a 147.237.76.30 [hinush.idf.il dr op SAMrul e drop 6
79.178.18.70 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
217.132. 4. 238 | srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 4
69.30.213.138 |Lhited Sates 147.237.77. 216 |dover.idf .il drop SAMrul e drop 4
176. 13. 11. 109 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
79.181. 155. 203 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
46. 120. 20. 182 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
176. 13. 20. 13 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
46. 19. 86. 205 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
212.143.142.56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
46. 19. 85. 12 | srael 147.237.77.233 |atal .idf.il drop First packet isn't SYN drop 3
212.179.21. 194 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
109. 253. 199. 208 |l srael 147.237.72. 156 |aman.idf . il dr op First packet isn't SYN drop 3
87.71.16.9 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
41. 33. 231. 86 Egypt 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 3
212.76.119. 71 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
79.180. 133. 93 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
85. 250. 153. 47 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
46. 117. 38. 140 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
109. 67.117. 236 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
197.2.29. 141 Tuni si a 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
81. 138. 8. 36 Uni ted Kingdom |147.237.72. 156 |anan.idf.il drop First packet isn't SN drop 2
64. 236. 82. 12 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
46. 19. 86. 86 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
50.87.144.145 |Uhited Sates 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 2
84.94.208. 111 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
192.243.55.138 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
68. 180. 230. 107 |ULhited Sates 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 2
180. 97.106. 37 |China 147.237.77. 178 |e. mat pash. i df .i | drop SAMrul e drop 1
157. 55. 39. 110 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
109. 253. 193. 164 |l srael 147.237.72. 167 i shurimaka. i df . il dr op Frst packet isn't SN drop 1
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.53.48. 157 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 89
2.53.18. 202 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 63
176. 13. 15. 46 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 11
37.26.148.228 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 9
80. 246. 139. 132 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 7
2.53. 33. 189 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
77.139. 228. 205 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for waw aka. i df .il/nain/hone/ defaul t.aspx  |B ock 4
77.138.65. 11 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for ww aka. i df.il/ishurinmai n/ B ock 4
212.199. 176. 182|l srael 147.237.76.31 |nakchal .idf.il |[Distributed Unauthorized HITP Mt hod B ock 4
176.13.250.10 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
213.57.194.19 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . il/mat ash/ home/ hone. asp B ock 3
37.26.148.156 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
185. 32.179. 127 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
62.0.192. 63 | srael 147.237.72.166 |aka. i df . i | m“;kgorl idfzidl /ﬁtl Z??m f:ﬁ aftZ;/i rer. asp Bl ock 2
2.53.182.185 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock

46.19. 85. 91 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
84.111.64.181 |[Israel 147.237.77.74 |lawidf.il muf ZSJ: (ij _di |%0:§§|e§/scct)roe/ doc_ngr/ doc_nyr . asp B ock 1
46.117.38.140 |israel 147.237.76.42 |refuah.idf.il ?;t ;'St;.u;gt;;“;hg/r;:rdedf‘e ;'ectcecssss on Bl ock 1
2.53.25. 110 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 1
109. 253.133.24 |Israel 147.237.77. 234 |hal ag. i df . i | mtcg.’rs't.zﬁg e O o 5 storage Bl ock 1
82. 81. 69. 86 I srael 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 1
77.125.81.135 [israel 147.237.77.233|atal .i df .i e ot hor zed WL pessuls B ock 1
212.199. 176. 182l srael 147.237.76.31 |nakchal .idf.il |Miltiple Unauthorized URL Access from212.199. 176. 182 B ock 1
157.55.39. 110 |Uited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
31.154.81. 25 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ nav. css B ock 1
87.69.87.172 I srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 1
109. 253. 144. 46 |l srael 147.237.77. 216 |dover.idf .l D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
82. 81. 69. 86 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/wp-1ogin. php B ock 1
77.138.65. 11 France 147.237.72. 156 [aman. i df . i | D stributed Unaut hori zed URL Access on v anan. i df . i|/favicon.ico B ock 1
159.178.165.86 |lhited Sates |147.237.72.166|aka. i df . il m;(:ﬂt ;’fd_ i‘f}a#;ihn(;rrjoﬁ‘f d'\e‘f*g;??_ ;;’;XK”O"‘” L on B ock 1
88. 202. 218. 242 E?i;;gom 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
80. 246.140.30 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.76.30  |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtg‘i’rc"fz'??/g:;‘eggfﬁm s/ 1 st chi | ddocument s 1771 Bl ock 1
192.114. 174. 161 I srael 147.237.77. 176 |nat pash. i df . i | m”tcgggtzfcéflﬁ /Atcgrfslsattgs/ homepagel wa yout ube. con v/ 3g51ei snung | K 1
131.253.27.64 |lhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
82. 166. 240. 200 |l srael 147.237.77.216|dover.idf . il Distributed Unaut horized HTTP Met hod B ock 1
77.138.65. 11 France 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 77.138. 65. 11 B ock 1
216.72.40.185 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in URL from216. 72. 40. 185 B ock 1
167. 114. 253. 162|Fr ance 147.237.72. 156 |arman. i df . i | Ostributed Whauthori zed LRL Access on www aman. i df .il/favicon.ico B ock 1
105. 111. 123. 49 |Ageria 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
81.218.241.25 |lsrael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waw idf.il/inages/ 1. he/error.png Bl ock 1
66. 249. 76. 77 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
192.171.60. 68 |Canada 147.237.0.19 |[madimatal .idf. i |Unhauthorized URL Access to 147.237.0. 19/ changel og. t xt B ock 1
131.253.27.175 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
82. 166. 240. 200 |l srael 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df . il/1133- 15605- he/ B ock 1
106. 38. 241. 105 |Chi na 147.237.72. 166 |aka. i df . i | %ﬁgﬁﬂfﬁfﬁﬁf& - Protocol violation None 1
82. 80. 33. 138 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237.76. 42/ styl el shared/ r eset . css B ock 1
72.160.80.196 |[hited Sates |147.237.72.166|aka.idf .il Untraceabl e SSL Sessi ons: Qpen Mbde None 1
132. 74. 95. 19 I srael 147.237.77. 170 |maar achot . i df . i | |[Unaut hori zed LRL Access to maarachot.idf.il/pdf/files/ 8/ 108948. pdf B ock 1
12.144.20.254 |Uited Sates |[147.237.72.166|aka.idf.il Unaut hori zed Met hod PCBT for waw aka. idf.il/giyus/general /default.asp |B ock 1
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