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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
212.199. 154. 194 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 467
79.183. 76. 221 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 9
2.55.3.0 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6

196. 151. 255. 186 Egypt 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3

46. 19. 86. 53 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2

176. 13. 15. 46 | srael 147.237.0. 19 nadi matal .idf.il|DCBS- SSL- d ear Text drop 1
77.138.52. 97 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

195. 68. 204. 4 Ger many 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
91.199.119. 51 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

A tacker A(;)tuictkre)r/ rget Address |Site Sgnature

62. 210. 250. 212 |France 147.237.77.216|dover.idf .i|l |Cl000074: HITP. najestic bot Per it 59
62. 210. 250. 212 |France 147.237.72. 166 |aka. i df . i | C1000074: HITP. maj estic bot Per nirt 12
62. 210. 250. 212 |France 147. 237. 76. 200 |ei t an. aka. i df . i|C1000074: HTTP. maj estic bot Per mt 7
81.214.8.252 |Turkey 147.237.77.233|atal .idf.il C1000016: HTTP. administrator in LR Per it
52.32.172.31 |Wited Sates  |147.237.77.216|dover. i df .i ﬁ:;abﬁy PHP-Q3 Query String Paraneter Infornation Dsclosure g 1
81.214.8.252  |Turkey 147.237.77.233|atal .idf.il CL000018: HITP. access to administrator/index. php -> Quarantine Per nit 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

109. 65. 83. 83 147.237.0. 34 I srael tikshuv.idf.il ET SCAN NVAP -sA (2) 2
87.236.194. 161 147. 237.77. 235 Czech Republic svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
201. 238. 209. 182 147. 237.77. 234 Chile hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
36.72.228. 72 147.237.77. 235 I ndonesi a svivaidf.il ET SCAN NVAP -f -sS 1
82. 81.218. 182 147.237. 72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
183. 60. 48. 25 147. 237. 76. 86 Chi na navy.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
79.181. 171. 53 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237.76. 30 Chi na hi nush. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
79. 178. 200. 54 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
133. 208. 21. 66 147. 237.76. 176 Japan test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
79. 176. 15. 80 147.237. 72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
123.123. 119. 180 147. 237.77. 178 Chi na e. mat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 76. 75 147.237.72. 166 Lhited Sates aka idf.il portscan: TCP D stributed Portscan 1
123.123. 119. 180 147.237.77.121 Chi na e.navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 86. 219 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
213.57.195. 85 147.237.77.216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
37.26.148. 181 147.237. 72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
212.179. 21. 194 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
89. 138. 228. 100 147.237.72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
36.72.228. 72 147.237.77. 235 I ndonesi a sviva.idf.il ET SCAN NVAP -sS w ndow 2048 1
202. 155. 58. 28 147.237.77. 176 I ndonesi a nat pash. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
87.71. 36. 253 147.237.77.216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237. 76. 196 Chi na e.svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
2.53.171.80 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
79.182.2. 116 147.237.77.216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237.76. 31 Chi na nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
79.178. 204. 128 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147. 237. 0. 200 Chi na ndu. i of . i | ET SCAN Potential VNC Scan 5900- 5920 1
79.177. 165. 77 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
123. 123. 119. 180 147.237.77. 235 Chi na svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
77.127.83. 116 147.237.77.216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
123.123. 119. 180 147.237.77. 176 Chi na nat pash. i df . i ET SCAN NVAP -sS w ndow 1024 1
54.72.0.55 147.237.77. 216 I'rel and dover . idf.il portscan: TCP D stributed Portscan 1
109. 253. 219. 70 147.237.72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
37.46.38. 179 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
212.179.91. 58 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
89. 138. 228. 100 147.237.77.216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
36.72.228. 72 147.237.77. 235 I ndonesi a sviva.idf.il ET SCAN NVAP -sS w ndow 3072 1
207. 241. 225. 244 147.237.77. 216 Lhited Sates dover . idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
196. 151. 255. 186 Egypt 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 66
185. 7.123. 250 Pal estinian Territory, QGccupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 38
212.199. 154. 194 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 37
93. 103. 134. 49 9 oveni a 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 20
66.102. 9. 163 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 10
192. 114. 174. 166 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 8
199. 203. 179. 99 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 8
66.102. 9. 167 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 7
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 7
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 6
46.117.182. 13 | srael 147.237. 72. 156 anan.idf.il dr op First packet isn't drop 6
212.179. 214. 113 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 5
89.138.137.1 | srael 147.237.72. 156 anan. i df.il drop Frst packet isn't drop 5
185. 7.123. 250 Pal estinian Territory, QGccupied 147.237.77.176 nat pash. i df .i | drop Frst packet isn't drop 5
176. 13. 225. 179 | srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't drop 4
147.123.249.9 Italy 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
79.183.76.221 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
195. 68. 204. 4 Ger many 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
212.150. 78. 2 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
109. 253. 220. 50 | srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't drop 2
197.119. 80. 251 Ageria 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 2
66.102.9.171 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
66. 249. 81. 218 Eur ope 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
46. 255. 84. 17 Italy 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 2
31.13.113.80 Irel and 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
180. 97. 106. 37 Chi na 147. 237. 76. 147 chinuch. aka.idf.il drop SAMrul e drop 1
176.13. 23. 13 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
109. 253. 216. 116 | srael 147.237.0.19 nadi matal .idf.il drop Frst packet isn't drop 1
176. 13. 237. 112 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
141.212.122. 66 Lhited Sates 147.237.76.148  |ggcenter.akaidf.il [drop drop 1
31.13.113.94 Irel and 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
180. 97. 106. 37 Chi na 147.237.76. 148 gocenter. aka.idf.il  |drop SAMrul e drop 1
192. 243. 55. 137 Lhited Sates 147.237.77.176  |natpash.idf.il drop First packet isn't drop 1
180. 97. 106. 37 Chi na 147.237.0. 34 tikshuv.idf.il drop SAMrul e drop 1
141.212.122. 79 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
180. 97. 106. 37 Chi na 147.237.77.170 naar achot . i df . il drop SAMrul e drop 1
176. 13. 225. 186 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
128. 232. 110. 28 Uni ted Ki ngdom 147.237.76. 34 yohal an.idf .il drop drop 1
192. 243. 55. 138 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
180. 97. 106. 37 Chi na 147.237.76. 30 hi nush.idf.il drop SAMrul e drop 1
176. 13. 226. 106 | srael 147.237.72. 156 anan. i df.il drop Frst packet isn't drop 1
141.212.122. 64 Lhited Sates 147.237.76. 34 yohal an.idf .il dr op drop 1
216.243.31.2 Lhited Sates 147.237.0. 33 idf.il drop drop 1
5.22.132. 36 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
180. 97. 106. 37 Chi na 147.237.76. 42 refuah.idf.il drop SAMrul e drop 1
176. 13. 3. 162 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
109. 253. 206. 226 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
176. 13. 234. 32 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176. 13. 15. 46 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 236
2.53.18. 202 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 55
46.19. 86. 56 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 45
185. 32.179. 155 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 9
176.13.17. 22 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
2.53.155. 108 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
174.139.43.45 |Uhited Sates |147.237.72.166|aka.idf.il Mil tiple Unauthorized Method for Known URL from 174. 139. 43. 45 Bl ock 4
66.249.81.215 |[Israel 147.237.77. 216 |dover . i df . i | Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock 4
37.26.146.247 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.225. 3 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
46. 19. 85. 28 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 244. 101 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66.249.81.218 |[lIsrael 147.237.77.216|dover. i df .i | D stributed Unaut horized LRL Access on waw idf.il/error. htm B ock 2
84.109.69.113 |[Israel 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HITP Met hod B ock 2
109. 253. 140. 17 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
77.139.157.111 |France 147.237.72. 166 |aka. i df . i | m”;?;rii dzf?l '/\";;rg/dgiﬁifn?;r i on, s Bl ock 2
93.173.45.127 |[israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
208.115.111.72 [lhited Sates |147.237.76.86 |navy.idf.il xs;‘tlhgfr 'i izle/dgitﬁ‘s/ﬁcoﬁis;; ;S‘;/ show or um asp Bl ock 1
79.181.174.31 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
109. 64.181.95 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 109. 64. 181. 95 Bl ock 1
213.57.218.97 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwwu aka. i df . il/gayus B ock 1
123.125.71. 110 |Chi na 147.237.0.19 |nadi matal .idf.il|Wauthorized LR Access to nadi matal .idf.il/robots.txt B ock 1
81.218.57.234 | srael 147. 237.76. 147 |chi nuch. aka. i df . i mghf}ﬁ;iﬁ ::Zuf 2?”' szioﬁtﬁfcess on Bl ock 1
66. 249. 79. 37 I srael 147.237.77.216|dover.idf . il Mil tipl e Unaut hori zed URL Access from 66.249. 79. 37 B ock

37. 46. 38. 215 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 37. 46. 38. 215 Bl ock 1
109.64.181.95 |l srael 147. 237.72. 166 |aka. i df . i | \A'“mu;kg?: idfz.eidl /'\S Enoldi m;:r:er ol doc, asp Bl ock 1
67.63.160.38  [Lhited Sates [147.237.72.166|aka. i df .i | mu;kf;orl ! df_eidl /'\’:;*:/";i ;fg%én‘gr ol aspx Bl ock 1
46. 19. 86. 155 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/gius B ock 1
157.55.39.132 [wited Sates |147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock

66. 249. 79. 58 I srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wwuidf.il/appl e-app-site-association Bl ock
37.46.38.215  |Israel 147. 237.72. 166 |aka. i df . i | mu;g rii de.e?l ;\’bn;ih;dgiﬁ?kf o ki osk. aspx Bl ock 1
109.66.1.10  |Israel 147.237.77. 234 |hal ag. i df . i | o '2'3?”;;"1zﬁffmggsfziaglﬁﬁfj Cyit B ock 1
77.124.47.214  |lsrael 147.237.72. 166 |aka. i df . i | D stributed Whaut hori zed LRL Access on v aka. i df .il/gius B ock 1
46.117.167. 204 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ t ext . css B ock 1
84.109.69. 113 [Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to ww nakhal .idf.il/sip_storagelfiles/ 4/ Bl ock 1
66.249.81.212 |[Israel 147.237.77. 216 |dover.i df . i | Ostributed Lhauthorized UR. Access on waw idf.il/error. htm B ock 1
37.142.0. 226 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
66.102. 9. 184 Lhited Sates |147.237.72.156|aman.idf.il Unaut hori zed URL Access to ww arman. i df.il/favicon.ico Bl ock 1
174.139.43.45 |Whited Sates |147.237.72.166|aka. i df . i m“;g B de?I ?ﬁ;{'ﬁf’h(mefflnlaspx Bl ock 1
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