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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

109. 253. 141. 59

| srael

147.237.77. 216

dover.idf.il

|signature

|Device Action|Count

TCP handshake vi ol ation, first packet not syn |drop 6
71.6.135.131 Lhited Sates 147.237.76.176 test.ncore.idf.il B ack Li st drop 1
123.151. 149. 222 Chi na 147.237.0. 16 ny-kosher-kravi.idf.il |[JLMPurple Gon Limt Tcp drop 1
46. 19. 85. 63 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Oount
162. 210. 196. 129 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nit 2
62. 210. 148. 247 France 147.237.77. 216 dover.idf.il C1000074: HITP. raj estic bot Per nirt 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkil | er2 DDos

62.90.5.221 147.237.77. 233 |I srael aal .idf.il 5
at t ack
91.125.184. 101 [147.237.77.216|united Ki ngdom|dover.idf.il Tehila - Perl LWP with fake user agent 2
46.121.202.9 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
199.203. 63. 13  |147.237. 77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
79.183.63.131  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 142 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
192.223.90. 236 |147.237.77.179|Bolivia e.nazi.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
79.177.129. 215 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 150 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
176.13.224. 175 |147.237.77. 216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
77.139.114.85 |147.237.77. 216 |France dover.idf.il portscan: TCP D stributed Portscan 1
133.242.4.52 147. 237. 76. 200 [Japan eitan.akaidf.il |ET SCAN NVAP -sS wi ndow 1024 1
37.26.146.137  |147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
69. 163. 40. 114  |147.237.76. 196 |Whited Sates |e.svivaidf.il ET SCAN Potential SSH Scan 1
123.123. 119. 180(147. 237. 77. 179 |Chi na e.nmazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.53.172.222 147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
69.163.40. 114  |147.237.76.30 |Wiited Sates  |himush.idf.il ET SCAN Potential SSH Scan 1
109. 65. 64. 219  [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
66.212.179. 106 |147.237.77.212|Canada e.dover.idf.il  [ET SCAN NVAP -sS wi ndow 1024 1
87.236.194. 161 [147.237.76.34 |Czech Republic |yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
85. 64. 130. 15 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
46.172.71.251 [147.237.77.61 |lkraine e.cogat.idf.il  [ET SCAN NVAP -sS wi ndow 1024 1
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
203.128.218.60 [147.237.0.34 okfrea’ REpUDI T C {4 peshuv. i . i Potential Sean or Brite For?:/e 1
80. 230. 226. 163 |147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
46.120. 45. 81 147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
198. 20. 69. 74 147.237.76. 176 |Uited Sates |test.ncore.idf.il |ET DRCP Dshiel d B ock Listed Source 1
79.179. 31. 28 147.237.77. 216 (I srael dover.idf.il portscan: TP D stributed Portscan 1
46.19. 86. 41 147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
185.27.106.28 |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
79.177.12.13 147.237.77. 216 (I srael dover.idf.il portscan: TP D stributed Portscan 1
133.242.4.52 147.237.77. 61 |Japan e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.26.148.211 |[147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
69.163.40. 114 |147.237.76.199 |Uhited Sates |e nakchal .idf.il |ET SCAN Potential SSH Scan 1
133.208.21.66 [147.237.8.50 |Japan e.tikshuv.idf.il |ET SCAN NVAP -sS w ndow 1024 1
5.29. 141. 42 147.237.77. 216 |I srael dover.idf.il portscan: TQP D stributed Portscan 1
69.163.40. 114 |147.237.76. 147 |Uhited Sates  [chinuch.aka idf.i ||ET SCAN Potential SSH Scan 1
109. 226. 18. 250 |147.237. 77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
69.163.40. 114  |147.237.72.167 |Uhited Sates [ishurimaka idf.i||ET SCAN Potential SSH Scan 1
62. 90. 96. 102 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
85. 65. 14. 224 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
46.172.71.251 [147.237.77. 216 |krai ne dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
212.179. 146. 134|147. 237. 77. 216 || srael dover.idf.il portscan: TGP D stributed Portscan 1
80. 230. 226. 212 |147.237.77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Massage Devi ce Action |Oount ‘
77.87.228. 68 Ger many 147.237.77.216 |dover.idf.il drop First packet isn't drop 26
40.77.169. 99 Lhited Sates 147.237.72.166 |aka.idf.il dr op SAMrul e drop 21
212.150.78.2 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 14
40. 77. 169. 98 Lhited Sates 147.237.77.216 |dover.idf.il drop SAMrul e drop 13
40.77.169. 100 Lhited Sates 147.237.77.216 |dover.idf.il dr op SAMrul e drop 12
40. 77. 169. 97 Lhited Sates 147.237.77.216 |dover.idf.il drop SAMrul e drop 11
195. 160. 242. 40 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 10
212.199. 34. 114 | srael 147.237.76. 31 nakchal .idf.il dr op First packet isn't drop 7
40. 77. 169. 103 Lhited Sates 147.237.77.176 |matpash.idf.il drop SAMrul e drop 6
40. 77. 169. 96 Lhited Sates 147.237.77.216 |dover.idf.il drop SAMrul e drop 6
40.77.169. 102 Lhited Sates 147.237.77.170 |n@arachot.idf.il dr op SAMrul e drop 6
2.53. 14. 246 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 6
40. 77. 169. 103 Lhited Sates 147.237.77.216 |dover.idf.il drop SAMrul e drop 5
212.199. 34. 114 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 5
40. 77. 169. 99 Lhited Sates 147.237.77.216 |dover.idf.il drop SAMrul e drop 4
176.13.14. 4 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 4
40.77.169. 102 Lhited Sates 147.237.72.166 |aka.idf.il dr op SAMrul e drop 4
2.53.155. 151 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
80. 246. 130. 60 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
212.179.21.194 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 2
192. 243. 55. 133 Lhited Sates 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
77.138.52.97 France 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
212.143. 142. 56 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 2
79.179. 31. 28 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
172. 56. 20. 228 Lhited Sates 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
180. 97. 106. 37 Chi na 147.237.0. 17 mny- kosher-kravi .idf.il dr op SAMrul e drop 1
216.218. 206. 100 |[Lhited Sates 147.237.0. 35 akaws. i df.il drop drop 1
180. 97. 106. 37 Chi na 147.237.77.233 |atal.idf.il dr op SAMrul e drop 1
180. 97. 106. 37 Chi na 147.237. 8. 46 e.chinuch.idf.il drop SAMrul e drop 1
82.213.15. 214 Pal estinian Territory, Qcupied |147.237.77.176 |matpash.idf.il drop First packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.0.35 akaws.idf.il dr op drop 1
176. 13. 228. 140 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 1
212.179. 90. 106 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 1
180. 97. 106. 37 Chi na 147.237.72.167 |ishurimaka.idf.il drop SAMrul e drop 1
109. 226. 40. 40 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.76. 34 yohal an.idf.il drop drop 1
176. 13. 229. 122 | srael 147.237.72.156 |anan.idf.il drop First packet isn't drop 1
180. 97. 106. 37 Chi na 147.237.76. 34 yohal an.idf .il drop SAMrul e drop 1
157. 55. 39. 34 Lhited Sates 147.237.77.216 |dover.idf.il drop First packet isn't drop 1
180. 97. 106. 37 Chi na 147.237.0.15 kosher-kravi .idf.il drop SAMrul e drop 1
180. 97. 106. 37 Chi na 147.237.77.19 lawforumidf.il dr op SAMrul e drop 1




08-23-2016-15:04:00 to 08-23-2016-16:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.53.30.199 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 193
77.125.71.0 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 107
31.210. 186. 188 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 72
109. 253. 216. 1161 srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 53
46.19. 85. 136 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 35
176. 13. 244. 255 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 14
46.19. 85. 214 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 12
2.53.136. 13 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
89.138.137. 1 I srael 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 4
147.236.238. 41 |l srael 147.237.76.31 |nakchal .idf.il Distributed Unaut horized HTTP Met hod B ock 4
176. 13. 249. 155 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
46.19. 86. 127 I srael 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 4
176. 13. 245. 206 |l srael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex B ock 3
109. 253.129. 89 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 85. 63 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.53.163. 61 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
31.168.55.166 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i |Whaut hori zed URL Access to waw chi nuch. aka. i df . il/404. htm B ock 3
2.53.30.74 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
192.115.252.2 |lIsrael 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod B ock 3
109. 253. 140. 17 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
212.34.12.65  |Jordan 147.237.77. 176 |mat pash. i df . i | Mil tiple Ml formed URL from212.34.12. 65 Bl ock 2
46.117.108. 183 [l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
212.34.12. 65 Jor dan 147.237.77. 176 |mat pash. i df . i | Ml ti pl e Unknown HTTP Request Method from 212. 34, 12. 65 B ock 2
81.218.37.2 I srael 147.237.77.216|dover.i df .l Uhaut hori zed URL Access to ww i df.il/images/ 1. he/ scrol | panebottomgif |Bl ock 1
192.115.252.2 |Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to waw nakhal .idf.il/sip storage/files/ B ock 1
79.181.151. 144 |[Israel 147.237.77.216|dover . i df . il Uhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
109. 253. 216. 116 I srael 147.237.0.19 |nadi matal .idf.il Ef:;f;ﬂ’%’?_\i'il‘;':;;ﬁ”elcltém”g‘;?ixl der 18txtNobi le in Bl ock 1
66. 249. 79. 37 | srael 147.237.77.216|dover. i df .i |l Ml tiple Whaut horized URL Access from 66. 249. 79. 37 B ock 1
46. 19. 86. 80 I srael 147.237.77. 216 |dover . i df .i | Distributed M fornmed UR B ock 1
212.34.12.65 Jordan 147.237.77. 176 |mat pash. i df . i | Unknown HTTP Request Met hod 62776916747 in URL waw. cogat . i df.il B ock 1
80. 230. 226. 206 |l srael 147.237.77.216|dover.idf.i D stributed Unaut hori zed URL Access on waidf.il/error. htm Bl ock 1
77.138.209. 150 |France 147.237.72. 156 [aman. i df . i | D stributed Unaut hori zed URL Access on v anan. i df .il/favicon.ico B ock 1
66. 249. 64. 9 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
81.218.241.25 |lIsrael 147.237.0.34 |ti kshuv.idf.il Mil tipl e Lhaut hori zed URL Access from 81.218.241. 25 B ock 1
192. 198. 151. 45 |Eur ope 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for waw aka. i df.il/drushim B ock 1
80.74.121.142 |israel 147.237.72. 166 |aka. i df . i | mn:k‘f:i?me;;/;&mfgmm in None 1
68.180. 228. 231 |lhited Sates [147.237.77.176|nat pash. i df .i | D stributed Suspicious Response Code B ock 1
46.19. 86. 80 I srael 147.237.77.216|dover.idf .il D stributed Unknown HTTP Request Met hod B ock 1
89. 139. 135. 234 |l srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mode None 1
80. 230. 226. 207 |l srael 147.237.77.216|dover . i df . i Dstributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 1
212.199. 154. 194|l srael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 212. 199. 154. 194 B ock 1
77.139.114.85 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCBT for v aka. i df.i |/ matash/register/ B ock 1
66. 249. 66. 182 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shared/ | ayout dev. css  |B ock 1
85. 64. 246. 166 [l srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/ bul l et 1. gif  |B ock 1
212.34.12.65 Jor dan 147.237.77. 176 |nat pash. i df . i | Mal formed URL Bl ock 1
80. 230. 226. 166 |l srael 147.237.77.216|dover . i df . i Dstributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 1
71.191.143.52 |lnited Sates |147.237.77.216|dover.idf.il Paraneter Type M ol ation SearchText in wwidf.il/1065-en/ dover. aspx B ock 1
147.236.238. 41 |Israel 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut horized URL Access from 147. 236. 238. 41 B ock 1
93.172. 215.197 |israel 147.237. 72. 166 |aka. i df . i | mngk":i?.?ﬁg nlcéég?;%aggffgzl'\i;fcphsaChar$Ct' 251n None 1
80. 246.130. 68 [l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
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