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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
181.49.177.171 Col onbi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
137.74.157. 88 Hong Kong 147.237.76. 198 e.yohal an.idf.il |Back List dr op 1
176. 13. 23. 67 | srael 147.237.0. 19 nadi matal .idf.il|DOSS SSL- d ear Text drop 1




08-23-2016-14:04:00 to 08-23-2016-15:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
46.165. 197. 141 Ger many 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nit 2
162. 210. 196. 130 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. raj estic bot Per nirt 2
199. 58. 86. 209 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. maj estic bot Per nirt 2
199. 58. 86. 211 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nit 2
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste \Signature

85. 207. 157. 29 147.237.0. 17 Czech Republic mny- kosher -kravi . i df.il ET SCAN NVAP -sS wi ndow 1024 4
85.207. 157. 29 147.237.0. 16 Czech Republic ny- kosher - kravi .i df . il ET SCAN NVAP -sS w ndow 1024 2
62. 219. 165. 61 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
213.57. 165. 107 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
94.188. 163. 114 147.237.72. 166 I 'srael akaidf.il portscan: TP D stributed Portscan 1
31.154.87.2 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
212.199. 130. 50 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
86. 108. 12. 82 147.237.77. 216 Jor dan dover.idf.il portscan: TP D stributed Portscan 1
201. 150. 38. 110 147, 237. 76. 39 Mexi co nobi | e. nei tav. i df.il ET SCAN NVAP -sS w ndow 2048 1
85. 207. 157. 29 147.237.0. 34 Czech Republic tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
197. 232. 36. 95 147. 237.76. 39 Kenya nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 3072 1
197. 157. 222. 140 147, 237.76. 30 South Africa hi nush. i df .i | ET SCAN NVAP -sS w ndow 1024 1
82. 80. 192. 100 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
192. 114. 91. 234 147.237.77. 216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
79. 181. 237. 82 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
133. 242. 3. 168 147.237.0. 35 Japan akaws. i df il ET SCAN NMAP -sS wi ndow 1024 1
79. 176. 26. 223 147.237.77. 216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
109. 253. 136. 133 147. 237. 72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
66. 212. 179. 106 147. 237.77. 234 Canada hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
213.151.37.93 147.237.72. 166 I 'srael akaidf.il portscan: TGP D stributed Portscan 1
95. 240. 180. 109 147. 237.72. 166 Italy aka.idf.il portscan: TCQP D stributed Portscan 1
46. 19. 85. 238 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
213.57.138. 132 147.237.77. 216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
87.236.194. 161 147.237.77.235 Czech Republic svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
202. 155. 58. 28 147.237.76. 31 I ndonesi a nakchal .i df .il ET SCAN NVAP -sS w ndow 1024 1
85. 250. 152. 111 147.237.72. 166 I 'srael akaidf.il portscan: TGP D stributed Portscan 1
201. 150. 38. 110 147, 237. 76. 39 Mexi co nobi | e. nei tav. i df.il ET SCAN NVAP -f -sS 1
197. 232. 36. 95 147. 237. 76. 39 Kenya nobi | e. nei tav. i df.il ET SCAN NVAP -sS w ndow 1024 1
82. 166. 72. 176 147.237.77. 216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
192. 116. 212. 169 147. 237. 72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
79. 183. 55. 85 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
189. 40. 100. 216 147.237.77. 216 Brazil dover.idf.il portscan: TGP D stributed Portscan 1
79.177. 162. 90 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
132. 64. 26. 108 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
77.125.79.15 147.237.72. 166 I 'srael akaidf.il portscan: TGP D stributed Portscan 1
101. 178. 206. 92 147.237.72. 217 Australia eidf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
85. 130. 223. 95 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 76
40.77.169. 97 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 66
40.77. 169. 96 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 38
40.77. 169. 98 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 26
40.77.169. 99 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrule drop 23
40.77.169. 103 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 15
91. 231.192. 149 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 12
40.77.169. 100 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 10
62.0.210.1 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 10
40.77. 169. 98 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 9
94. 153. 147. 142 Lkrai ne 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 9
37.231.81. 242 Kuwai t 147.237.77. 176 nat pash. i df . i | dr op First packet isn't drop 6
40. 77. 169. 100 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrul e drop 6
40.77.169. 101 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 5
40.77.169. 102 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 5
209. 133.111. 211 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
192.117. 188. 130 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
40.77. 169. 97 Lhited Sates 147.237. 76. 86 navy.idf.il dr op SAMrul e drop 3
84.95. 133. 224 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
118.173.253.7 Thai | and 147.237.72. 167 ishurimaka.idf.il dr op First packet isn't drop 2
157. 55. 39. 38 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
183. 89. 29. 10 Thai | and 147.237.72. 167 ishurimaka.idf.il drop Frst packet isn't drop 2
79.181. 33. 249 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
109. 253. 222. 111 | srael 147.237.76. 31 nakchal .idf.il dr op First packet isn't drop 2
184. 105. 139. 119 Lhited Sates 147. 237. 0. 200 . idf.il drop drop 1
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
196. 147. 60. 252 Egypt 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
176. 13. 23. 94 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
79.178.102. 163 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
201. 238. 209. 182 Qile 147.237. 0. 200 ndu.idf.il dr op drop 1
202. 155. 58. 28 | ndonesi a 147.237.76. 148 gacenter. aka. i df . i | drop drop 1
46. 32. 126. 32 Jordan 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
2.53.4.233 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 244
80. 246. 137.179 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 173
2.53. 26. 96 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 141
2.53.41.223 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 107
2.53.170. 214 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 102
37.26.147.172 |[israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 37
176. 13. 23. 67 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 34
37.26.146.204 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 9
77.125.71.0 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
89.138.181.7 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
109. 253.230.7 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
2.53. 30. 199 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
2.53.53.186 I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79.176. 20. 254 |Israel 147.237.72. 156 |aman. i df . i | D stributed Suspicious Response Code B ock 3
2.53.134. 47 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80. 246. 136. 160 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.53. 164. 120 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 85. 141 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
10. 148. 20. 36 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for wawv aka.idf.il/ishurim Bl ock 2
66. 249. 79. 37 I srael 147.237.77.216|dover . i df . il Mil ti pl e Unaut hori zed URL Access from 66. 249. 79. 37 B ock 2
77.138.53. 69 France 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 77.138. 53. 69 B ock 2
77.125.24.194 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
194.90.99.193 |[Israel 147.237.77.216|dover . i df . il Ml tipl e Unhaut hori zed URL Access from 194. 90. 99. 193 B ock 2
79.182.116. 132 [Israel 147.237.0.34 [tikshuv.idf.il Uhaut hori zed URL Access to ww ti kshuv. i df.il/stylteversion=1.01 B ock 2
213.57.201. 161 |lsrael 147.237.77.234|hal ag. i df . i | Unhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f |B ock 1
66.102.9.95  |[lhited Sates [147.237.72.166|aka. i df . i m“;?gii dzfe.ci’ I';‘f:mh‘::gm ;;rot ansver . aspx Bl ock 1
40.77.169.104 |lhited Sates |147.237.77.216|dover. i df . i Isuoig:slpztsin?&i%iram er in L /1133-16898- hel dover. aspx i df Bl ock 1
80. 246. 133. 162 |l srael 147.237.77.216|dover . i df . il Uhaut hori zed LRL Access to wawidf.il/error. htm B ock 1
77.126.26.126 |Israel 147.237.77. 170 |maar achot . i df . i | |Waut hori zed LR Access to nmaarachot.idf.il/|abels. rdf B ock 1
194. 90. 200. 70  |Israel 147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/imnages/ 1. he/error.png Bl ock 1
46. 19. 86. 64 | sr ael 147.237. 76. 147 [chi nuch. aka. i df . i|Mal formed URL B ock 1
91.199.69.254 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ 960. css B ock 1
217.132. 131. 220|I srael 147.237.77.216|dover. i df . il Dstributed PHP At tenpt B ock 1
41.141.167. 138 |Morocco 147.237.72. 156 |aman. i df . i | Dstributed Waut hori zed UR. Access on vww anan. i df . il/favicon.ico B ock 1
192.118.92.3  [israel 147. 237. 72. 166 |aka. i df . i | gg'sriega?,:eg&)}”ggfn cooki e wh48617274: Bxpect ed 72BFI966, None 1
212.179.27.26 |lsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx B ock 1
46.19. 86. 64 I srael 147.237. 76. 147 |chi nuch. aka. i df . i|hknown HTTP Request Method j4vligo in URL B ock 1
109. 66. 149. 186 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/nain/scripts/css3pie. htc Bl ock 1
79.181.235. 211 |Israel 147.237.77.216|dover. i df . il Dstributed PHP At tenpt B ock 1
217.132. 131. 220]I srael 147.237.77.216|dover.idf .l Distributed Unaut hori zed URL Access on waw i df.il/wp-1ogin. php B ock 1
46. 19. 85. 59 I srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock 1
102.243.55.133 |Whited Sates |[147.237.72. 166 |aka. i df .|| mugﬂgr: §fe_di Iﬁafr‘fgﬁs;ustﬁ of or mat i on. aspxdoci 76754 Bl ock 1
2.53.154.208  [Israel 147.237.77.233|atal .i df .i L ped Jaut horized R et B ock 1
77.138.53.69  |France 147.237.72. 166 |aka. i df . i | m“;EZr: éfe_di I'\f;;"g/ ﬂ /frf.lryun /i yunasmacht &, aspx Bl ock 1
213.57.42.201 [israel 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 1
46.120.181.40 | srael 147.237.72. 166 |aka. i df . i | \3/;\: ;]i(: L:td?‘?'i ?;?T;t :,0;': rziep‘i Sﬁ;sg;iczsﬁt x Bl ock 1
79.181.235.211 [israel 147.237.77.216|dover.idf .l Distributed Unaut hori zed URL Access on waw i df . il/wp-1ogin. php B ock 1
77.125.24.194 | srael 147.237.77. 243 |nobi | e. i df . i | m;ult: c:rc;sz? | gegpﬁrcﬁsem o e/l st chi | ddocunent s/ 1152 Bl ock 1
46.19.85.136  |Israel 147.237.77.233atal . i df .i | ot ated Lahor zed W .A;:;’gjs on B ock 1
82.166. 130. 217 |Israel 147.237.77.216|dover . i df . il Untraceabl e SSL Sessi ons: (pen Mvde None 1
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